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reproduced, changed, translated, or distributed, partially or wholly, by any means, without the
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AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION OR LOSS
OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATION, WHETHER BASED ON BREACH
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OF THE DOCUMENT, EVEN IF HIKVISION HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES OR LOSS.
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Chapter 1 Overview

This manual mainly introduces the protocol architecture, interaction or security specifications,
general integrations (e.g., devie management and maintenance, alarm or event receiving,
parameter configuration, etc.), and so on.

1.1 Introduction

The OPEN Intelligent Security Application Programming Interface (ISAPI) is a text protocol in
RESTful style based on HTTP for communicating between security devices/servers (e.g., cameras,
DVR, NVR, etc.) and client software/system. It defines the communication standard between
device/server and client software/system via the Internet Protocol (IP), see the network topology
and communication protocol layer framework in the figures below.

[:E] Note

REST (REpresentational State Transfer) is a protocol design method which abstracts all information
as the resources. The abstracted resources are marked by the uniform identifies, i.e., URI (Uniform
Resource ldentifiers) for simple and extendable management.

Server/Device Client Software/System

0

OPEN ISAPI
Protocol

Figure 1-1 Network Topology
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SADP | HTTP | | RTSP/RTP/RTCP

MCAST TCP TCP/UDP

P

Figure 1-2 Communication Protocol Layer Framework

1.2 Update History

Summary of Changes in Version 2.0_Sept., 2019

Related Product: DS-2CD50 Series and DS-2CD70 Series Box Camera with Software Version 5.6.10;
DS-2CD51 Series, DS-2CD55 Series, DS-2CD71 Series, and DS-2CD75 Series Dome Camera with
Software Version 5.6.10; DS-2CD7A Series and DS-2CD5A Series Bullet Camera with Software
Version 5.6.10

1.

Extended device capability message XML_DeviceCap (related URL: /ISAPI/System/capabilities ):
added a sub node <supportSmartOverlapChannles> (whether it supports stream configuration
of smart events) to the node <SysCap>;

added a node <streamEncryptionType> (stream encryption type).

. Added URLs of configuring stream for displaying VCA rules of smart events:

Get the capability: GET /ISAPI/Streaming/channels/<ID>/smartOverlap/capabilities?
format=json ;

Get or set stream parameters: GET or PUT /ISAPI/Streaming/channels/<ID>/smartOverlap?
format=json .

. Extended configuration capability message of IP address filter XML_Cap_IPFilter (related URL: /

ISAPI/System/Network/ipFilter/capabilities ):
added a sub node <bitMaskIPV6> (IPv6 prefix length) to the node <AddressMask> of
<IPFilterAddressList>.

. Extended e-PTZ parameter message XML_EPTZ (related URL: /ISAPI/Image/channels/<ID>/

EPTZ):
added a node <streamType> (stream type).

. Extended parameter message of a privacy mask region XML_PrivacyMaskRegion (related URL: /

ISAPI/System/Video/inputs/channels/<ID>/privacyMask/regions/<ID> ):
added a mask type "black" to the node <maskType>.

. Added URLs of switching e-PTZ mode:

Get capability: GET /ISAPI/Image/channels/<ID>/EPTZ/mode/capabilities ?’format=json ;
Get or set parameters: GET or PUT /ISAPI/Image/channels/<ID>/EPTZ/mode ?format=json .

. Extended configuration capability message XML_LogServerCap and parameter message

XML_LogServer of log server (related URLs: /ISAPI/System/logServer/capabilities and /ISAPI/
System/logServer ):
added a node <transmissionEncryption> (whether to enable transmission encryption).
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. Extended parameter message of security log server test XML_LogServerTestDescription (related

URL: /ISAPI/System/logServer/test ):
added a node <transmissionEncryption> (whether to enable transmission encryption).

. Extended FTP capability message XML_Cap_FTPNotificationList (related URL: /ISAPI/System/

Network/ftp/capabilities ):
added a sub node <BrokenNetHttp> (whether it supports ANR (automatic network
replenishment)) to the node <FTPNotification>.

10. Extended parameter message of a specific FTP server XML_FTPNotification (related URL: /

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

ISAPI/System/Network/ftp/<ID> ):

added a node <brokenNetHttp> (whether to enable ANR (automatic network replenishment)).
Extended configuration capability message XML_Cap_Track and parameter message
XML_Track of a specific recording schedule (related URLs: /ISAPI/ContentMgmt/record/
tracks/<ID>/capabilities and /ISAPI/ContentMgmt/record/tracks/<ID> ):

added a node <durationEnabled> (whether to enable video expiry time).

Extended parameter message of all recording schedules XML_TrackList (related URL: /ISAPI/
ContentMgmt/record/tracks ):

added a sub node <durationEnabled> (whether to enable video expiry time) to the node
<Track>.

Extended HDD management capability message XML_Cap_hddList (related URL: /ISAPI/
ContentMgmt/Storage/hdd/capabilities ):

added a sub node <Encryption> (encryption configuration) to the node <hdd>.

Extended parameter message of a specific HDD XML_hdd (related URL: /ISAPI/ContentMgmt/
Storage/hdd/<ID> ).

added a node <encryptionStatus> (encryption status).

Added a URL of formatting an encrypted HDD: PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/
encryptFormat?format=json .

Added a URL of verifying HDD encryption password: PUT /ISAPI/ContentMgmt/Storage/hdd/
<ID>/encryptVerfy?format=json .

Extended message of event capability supported by channel XML_ChannelEventCap (related
URL: /ISAPI/Event/channels/<ID>/capabilities ):

added an event type "certificateRevocation" (certificate is expired) to the node <eventType>.
Extended device event capability message XML_EventCap (related URL: /ISAPI/Event/
capabilities ).

added a node <isSupportCertificateRevocation> (whether it supports certificate expiry alarm).
Added the function of configuring certificate expiry alarm, refer to Configure Certificate Expiry
Alarm .

Extended device protocol capability message XML_Cap_AdminAccessProtocollist and
parameter message of all protocols supported by the device XML_AdminAccessProtocollList
(related URLs: /ISAPI/Security/adminAccesses/capabilities and /ISAPI/Security/
adminAccesses ):

added a protocol type "SRTP" (Secure Real-Time Transport Protocol) to the sub node
<protocol> of the node <AdminAccessProtocol>.
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21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

Extended parameter message of a specific protocol supported by the device
XML_AdminAccessProtocol (related URL: /ISAPI/Security/adminAccesses/<ID> ):

added a protocol type "SRTP" (Secure Real-Time Transport Protocol) to the node <protocol>.
Extended parameter message of a specific UPnP port XML_port and mapping status message
of a specific UPnP port XML_portStatus (related URLs: /ISAPI/System/Network/UPnP/ports/
<ID> and /ISAPI/System/Network/UPnP/ports/<ID>/status ):

added a protocol type "SRTP" to the node <internalPort>.

Extended encoding capability message XML_Cap_StreamingChannel and encoding parameter
message XML_StreamingChannel of a specific channel (related URLs: /ISAPI/Streaming/
channels/<ID>/capabilities and /ISAPI/Streaming/channels/<ID> ):

added a protocol type "SRTP" to the sub node <streamingTransport> of the node
<ControlProtocol> of <ControlProtocolList> of <Transport>;

added a sub node <SRTPMulticast> (SRTP multicast configuration) to the node <Transport>.
Extended storage capability message XML_RacmCap (related URL: /ISAPI/ContentMgmt/
capabilities ).

added two picture search conditions: "personQueueCounting" (people queuing-up detection)
and "personQueueTime" (waiting time detection) to the node <pictureSearchType>.

Extended device security capability message XML_SecurityCap (related URL: /ISAPI/Security/
capabilities ):

added a node <isSupportCertificateCustomID> (whether it supports certificate configuration
with custom ID).

Added a URL of getting CA (Certificate Authority) certificate capability: GET /ISAPI/Security/
deviceCertificate/capabilities ?’format=json .

Added a URL of importing CA (Certificate Authority) certificate to device: PUT /ISAPI/Security/
deviceCertificate?customiD= .

Extended information message of multiple device certificates JSON_DeviceCertificates (related
URL: /ISAPI/Security/deviceCertificate/certificates ?>format=json ):

added two sub nodes: status (certificate status) and customID (custom certificate ID) to the
node Certificatelnfo of CertificatelnfolList.

Added a URL of getting or deleting information of a specific device certificate: GET or DELETE /
ISAPI/Security/deviceCertificate/certificates/<customID>?format=json .

Added URLs of configuring and managing client/server certificate:

Get client/server certificate capability: GET /ISAPI/Security/serverCertificate/capabilities?
format=json ;

Get or generate PKCS#10 signature request of client/server self-signed certificate: GET or PUT /
ISAPI/Security/serverCertificate/selfSignCert?customID= ;

Generate PKCS#10 signature request: POST /ISAPI/Security/serverCertificate/certSignReq?
customiD=;

Get information of multiple client/server certificates in a batch: GET /ISAPI/Security/
serverCertificate/certificates ?>format=json ;

Get or delete information of a specific client/server certificate: GET or DELETE /ISAPI/Security/
serverCertificate/certificates/<customID>?format=json ;
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31.

32.

Import client/server certificate to device: POST /ISAPI/Security/serverCertificate/certificate?
customiD=;

Export client/server certificate: GET /ISAPI/Security/serverCertificate/downloadCertSignReq?
customiD= .

Added URLs of selecting certificate:

Get capability: GET /ISAPI/Security/certificate/select/capabilities ?’format=json ;

Get or set parameters: GET or PUT /ISAPI/Security/certificate/select/<functinName>?
format=json .

Added an alarm type "certificateRevocation" (certificate expiry alarm) in Supported Alarm/
Event Types .

Summary of Changes in Version 2.0_Sept., 2019

Re
1.

lated Product: PanoVu PT Series Target Capture Camera in Version 5.5.23

Extended the rapid focus capability XML_Cap_EagleFocusing (related URL: GET /ISAPI/PTZCtrl/
channels/<ID>/EagleFocusing/capabilities ):

added one node <isSupportAuto> (whether device supports automatic calibration of rapid
focus)

. Added the function of automatically calibrating for rapid focus:

Get capability: GET /ISAPI/PTZCtrl/channels/<ID>/EagleFocusing/auto/capabilities?
format=json ;

Automatically calibrate for rapid focus: GET /ISAPI/PTZCtrl/channels/<ID>/EagleFocusing/
auto?format=json .

. Extended the device capability message XML_DeviceCap (related URL: GET /ISAPI/System/

capabilities ):
added two nodes <guideEventSupport> (events which support quick setup by instruction) and
<isSupportDevStatus> (whether device supports getting device status).

. Added the function of configuring quick setup instruction for specified event:

Get capability: GET /ISAPI/System/quideConfig/<guideEvent>/capabilities >format=json ;
Get parameters: GET /ISAPI/System/quideConfig/<guideEvent>?format=json .

. Extended the device status message XML_DeviceStatus (related URL: GET /ISAPI/System/

status ):
added one node <AlertStreamServerList> (user of arming device).

Summary of Changes in Version 2.0_Sept., 2019

Re

lated Product: iDS-TDI300-A and iDS-TDI900-A Portable Speed Detector with Software Version

4.3.0

1.

Extended device capability message XML_DeviceCap (related URL: /ISAPI/System/capabilities ):
added a node <isSupportGuardAgainstTheft> (whether it supports device anti-theft
configuration);

added a sub node <isSupportShutdown> (whether it supports shutdown configuration) to the
node <SysCap>.

. Extended downloading capability message XML_DownloadAbility (related URL: /ISAPI/

ContentMgmt/download/capabilities ):
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added a node <isSupportDownloadToUSB> (whether it supports exporting files to devices via
USB).

. Added URLs of exporting files to devices via USB:

Get capability: GET /ISAPI/ContentMgmt/download/toUSB/capabilities ?format=json ;
Export files: POST /ISAPI/ContentMgmt/download/toUSB?format=json ;

Get exporting progress: GET /ISAPI/ContentMgmt/download/toUSB/<taskld>/progress?
format=json .

. Added URLs of configuring device anti-theft parameters:

Get configuration capability: GET /ISAPI/System/quardAgainstTheft/capabilities ;
Get or set parameters: GET or PUT /ISAPI/System/quardAgainstTheft .

. Extended device status parameter message XML_DeviceStatus (related URL: /ISAPI/System/

status ):
added three nodes: <dialSignalStrength> (4G signal strength), <USBStatusList> (USB status list),
and <WifiStatusList> (Wi-Fi status list).

. Added a URL of shutting down the device: PUT /ISAPI/System/shutdown?format=json .
. Extended configuration capability message XML_Cap_Devicelnfo and parameter message

XML_Devicelnfo of device information (related URLs: /ISAPI/System/devicelnfo/capabilities
and /ISAPI/System/devicelnfo ):
added a node <powerOnMode> (device startup mode).

. Added an event type "radarMeasurement" (radar measurement data) in Supported Alarm/

Event Types .

. Added a sub status code "0x40000010"-USBNotExist (USB device is not connected) to status

code 4 (Invalid Operation) in Error Codes in ResponseStatus .

Summary of Changes in Version 2.0_Aug., 2019

Related Product: DS-K1T640 Series, DS-K1T671 Series, and DS-K5671 Series Face Recognition
Terminal with Software Version 2.1.1

1.

Added URLs of configuring audio input or output parameters of a specific channel:

Get audio input capability: GET /ISAPI/System/Audio/Audioln/channels/<ID>/capabilities ;
Get or set audio input parameters: GET or PUT /ISAPI/System/Audio/Audioln/channels/<ID> ;
Get audio output capability: GET /ISAPI/System/Audio/AudioOut/channels/<ID>/capabilities ;
Get or set audio output parameters: GET or PUT /ISAPI/System/Audio/AudioOut/channels/
<ID> .

. Extended device capability message XML_DeviceCap (related URL: /ISAPI/System/capabilities ):

added a node <isSupportIDCardIinfoEvent> (whether it supports ID card swiping event).

Summary of Changes in Version 2.0_Aug., 2019

Related Product Type: DS-76XXNI-I Series, DS-77XXNI-I Series, DS-86XXNI-I Series, and DS-96XXNI-I
Series NVR in Version 4.22.000

1.

2.

Extended device capability message XML_DeviceCap (related URL: /ISAPI/System/capabilities ):
added a node <SHMCap> (SHM (SkyHawk Health Management) capability).

Extended configuration capability message of alarm linkage actions XML_EventTriggersCap
(related URL: /ISAPI/Event/triggersCap ):
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added five nodes: <HighHDTemperatureTriggerCap> (HDD high temperature detection),
<LowHDTemperatureTriggerCap> (HDD low temperature detection), <HDImpactTriggerCap>
(HDD impact detection), <HDBadBlockTriggerCap> (HDD bad sector detection), and
<SevereHDFailureTriggerCap> (HDD severe fault detection).

3. Extended alarm linkage capability type ( XML_EventTriggerCapType ):
added a node <isNotSupportCenterModify> (whether editing configuration parameters of the
surveillance center is not supported).

4. Added the function of configuring SHM (SkyHawk Health Management) alarm linkage:

Get or set linkage parameters of HDD high temperature detection: GET or PUT /ISAPI/Event/
triggers/highHDTemperature ;

Get or set linkage parameters of HDD low temperature detection: GET or PUT /ISAPI/Event/
triggers/lowHDTemperature ;

Get or set linkage parameters of HDD impact detection: GET or PUT /ISAPI/Event/triggers/
hdimpact ;

Get or set linkage parameters of HDD bad sector detection: GET or PUT /ISAPI/Event/triggers/
hdBadBlock ;

Get or set linkage parameters of HDD severe fault detection: GET or PUT /ISAPI/Event/triggers/
severeHDFailure .

5. Extended VCA search capability message JSSON_IntelligentSearchCap (related URL: /ISAPI/SDT/
Management/intelligentSearch/capabilities ?’format=json ):
added a value "unknown" to the node vehicleType (vehicle type).

6. Extended VCA search condition message JSON_IntelligentSearchCondition and VCA search
result message JSON_IntelligentSearchResult (related URL: /ISAPI/SDT/Management/
IntelligentSearch?format=json ).
added a value "unknown" to the sub node vehicleType (vehicle type) of the node vehiclelnfo.

7. Extended condition message of exporting VCA search results JSON_VCASearchExportCond
(related URL: /ISAPI/SDT/Management/intelligentSearch/export?format=json ):
added a value "unknown" to the sub node vehicleType (vehicle type) of the node vehiclelnfo of
targetinfo.

8. Extended capability message XML_Cap_Extralnfo and parameter message XML _Extralnfo of
storing additional information (related URLs: /ISAPI/ContentMgmt/Storage/Extralnfo/
capabilities and /ISAPI/ContentMgmt/Storage/Extralnfo ):
added a disk mode "RAID" to the node <diskMode>.

9. Extended supported alarm and event types in Supported Alarm/Event Types :
added five event types: "highHDTemperature" (HDD High Temperature), "lowHDTemperature"
(HDD Low Temperature), "hdimpact" (HDD Impact), "hdBadBlock" (HDD Bad Sector), and
"severeHDFailure" (HDD Severe Fault).

10. Extended the log types in Log Types for ISAPI :

added five exception log types: "highHDTemperature" (HDD High Temperature),
"lowHDTemperature" (HDD Low Temperature), "hdimpact" (HDD Impact), "hdBadBlock" (HDD
Bad Sector), and "severeHDFailure" (HDD Severe Fault);

added two additional log types: "hdFormatStart" (Formatting HDD Started) and
"hdFormatStop" (Formatting HDD Stopped).
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Summary of Changes in Version 2.0_Aug., 2019

Related Product Type: Thermal & Optical Bi-spectrum Positioning System in Version 5.5.21

1.

Extended the device capability XML_DeviceCap (related URL: GET /ISAPI/System/capabilities ):
added two nodes <isSupportinstallationAngleCalibration> (whether it supports installation
angle calibration) and <isSupportZeroBiasCalibration> (whether it supports zero bias
calibration).

. Added the function of calibrating accelerometer zero bias: PUT /ISAPI/System/

zeroBiasCalibration/channels/<ID>?format=json .

. Added the function of installation angle calibration:

Get the calibration capabilities: GET /ISAPI/System/installationAngleCalibration/channels/
<ID>/capabilities ?’format=json ;

Get the calibration status: GET /ISAPI/System/installationAngleCalibration/channels/<ID>?
format=json ;

Calibrate installation angle: PUT /ISAPI/System/installationAngleCalibration/channels/<ID>?
format=json .

. Extended the log types Log Types for ISAPI :

added one log "scheduledAngleCalibration" (scheduled angle calibration) to operation log type;
added two logs "overvoltage" (high supply voltage) and "undervoltage"(low supply voltage) to
exception log type.

. Extended the device event capability message XML_EventCap (related URL: GET /ISAPI/Event/

capabilities ):
added one node <isSupportVoltagelnstable> (whether device supports supply voltage
exception alarm).

. Extended the configuration capability of alarm linkage actions XML_EventTriggersCap (related

URL: GET /ISAPI/Event/triggersCap ):
added one node <voltagelnstableTriggerCap> (supply voltage exception).

. Added one alarm/event type: "voltageinstable" (supply voltage exception), see details in

Configure Exception Alarm .

Summary of Changes in Version 2.0_Aug., 2019

Related Product: Traffic Terminal Server in Version 5.0.0

1.

Added a URL to configure control parameters of a digital channel: /ISAPI/ContentMgmt/
InputProxy/channels/<ID>/chanCtr|

Added a URL to reboot digital channel: /ISAPI/ContentMgmt/InputProxy/channels/<ID>/
reboot

Added a URL to check port mapping is required for connecting to a digital channel: /ISAPI/
ContentMgmt/InputProxy/channels/<ID>/portMapParam

Added a URL to configure static routing parameters: /ISAPI/System/Network/StaticRoute .
Added URLs to configure log parameters:

Get capability: GET /ISAPI/ContentMgmt/logConfig/capabilities




Intelligent Security API (General Application) Developer Guide

Get or set parameters: GET or PUT /ISAPI/ContentMgmt/logConfig
6. Added a URL to export the device log files: POST /ISAPI/ContentMgmt/logSearch/
dataPackage .

Summary of Changes in Version 2.0_July, 2019

Related Product: DeepinMind NVR in Version 4.1.70

1. Added one alarm type "LFPD" (low frequency person detection alarm) to Supported Alarm/
Event Types .

2. Extended log types Log Types for ISAPI :
added one minor log type "remoteLFPDconfig" (remote configuration of low frequency person
detection) to operation logs;
added two minor log types "LFPDAlarmStart" (low frequency person alarm started) and
"LFPDAlarmStop" (low frequency person alarm stopped) to alarm logs.

3. Extended the error codes, see details in Error Codes in ResponseStatus :
added two error codes "0x60001051"-noSupportDeleteStrangerLib (deleting stranger library is
not supported) and "0x60001052"-noSupportCreateStrangerLib (creating stranger library is not
supported) to status code 6 (Invalid Message Content);
added two error code "0x30001013"-SSDFileSystemlsError (SSD file system error) and
"0x30001014"-insufficientSSDCapacityForFPD (insufficient SSD space for person frequency
detection) to status code 3 (Device Error).

4. Extended the network resource statistics message JSON_resourceStatistics (related URL: /
ISAPI/System/Network/resourceStatistics ?’format=json ):
added two nodes inputPictureBandwidth (picture input bandwidth) and
outputPictureBandwidth (picture output bandwidth).

5. Extended the intelligent capability message XML_IntelliCap :
added one node <isSupportFaceScore> (whether camera supports face grading configuration).

Summary of Changes in Version 2.0_July, 2019

Related Product Type: DS-2TA03-7AVI, DS-2TA03-15VI, DS-2TA03-15SVI, DS-2TA06-255VI,
DS-2TA06-25VI, and DS-2TA03-25SVI Thermographic Automation Thermal Camera in Version 2.2

1. Added a request URL for getting image adjustment capability: GET /ISAPI/Image/channels/
<ID>/color/capabilities .

2. Extended the image configuration capability of a specified channel XML_Cap_ImageChannel
and the image configuration parameters message XML_ImageChannel (related URL: GET /
ISAPI/Image/channels/<ID>/capabilities and /ISAPI/Image/channels/<ID> ):
added one node <TempRange> (temperature range).

3. Added the function of configuring temperature range of a specified channel:
Get capability: GET /ISAPI/Image/channels/<ID>/tempRange/capabilities ;
Get temperature range parameters: GET /ISAPI/Image/channels/<ID>/tempRange ;
Set temperature range: PUT /ISAPI/Image/channels/<ID>/tempRange .

4. Added a request URL for getting focus configuration capability:
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GET /ISAPI/Image/channels/<ID>/focusConfiguration/capabilities .

. Extended the focus parameters message XML_FocusConfiguration (related URL: /ISAPI/Image/

channels/<ID>/focusConfiguration ):
added one node <highTemperaturePriority> (whether to enable high temperature priority
mode).

Summary of Changes in Version 2.0_July, 2019
Related Product Type: DS-PRI120 Security Radar

1.

Extended the device capability message XML_DeviceCap (related URL: /ISAPI/System/
capabilities ):
added a node <isSupportRadar> (whether to support security radar).

. Added seven sub status codes to status code 4 (Invalid Operation) in Error Codes in

ResponseStatus :

"0x4000802c"-masterSlavelsEnable (The master-slave relationship has taken effect, the slave
radar does not support this operation), "0x4000802d"-forceTrackNotEnabled (Mandatory
tracking is disabled), "0x4000802e"-isNotSupportZoneConfigByLocalArea (This area does not
support the zone type), "0x4000802f"-alarmLineCross (Trigger lines are overlapped),
"0x40008030"-zoneDrawingOutOfRange (The drawn zone is out of detection range),
"0x40008031"-alarmLineDrawingOutOfRange (The drawn trigger line is out of detection range),
and "0x40008032"-hasTargetInWarningArea (The warning zone already contains targets.
Whether to enable mandatory arming?).

. Extended the log types Log Types for ISAPI :

added six operation log types: "addZone" (Added Zone), "modZone" (Edited Zone), "delZone"
(Deleted Zone), "addAlarmLine" (Added Trigger Line), "modAlarmLine" (Edited Trigger Line), and
"delAlarmLine" (Deleted Trigger Line).

Summary of Changes in Version 2.0_July, 2019

Related Product: Thermographic Cube Camera in Version 1.0

1.

Extended the device hardware configuration capabilities XML_Cap_HardwareService and
XML_HardwareService :

added one node <captureWithSupplimentLightEnabled> (enable snapshot supplement light or
not).

. Extended the PTZ control capability XML_PTZChanelCap and the PTZ control parameters

XML_PTZChannel (related URL: GET /ISAPI/PTZCtrl/channels/<ID>/capabilities and /ISAPI/
PTZCtrl/channels/<ID> ):
added two control protocols "modbus-RTU" and "modbus-ASCII" to node <controlProtocol>.

. Extended the palettes parameters XML_Palettes (related URL: /ISAPI/Image/channels/<ID>/

Palettes ):
added one mode "Color3" to node <mode>.

10
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Summary of Changes in Version 2.0_July, 2019

Related Products: DS-K1A802 Series, DS-K1A802A Series, and DS-K1A8503 Series Fingerprint Time
Attendance Terminal; DS-K1T804 Series, DS-K1T8003 Series, and DS-K1T8004 Series Fingerprint
Access Control Terminal.

1. Extended the query parameter of the URL for upgrading the slave device's firmware /ISAPI/
System/updateFirmware?type=&id-= :
added a module type "uboot" to the query parameter type.

2. Extended the peripherals upgrade capability message XML_Cap_AcsUpdate (related URL: /
ISAPI/System/AcsUpdate/capabilities ):
added a upgrade type "uboot" to the node <type>.

Summary of Changes in Version 2.0_June, 2019

Related Products: DS-PHA Series Hybrid Security Control Panel, DS-PKG Series Wired Keypad, and

DS-PM-RSWR Series RS-485 Wireless Receiver

1. Added a URL to upgrade peripheral module's firmware: PUT or POST /ISAPI/System/
updateFirmware?type=&moduleAddress= .

2. Extended peripherals upgrade capability message XML_Cap_AcsUpdate (related URL: /ISAPI/
System/AcsUpdate/capabilities ):
added three upgrading types to the node <type>: "keypad", "wirelessRecv" (wireless receiving
module), and "wiredZone" (wired zone module);
added three nodes: <keypadAddress> (range of keypad module address),
<wirelessRecvAddress> (range of wireless receiving module address), and <wiredZoneAddress>
(range of wired zone module address).

3. Extended device information message XML_Devicelnfo (related URL: /ISAPI/System/
devicelnfo ):
added a device type "PHA" (Axiom hybrid security control panel) to the node <deviceType>.

4. Extended the log types Log Types for ISAPI :
added four alarm log types: "RS-485AlarminputModuleEvident" (RS-485 Zone Module
Tampered), "RS-485AlarmInputModuleTamperReset" (RS-485 Zone Module Tampering Reset),
"RS-485WirelessReceiverTamperEvident" (RS-485 Wireless Receiver Module Tampered), and
"RS-485WirelessReceiverTamperEvidentReset" (RS-485 Wireless Receiver Module Tampering
Reset);
added six exception log types: "RS-485AlarmInputModuleDisconnected" (RS-485 Zone Module
Offline), "RS-485AlarmIinputModuleConnected" (RS-485 Zone Module Online),
"RS-485WirelessReceiverDisconnected" (RS-485 Wireless Receiver Module Offline),
"RS-485WirelessReceiverConnected" (RS-485 Wireless Receiver Module Online),
"keypadDisconnected" (Keypad Offline), and "keypadConnected" (Keypad Online);
added 9 operation log types: "delRS-485InputModule"” (RS-485 Zone Module Deleted),
"delRS-4850utputModule"” (RS-485 Output Module Deleted), "delRS-485WirelessReceiver"
(RS-485 Wireless Receiver Module Deleted), "enrolIRS-485InputModule" (RS-485 Zone Module
Registered), "enrolIRS-4850utputModule" (RS-485 Output Module Registered),
"delRS-4850utputModule"” (RS-485 Output Module Deleted), "enrollRS-485WirelessReceiver"
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(RS-485 Wireless Receiver Module Registered), "enrollKeypad" (Keypad Registered), and
"delKeypad" (Keypad Deleted).

Summary of Changes in Version 2.0_June, 2019

Related Products: Thermal Network Bullet Camera; Thermal Bi-spectrum Network Bullet Camera;
Thermal & Optical Network Turret Camera; Thermal Box Camera; Thermal Network Turret Camera
in Version 5.5.20

1.

Extended the capability of supplement light alarm linkage JSON_WhiteLightAlarmCap (related
URL: GET /ISAPI/Event/triggers/notifications/whiteLightAlarm/capabilities ?’format=json ):
added one node "whiteLightMode" (supplement light mode).

. Extended the parameters of supplement light alarm linkage JSSON_WhiteLightAlarm (related

URL: /ISAPI/Event/triggers/notifications/whiteLightAlarm?format=json ):
added one node "whiteLightMode" (supplement light mode).

. Extended the encoding capability of a specific channel XML_Cap_StreamingChannel (related

URL: GET /ISAPI/Streaming/channels/<ID>/capabilities ):
added one node <minimumResolutionSupportedBySmartCode> (minimum resolution
supported by smart coding).

Summary of Changes in Version 2.0_July, 2019

Related Product: Thermal & Optical Bi-spectrum Network Speed Dome; Thermal & Optical Bi-
spectrum Positioning System; Thermal & Optical Bi-spectrum Network Stable PTZ Camera in
Version 5.5.19

1.

Added the function of target enhancement:

Get the target enhancement capability: GET /ISAPI/Image/channels/<ID>/
targetEnhancement/capabilities ;

Get the target enhancement parameters: GET /ISAPI/Image/channels/<ID>/
targetEnhancement ;

Set the target enhancement parameters: PUT /ISAPI/Image/channels/<ID>/
targetEnhancement .

. Extended the on-screen display parameters of PTZ status XML_PTZOSDDisplay (related URL: /

ISAPI/PTZCtrl/channels/<ID>/PTZOSDDisplay ):
added one node: <actionStatusDisplayEnabled> (whether to display status or not).

. Extended the configuration capability of alarm linkage actions XML_EventTriggersCap (related

URL: /ISAPI/Event/triggersCap ):

added two nodes: <ShipsFlowDetectionTriggerCap> (ship flow detection) and
<dredgerDetectionTriggerCap> (dredger detection).

Added one sub type "dredgerDetectionAlarm" (dredger detection alarm) to alarm logs in Log
Types for ISAPI .

. Added one file search condition "dredgerDetection" to node <metadataDescriptor> in message

XML_CMSearchDescription .

12
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Summary of Changes in Version 2.0_June, 2019

Related Products: DS-2CD6845 Series and DS-2XM6825 Series Network Camera in Software Version
5.5.90

1.

Extended wireless service capability message XML_Cap_WirelessServer and wireless service
configuration message XML_WirelessServer (related URLs: /ISAPI/System/Network/interfaces/
<ID>/wirelessServer/capabilities and /ISAPI/System/Network/interfaces/<ID>/
wirelessServer ):

added a node <wifiApModeType> (current wireless access point modes: "true, false, auto").

. Extended device algorithm parameter message XML_AlgorithmsVersion (related URL: /ISAPI/

System/algorithms\Version ):
added an algorithm name "depthMap" to the sub node <name>.

. Extended capability message XML_Cap_VCAResource and configuration message

XML_VCAResource of intelligent resource switching (related URLs: /ISAPI/System/Video/
inputs/channels/<ID>/VCAResource/capabilities and /ISAPI/System/Video/inputs/channels/
<ID>/VCAResource ):

added an intelligent resource "verticalPeopleCounting" to the node <type>.

Extended video input mode message XML_CaptureMode (related URL: /ISAPI/Image/
channels/<ID>/capturemode ):

added two video input modes "26"-1944x1212@24fps and "27"-1944x1212@25fps to the node
<mode>.

. Extended two-way audio parameter message XML_TwoWayAudioChannel (related URL: /ISAPI/

System/TwoWayAudio/channels/<ID> ):
added two nodes <lineOutForbidden> (whether the audio output is not supported) and
<miclnForbidden> (whether the audio input is not supported).

. Added six error codes, refer to Error Codes in ResponseStatus for details: 0x60000085

(DetectionLineOutofDetectionRegion), 0x60000086 (DetectionRegionError), 0x60000087
(DetectionRegionOutOfCountingRegion), 0x60000088 (PedalAreaError), 0x60000089
(DetectionAreaABError), and 0x6000008a (ABRegionCannotintersect).

Summary of Changes in Version 2.0_June, 2019
Related Products: DS-PWA32 Series Wireless Security Control Panel

1.

Extended the parameter message of a specific wireless hotspot XML_accessPoint (related
URL: /ISAPI/System/Network/interfaces/<ID>/wireless/accessPointList/<ID> ):
added a node <connecting> (whether the device is connecting to the Wi-Fi).

. Extended the device capability message XML_DeviceCap (related URL: /ISAPI/System/

capabilities ).
added a node <isSupportModuleLock> (whether to support locking the module).

. Extended the log types Log Types for ISAPI :

added four alarm log types: "wirelessKeypadTamperEvident" (Wireless Keypad Tampered),
"wirelessKeypadTamperEvidentReset" (Wireless Keypad Tamper Restored),
"wirelessCardReaderTamperEvident" (Wireless Card Reader Tampered), and
"wirelessCardReaderTamperEvidentReset" (Wireless Card Reader Tamper Restored);

13
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added 12 exception logs: "wirelessKeypadOffline" (Wireless Keypad Disconnected),
"wirelessKeypadOnline" (Wireless Keypad Connected), "wirelessCardReaderOffline" (Wireless
Card Reader Disconnected), "wirelessCardReaderOnline" (Wireless Card Reader Connected),
"keypadLowPower" (Low Keypad Battery), "keypadLowPowerRecovery" (Low Keypad Battery
Recovered), "cardReaderLowPower" (Low Card Reader Battery),
"cardReaderLowPowerRecovery" (Low Card Reader Battery Recovered), "wKeypadOvertime"
(Wireless Keypad Heartbeat Timed Out), "wKeypadOvertimeRecovery" (Wireless Keypad
Heartbeat Timeout Recovered), "wCardReaderOvertime" (Wireless Card Reader Heartbeat
Timed Out), and "wCardReaderOvertimeRecovery" (Wireless Card Reader Heartbeat Timeout
Recovered).

Summary of Changes in Version 2.0_May, 2019

Related Products: DS-K2600 Series Access Controller in Version 2.1.0

1. Extended device information message XML_Devicelnfo (related URL: /ISAPI/System/
devicelnfo ):
added a device type "ACS" to the node <deviceType>;
added three nodes <relayNum> (number of local relays), <electroLockNum> (number of local
electronic locks), and <RS485Num> (number of local RS-485).

2. Added two URLs for upgrading peripherals firmware:
Get capability: GET /ISAPI/System/AcsUpdate/capabilities .
Upgrade firmware: PUT or POST /ISAPI/System/updateFirmware ?type=&id-= .

3. Extended the remote permission message XML_remotePermission (related URL: /ISAPI/
Security/UserPermission/<ID> ):
added four nodes <factoryReset> (restore default parameters), <arm> (arm), <disarm>
(disarm), and <accessControl> (access control).

4. Added the URLs to configure security mode level of the private protocol:
Get the configuration capability: GET /ISAPI/Security/CommuMode/capabilities ?’format=json ;
Get the parameters: GET /ISAPI/Security/CommuMode?format=json ;
Set the parameters: PUT /ISAPI/Security/CommuMode ?format=json .

5. Extended configuration capability message of EHome server access XML_Cap_EHome (related
URL: /ISAPI/System/Network/Ehome/capabilities ):
added two nodes: <id> (center ID) and <GPRSAddressingFormatType> (GPRS address type);
added a protocol version "v2.6" to the node <protocolVersion>.

6. Extended the EHome server access configuration URL:
added centerID query parameter to the EHome server access configuration URL: /ISAPI/
System/Network/Ehome?centerID= .

7. Extended EHome server access parameter message XML_Ehome (related URLs: /ISAPI/System/
Network/Ehome?centerID= and /ISAPI/System/Network/Ehome ):
added a protocol version "v2.6" to the node <protocolVersion>.

8. Add the URLs to configure the report uploading method:
Get the configuration capability of the report uploading method: GET /ISAPI/SecurityCP/
ReportCenterCfg/capabilities ?’format=json ;
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11.

12.

Get the parameters of the report uploading method: GET /ISAPI/SecurityCP/ReportCenterCfg/
<ID>?format=json ;
Set the report uploading method: PUT /ISAPI/SecurityCP/ReportCenterCfg/<ID>?format=json .

. Extended device capability message XML_DeviceCap (related URL: /ISAPI/System/capabilities ):

added two nodes <isSupportAcsUpdate> (whether to support upgrading slave access control
device) and <isSupportAccessControlCap> (whether to support access control capability).

. Extended event/alarm subscription capability message XML_SubscribeEventCap and
subscription parameter message XML_SubscribeEvent (related URLs: /ISAPI/Event/
notification/subscribeEventCap and /ISAPI/Event/notification/subscribeEvent ):

added four nodes <minorAlarm> (minor alarm type), <minorException> (minor exception
type), <minorOperation> (minor operation type), and <minorEvent> (minor event type) to the
node <EventList>.

Extended subscription response message XML_SubscribeEventResponse (related URL: /ISAPI/
Event/notification/subscribeEvent ):

added four nodes <minorAlarm> (minor alarm type), <minorException> (minor exception
type), <minorOperation> (minor operation type), and <minorEvent> (minor event type) to the
node <FailedEventList>.

Added a sub status code 0x60001024-"eventNotSupport" (event subscription is not supported)
to status code 6 (Invalid Message Content) in Error Codes in ResponseStatus .

Summary of Changes in Version 2.0_May, 2019

Re

lated Products: DS-2CD50 Series and DS-2CD70 Series Box Camera with Software Version 5.6.0;

DS-2CD51 Series, DS-2CD55 Series, DS-2CD71 Series, and DS-2CD75 Series Dome Camera with
Software Version 5.6.0; DS-2CD7A Series and DS-2CD5A Series Bullet Camera with Software Version
5.6.0

1.
2.

w

Added the URL to search for security logs: POST /ISAPI/ContentMgmt/security/logSearch .
Added the URLs to configure log server:

Get capability: GET /ISAPI/System/logServer/capabilities ;

Get parameter: GET /ISAPI/System/logServer ;

Set parameter: PUT /ISAPI/System/logServer .

Added the URL to perform log server test: POST /ISAPI/System/logServer/test .

Extended security capability message XML_SecurityCap (related URL: /ISAPI/Security/
capabilities ): added a node <isSupportDeviceCertificatesManagement> (whether supports
device certificate management).

. Added the URL to get the capability of searching device certificates in batch: GET /ISAPI/

Security/deviceCertificate/certificates ?format=json .

. Added the URL to get the status of a device certificate or all certificates:

For a certificate: GET /ISAPI/Security/deviceCertificate/certificates/<ID>/status?’format=json ;
For all certificates: GET /ISAPI/Security/deviceCertificate/certificates/status?’format=json .

. Added the URLs to regenerate an abnormal certificate or all abnormal certificates:

For an abnormal certificate: PUT /ISAPI/Security/deviceCertificate/certificates/<ID>/recreate?
format=json ;
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For all abnormal certificates: PUT /ISAPI/Security/deviceCertificate/certificates/recreate?
format=json .

8. Added the following certificate related and HDD formatting related error codes to the major
error type of invalid operation, refer to Error Codes in ResponseStatus for details: 0x40002036
(noClientCertificate), 0x40002037 (noCACertificate), 0x40002038 (authenticationFailed),
0x40002039 (clientCertificateExpired), 0x4000203A (clientCertificateRevocation), 0x4000203B
(CACertificateExpired), 0x4000203C (CACertificateRevocation), 0x4000203D (connectFail),
0x4000203F (loginNumExceedLimit), and hdFormatFail.

9. Extended steaming channel capability message ( XML_Cap_StreamingChannel ) and streaming
channel parameter message ( XML_StreamingChannel ) (related URLs: /ISAPI/Streaming/
channels/<ID>/capabilities and /ISAPI/Streaming/channels/<ID> ):
added a sub node <FecInfo> (FEC information) to the node <Multicast>.

10. Added a URL of RTSP to start and stop multicast based on NPQ (Network Protocol Quality):
Request for getting basic parameters: DESCRIBE rtsp://<host>[:port]/ISAPI/Streaming/
channels/<ID>?npq= ;

Request for getting session information: SETUP rtsp://<host>[:port]/ISAPI/Streaming/
channels/<ID>?npq= ;

Start multicast: PLAY rtsp://<host>[:port]/ISAPI/Streaming/channels/<ID>?npq-= ;

Stop multicast: TEARDOW rtsp://<host>[:port]/ISAPI/Streaming/channels/<ID>?npq= .

11. Extended HDD management capability message ( XML_Cap_hddList ) and HDD parameter
message ( XML_hdd ) (related URLs: /ISAPI/ContentMgmt/Storage/hdd/capabilities and /
ISAPI/ContentMgmt/Storage/hdd/<ID> ):
added a node <formatType> (HDD formatting type).

12. Extended the HDD formatting URL /ISAPI/ContentMgmt/Storage/hdd/<ID> -
added a query parameter to the URL for specifying formatting type to format HDD: PUT /
ISAPI/ContentMgmt/Storage/hdd/<ID>/format?formatType= .

13. Added an URL to format multiple specified HDDs in batch: PUT /ISAPI/ContentMgmt/
Storage/hdd/specifyHddFormat?format=json .

14. Extended exposure parameter message XML_Exposure (related URL: /ISAPI/Image/channels/
<ID>/exposure ):
added an exposure type "plris-General" to the node <ExposureType>;
added a node <PlIrisGeneral> (general iris configuration).

15. Extended event/alarm subscription capability message ( XML_SubscribeEventCap ) and
subscription parameter message ( XML_SubscribeEvent ) (related URLs: /ISAPI/Event/
notification/subscribeEventCap and /ISAPI/Event/notification/subscribeEvent ):
added a node <identityKey> (subscription interaction command).

Summary of Changes in Version 2.0_May., 2019

Related Product Type: Thermal Network Bullet Camera; Thermal Bi-spectrum Network Bullet

Camera; Thermal & Optical Network Turret Camera; Thermal Box Camera V5.5.18

1. Extended the device capability XML_DeviceCap (request URL: GET /ISAPI/System/capabilities ):
added four nodes <isSupportDisplayTrajectory> (whether supports displaying trajectory),
<maximumSuperPositionTime> (the maximum time of trajectory displaying),
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<isSupportCalibrationFile> (whether supports importing calibration file), and
<isSupportUnitConfig> (whether supports unit configuration).

. Extended the audible warning configuration capability JSON_AudioAlarmCap (request URL:

GET /ISAPI/Event/triggers/notifications/AudioAlarm/capabilities ?’format=json ):

added one node <alarmType>; added three audible warning types to node <audioDescription>:
13-"Temperature abnormality, please deal with it as soon as possible", 14-"Smoking is
prohibited in this area", 15-"Fire detected, please deal with it as soon as possible".

. Extended the audible warning parameters JSON_AudioAlarm (request URL: /ISAPI/Event/

triggers/notifications/AudioAlarm?format=json ):

added one node <alarmType>; added three audible warning types to node <audiolD>:
13-"Temperature abnormality, please deal with it as soon as possible", 14 -"Smoking is
prohibited in this area", 15-"Fire detected, please deal with it as soon as possible".

. Added one sub error code "unitConfigurationNotInEffect" (unit configuration is invalid) to 6-

status code (invalid message content).

. Added the function of unit unified configuration:

Get the capability of unit unified configuration: GET /ISAPI/System/unitConfig/capabilities?
format=json ;

Get the unit unified configuration: GET /ISAPI/System/unitConfig?format=json ;

Set the unit unified parameters: PUT /ISAPI/System/unitConfig?format=json .

Summary of Changes in Version 2.0_Mar., 2019
Related Product Type: DS-PWA32 Series Wireless Security Control Panel

1.

Added the function of device diagnosis.
Get the device diagnosis capability: GET /ISAPI/System/diagnosis/capabilities ?’format=json ;
Diagnose the device: POST /ISAPI/System/diagnosis?format=json

. Added the function of serial port log redirection.

Get the configuration capability of serial port log redirection: GET /ISAPI/System/serialLogCfqg/
capabilities ?format=json ;

Get the redirection parameters of serial port log: GET /ISAPI/System/serialLogCfg?
format=json ;

Set the redirection parameters of serial port log: PUT /ISAPI/System/serialLogCfqg?format=json

. Added the function of exporting files from the device.

Get the capability of exporting files from the device: GET /ISAPI/System/fileExport/
capabilities ?format=json ;
Export files from the device: POST /ISAPI/System/fileExport?format=json

. Extended the security capability XML_SecurityCap (related URL: GET /ISAPI/Security/

capabilities ):
added two nodes: <isSptUserEnabled> (whether to support configuration of enabling user) and
<isSptAdminCap> (whether to support getting administrator permission capability).

. Extended the user parameters XML_User (related URL: GET or PUT /ISAPI/Security/users/

<ID>):
added one node: <enabled> (whether to enable the user); added a value "manufacturer" to the
node <userLevel> (user level).

17



Intelligent Security API (General Application) Developer Guide

10

11.

12.

13.

14.

. Extended the user permission capability XML_UserPermissionCap (related URL: GET /ISAPI/

Security/UserPermission/operatorCap ) and user permission parameters XML_UserPermission
(related URL: GET or PUT /ISAPI/Security/UserPermission/<ID> ):

added two values "installer" and "manufacturer" to the node <userType> (user type);

added five sub nodes <subSysOrZoneArm> (partition or zone arming permission),
<subSysOrZoneDisarm> (partition or zone disarming permission), <subSysOrZoneClearArm>
(permission to clear partition or zone alarms), <zoneBypass> (permission to bypass zone), and
<zoneBypassRecover> (permission to recover bypassing zone) to the node
<remotePermission>.

. Added a URL to get administrator's permission capability: GET /ISAPI/Security/UserPermission/

adminCap .

. Extended the EHome server access configuration capability XML _Cap_EHome (related URL:

GET /ISAPI/System/Network/Ehome/capabilities ) and EHome server access configuration
parameters XML_Ehome (related URL: GET or PUT /ISAPI/System/Network/Ehome ):
added one node <netWork> (network type).

. Extended the configuration capability message of listening host servers

XML_HttpHostNotificationCap (related URL: GET /ISAPI/Event/notification/httpHosts/
capabilities ) and parameter message of a listening server XML_HttpHostNotification (related
URL: POST /ISAPI/Event/notification/httpHosts ):

added a value "EHome" to the node <protocolType> (protocol type).

. Extended the device capability XML_DeviceCap (related URL: GET /ISAPI/System/

capabilities ).

added five nodes <isSptDiagnosis> (whether to support device diagnosis), <isSptSerialLogCfg>
(whether to support configuring serial port log redirection), <isSptFileExport> (whether to
support exporting files from the device), <isSptCertificationStandard> (whether to support
configuring authentication standard for security control panel), and <isSptKeypadLock>
(whether to support locking keypad).

Extended the response message XML_ResponseStatus :

added one node <AdditionalErr> (additional error status information);

added a value "9-Additional Error" to the node <statusCode> (status code);

added a value "Additional Error" to the node <statusString> (status description).

Extended the response message JSON_ResponseStatus :

added one node <AdditionalErr> (additional error status information)

Extended error codes (see details in Error Codes in ResponseStatus ):

added a sub status code 0x10000005-"armProcess" (arming process) to status code 1 (OK);
added two sub status codes: 0x4000801C-"inPaceTest" (pacing mode) and
0x4000801D-"arming" (armed) to status code 4 (Invalid Operation).

Extended the log type :

added 16 exception logs: "keyfobLowPower" (low keyfob battery), "keyfobPowerRecovery"
(normal keyfob battery), "detectorOvertime" (detector heartbeat timed out),
"detectorOvertimeRecovery" (detector heartbeat timeout restored), "wSirenOvertime"
(wireless siren heartbeat timed out), "wSirenOvertimeRecovery" (wireless siren heartbeat
timeout restored), "wOutputOvertime" (wireless output module heartbeat timed out),
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"wOutputOvertimeRecovery" (wireless output module heartbeat timeout restored),
"wRepeaterOvertime" (wireless repeater heartbeat timed out), "wRepeaterOvertimeRecovery'
(wireless repeater heartbeat timeout restored), "rfJamming" (RF wireless communication
blocked), "rflammingRecovery" (RF wireless communication blocking restored), "batteryMiss"
(storage battery loss), "batteryMissRecovery" (storage battery restored), "ARCUploadFailed"
(ARC uploading failed), and "ARCUploadRecovery" (ARC uploading restored); added 18
operation logs: "armWithFault" (armed with fault), "entryDelay" (entering and exiting delay),
"modArmConfig" (edit arming parameters), "modCertificateStandard" (edit authentication
standard), "entryPaceTest" (pacing mode entered), "exitPaceTest" (pacing mode exited),
"addNetOperator" (add operator), "modNetOperator" (edit operator information),
"delNetOperator" (delete operator), "addNetInstaller" (add installer), "modNetInstaller" (edit
installer information), "delNetInstaller" (delete installer), "addManufacturer" (add
manufacturer), "modManufacturer" (edit manufacturer information), "delManufacturer"
(delete manufacturer), "upgradeSuccessed" (upgraded), "upgradeFailed" (upgrading failed),
and "zoneDisabled" (zone shielded); added five event logs: "keyPADlocked" (keypad locked),
"keyPADunlocked" (keypad unlocked), "timeSynchronization" (time synchronization),
"armFailed" (arming failed), and "ARCStart" (ARC connected).

1

Summary of Changes in Version 2.0_Mar., 2019
Related Product Type: Turing Series NVR V4.2.10

1.

Extended the device capability XML_DeviceCap (related URL: GET /ISAPI/System/capabilities ):
added six node <isSupportAutoMaintenance> (whether supports automatic maintenance),
<isSupportTimeCap> (whether supports time capability), <isSupportintelligentSearch>
(whether supports intelligent search), <IOTCap> (loT device access capability),
<isSupportChannelFullEventListCap> (whether supports getting event capabilities of all
channels) and <isSupportAUXInfoCap> (whether supports getting attributes capabilities of all
channels)

. Extended the device capability set XML_RacmCap (related URL: GET /ISAPI/ContentMgmt/

capabilities ):

added three nodes <isSupportCountingSearchByUTC> (whether supports whether supports
UTC for people counting statistics search), <isSupportPlaybackReverseByUTC> (whether
supports UTC for playback by time), <recordSearchType> (video file search condition)

. Extended the device video capability set XML_VideoCap (related URL: GET /ISAPI/System/

Video/capabilities ):

added four nodes <isSupportCounting>, <isSupportMultiChannelCounting> (whether supports
people counting of multiple channels), <isSupportCountingCollection> (whether supports
people counting data replenishment), and <isSupportHeatmapCollection> (whether supports
heat map data replenishment).

Extended the network capability sets XML_NetworkCap (related URL: GET /ISAPI/System/
Network/capabilities ) :

added two nodes <isSupportPOEConfiguration> (whether supports PoE port configuration),
<EZVIZSecretKey> (whether supports editing verification code for Hik-Connect).

. Added the function of PoE configuration.
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Get PoE port configuration capability: GET /ISAPI/System/Network/POE/capabilities?
format=json ;
Get PoE port parameters: GET /ISAPI/System/Network/POE?format=json ;
Set PoE port: PUT /ISAPI/System/Network/POE ?format=json .
6. Extended the access protocol XML_AdminAccessProtocol (related URL: GET: /ISAPI/Security/
adminAccesses/<ID> ):
added three protocols to node <protocol>: "loT", "TLS1_1Enable", "TLS1_2Enable".
7. Added the function of automatic maintenance.
Get the capability of automatic maintenance configuration: GET /ISAPI/System/
autoMaintenance/capabilities ?format=json ;
Get automatic maintenance configuration parameters: GET /ISAPI/System/autoMaintenance?
format=json ;
Set automatic maintenance: PUT /ISAPI/System/autoMaintenance?format=json .
8. Extended the time capability of device XML_Cap_Time (related URL: GET /ISAPI/System/time/
capabilities ).
added one node <timeType> (time type).
9. Added the function of IP address/MAC address filter configuration:
Get IP address configuration capability: GET /ISAPI/System/Network/ipFilter/capabilities ;
Get/Set the IP address filter configuration parameters: GET/PUT /ISAPI/System/Network/
ipFilter ;
Get MAC address configuration capability: GET /ISAPI/System/Network/MACFilter/
capabilities ;
Get/Set the MAC address filter configuration parameters: GET/PUT /ISAPI/System/Network/
MACFilter .
10. Extended the log type Log Types for ISAPI .
added two log types: "doubleVerificationPass" (doubel verification completed) and
"eventUploadException" (uploading event failed or uploaded event lost); added one operation
log: "localAddressFilterConfig/remoteAddressFilterConfig" (local/remote address filter
configuration); added one minor alarm type: "securityControlPanelEvent" (security control
panel event).
11. Extended the 1/O capability XML_IOCap (related URL: GET /ISAPI/System/I0/capabilities ):
added one node <isSupportCombinationAlarm> (whether supports composite alarm).
12. Extended the alarm input configuration capability XML_Cap_IOInputPortList (reltaed URL:
GET /ISAPI/System/10/inputs/capabilities ):
added one node <CombinationAlarmCap> (composite alarm capability).
13. Extended the alarm input parameters XML_IOInputPort (related URL: GET /ISAPI/System/10/
inputs/<ID> ):
added two nodes <IODescriptor> (I/O port description) and <CombinationAlarm> (composite
alarm list).
14. Extended the device security capability XML_SecurityCap (related URL: GET /ISAPI/Security/
capabilities ).
added one node <DoubleVerificationCap> (double verification capability).
15. Added the function of double verification, see details in Configure Double Verification .
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16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

Extended the local permission XML_localPermission :

added two nodes <playBackDoubleVerification> (whether supports double verification for
playback) and <backupDoubleVerification> (whether supports double verification for backup).
Extended the remote permission XML_remotePermission :

added one node <playBackDoubleVerification> (whether supports double verification for
playback and download).

Extended the file download condition XML_downloadRequest :

added two nodes <userName> (double verification user name), <password> (double
verification password).

Extended error codes (see details in Error Codes in ResponseStatus ):

added six sub status codes: 0x60001034-invalidEZVIZSecretKey (invalid verification code for
Hik-Connect), 0x60001042- needDoubleVerification (double verification required),
0x60001043-noDoubleVerificationUser (no double verification user), 0x60001044-
timeSpanNumOverLimit (max. number of time buckets reached), 0x60001045-
channelNumOverLimit (max. number of channels reached), and 0x60001046-
noSearchlDResource(insufficient searchlID resources) to status code 6 (Invalid Message
Content).

Added the data replenishment function, including people counting, heat map, temperature,
and vehicle detection. Refer to Data Replenishment for details.

Extended the network camera information XML_InputProxyChannel :

added three nodes <deviceTypeName> (device type name), <serialNumber> (device serial
No.), and <firmwareVersion> (firmware code).

Extended the event/alarm subscription capability XML_SubscribeEventCap and event/alarm
subscription messsage XML_SubscribeEvent :

added one node: <pictureURLType> (alarm picture format).

Extended the device online upgrade capability XML_OnlineUpgradeCap :

added one node <isSupportTimingUpgrade> (whether supports scheduled upgrade).
Extended the online upgrade parameters JSSON_OnlineUpgradeParameter .

added two parameters "timingUpgrade" (enable scheduled upgrade or not) and
"upgradeTime" (upgrade time).

Added the function of 10T device access, for details refer to IoT Devices Access .

Extended the Hik-Connect access configurations XML_EZVIZ .

added one node <offlineStatus> (device offline status).

Added the function of editing verification code for Hik-Connect:

Request URL: PUT /ISAPI/System/Network/EZVIZ/secretKey?format=json .

Summary of Changes in Version 2.0_Feb., 2019
Related Product Type: Security Radar with Model DS-PR1-60

1.

Added URL to set SSH server for access: /ISAPI/System/Network/ssh , refer to Network Access
for details.

. Extended network capability ( XML_NetworkCap , related URL: GET /ISAPI/System/Network/

capabilities ):
added a node <isSupportEhome> (whether supports EHome protocol).
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Summary of Changes in Version 2.0_Jan., 2019
Related Product Type: Speed Dome V5.6.0 (H3)

1.

w

9.
10.

11.

12.

Extended PTZ channel capability ( XML_PTZChanelCap , related URL: GET /ISAPI/PTZCtrl/
channels/<ID>/capabilities ):

added two nodes <pqrsZoom> (zooming coordinates of Sony zoom camera module) and
<mnstFocus>(focus coordinates of Sony zoom camera module).

. Added URL to configure zoom and focus coordinates for Sony zoom camera module: /ISAPI/

PTZCtrl/channels/<ID>/zoomFocus .

. Added URL to configure OSD language: /ISAPI/System/Video/inputs/OSDLanguage

Extended wireless configuration capability ( XML_Cap_Wireless , related URL: GET /ISAPI/
System/Network/interfaces/<ID>/wireless/capabilities ):
added node <isSupportNullSsid> (whether supports setting SSID to null).

. Extended streaming channel capability ( XML_Cap_StreamingChannel , related URL: /ISAPI/

Streaming/channels/<ID>/capabilities ):

edited the minimum values of sub nodes <videoDestPortNo> and <audioDestPortNo> to "1"
and added default values (8860) for these two nodes;

added two sub nodes <activeMulticastEnabled> (whether to enable active multicast) and
<packagingFormat> (container format) to the node <Multicast>.

. Extended streaming channel parameter message ( XML_StreamingChannel , related URL: /

ISAPI/Streaming/channels/<ID> ): added two sub nodes <activeMulticastEnabled> (whether to
enable active multicast) and <packagingFormat> (container format) to the node <Multicast>.

. Extended network access protocol capability and configuration message( and

XML_AdminAccessProtocol , related URLs: /ISAPI/Security/adminAccesses/capabilities and /
ISAPI/Security/adminAccesses/<ID> ):

added a value "SDK_OVER_TLS" to the node <protocol> (protocol type);

added three nodes <TLS1_OEnable> (whether to enable TLS v1.0), <TLS1_1Enable> (whether to
enable TLS v1.1), and <TLS1_2Enable> (whether to enable TLS v1.2).

. Extended UDnP interface configuration message ( XML_port , related URL: /ISAPI/System/

Network/UPnP/ports/<ID> ) and mapping status message ( XML_portStatus , related URL: /

ISAPI/System/Network/UPnP/ports/<ID>/status ):

added a value "SDK_OVER_TLS" to the node <internalPort> (internal interface).

Added URL to get the socket IP of current connection: GET /ISAPI/System/Network/socketIP .
Extended alarm linkage capability ( XML_EventTriggersCap , related URL: GET /ISAPI/Event/
triggersCap ):
added two nodes <isSupportWhiteLightAction> (whether supports supplement light alarm
linkage) and <isSupportAudioAction> (whether supports audible warning linkage).

Extended alarm linkage capability type ( XML_EventTriggerCapType ):

added two node <isSupportBeep> (whether supports audible warning linkage) and
<isSupportWhiteLight> (whether supports supplement light alarm linkage).

Extended alarm linkage action message ( XML_EventTriggerNotification ):

added two linkage actions to the node <notificationMethod>, i.e., "beep"-audible warning and
"whiteLight"-supplement light.
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13.

14.

15.

16.

17.

18.

19.

Added URLs to get configuration capability and configure parameters of supplement light
alarm output:

Get Capability: GET /ISAPI/Event/triggers/notifications/whiteLightAlarm/capabilities?
format=json ;

Get Parameter: GET /ISAPI/Event/triggers/notifications/whiteLightAlarm?format=json ;

Set Parameter: PUT /ISAPI/Event/triggers/notifications/whiteLightAlarm?format=json .
Added URLs to get configuration capability and configure parameters of audible warning alarm
output:

Get Capability: GET /ISAPI/Event/triggers/notifications/AudioAlarm/capabilities?
format=json ;

Get Parameter: GET ;

Set Parameter: PUT .

Extended dynamic capability ( XML_DynamicCap , related URL: /ISAPI/Streaming/channels/
<ID>/dynamicCap ):

added a audible prompt type, i.e., "prompt25" to the nodes <smart264EnabledPrompt>
(audible prompt for Smart264 enabled) and <smart265EnabledPrompt> (audible prompt for
Smart265 enabled).

Extended video capability ( XML_VideoCap , related URL: GET /ISAPI/System/Video/
capabilities ).

added nodes <OSDLanguage> (OSD language), <channelFlexible> (capability of getting channel
status by condition).

Extended device capability ( XML_DeviceCap , related URL: GET /ISAPI/System/capabilities ):
added nodes <isSupportActiveMulticast> (whether supports active multicast),
<isSupportGetLinkSocketIP> (whether supports getting the socketlIP of current connection),
<isSupportChangedUpload> (whether supports uploading status changes),
<isSupportSimpleDevStatus> (whether supports getting device working status),
<isSupportFlexible> (whether supports getting channel status by condition), and
<isSupportTimeCap> (whether supports time configuration).

Extended time configuration capability ( XML_Cap_Time , related URL: GET ):

added node <timeType> (time type, local or UTC time).

Added the function of alarm/event subscription, refer to Subscribe Alarm/Event in Arming
Mode for details.

Summary of Changes in Version 2.0_Jan., 2019
Related Product Type: AX Panel

1.

Extended the security capability XML_SecurityCap :

added four nodes: <keypadPassword> (keypad password length), <installerKeypadPassword>
(installer's keypad password length), <operatorKeypadPassword> (operator's keypad password
length), and <userOperateType> (user operation type).

. Extended the user parameters XML_User :

added one node: <userOperateType> (user operation type).

. Extended the search result parameters for log files XML_CMSearchResult :
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added three nodes: <object> (operation object), <params> (parameters), and <seq> (serial No.)
to <logDescriptor>.
4. Added an error code to : 0x4000801B-"inProgramMode" (The keypad is in programming mode).
5. Added two minor log types to operation logs in Log Types for ISAPI : "enterProgramMode"-The
keypad programming mode is enabled; "existProgramMode"-The keypad programming mode is
disabled.

Summary of Changes in Version 2.0_Dec., 2018

Related Product Type: Thermal Network Bullet Camera; Thermal Bi-spectrum Network Bullet
Camera; Thermal & Optical Network Dome Camera V5.5.16

Related Product Model: DS-2TD21xx/V1 series, DS-2TD21xx/VP series, DS-2TD26xx series,
DS-2TD26xx/V1 series, DS-2TD28xx series, DS-2TD28xx/V1 series, DS-2TD12xx/V1 series

1. Extended the alarm output capability XML_IOOutputPortList and alarm output port parameters
XML_IOOutputPort :
added one node normalStatus (normal status).

2. Added one URL of getting I/0 output capability: /ISAPI/System/IO/outputs/capabilities

Summary of Changes in Version 2.0_Oct., 2018

Related Product Type: Thermographic Automation Thermal Camera with Models DS-2TA03-15SVI
and DS2TA06-25SVI
1. Added the function of lens correction:
Get capability of lens correction configuration: GET /ISAPI/PTZCtrl/channels/<ID>/
lensCorrection/capabilities ?’format=json
Get lens correction configuration parameters: GET /ISAPI/PTZCtrl/channels/<ID>/
lensCorrection?format=json
Set lens correction: PUT /ISAPI/PTZCtrl/channels/<ID>/lensCorrection?format=json
2. Extended the PTZ control capability XML_PTZChanelCap :
added one node <isSupportLensCorrection> (whether supports lens correction).
3. Extended the attributes of specific channel XML_Channelinfo :
added two nodes: <PanoramaCamera>, <GlobalCamera>, added three sub nodes
<LensCorrection> (lens correction), <BurningPrevention> (burning prevention) to <thermal> .

Summary of Changes in Version 2.0_Sept., 2018

Related Product Type: Network Thermographic Automation Camera DS-2TA03-4AUM
Extended the focus parameters configuration XML_FocusConfiguration : added two nodes
<focusStyle> (focus type) and <relativeFocusPos> (relative focus value).
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Chapter 2 Protocol

The design of ISAPI protocol adopts RESTful style, so this part introduces the predefined resource
operation methods, protocol APl (URL) format, interaction message format, time format,
namespace, and error processing method.

2.1 Operation Method

The resource operation methods of ISAPI protocol are same as those of HTTP (Hyper Text Transport
Protocol) and RTSP (Real Time Streaming Protocol), see details in the following table.

EE] Note

The RTSP operation methods are mainly used to get the real-time stream for live view, two-way
audio, and playback in this manual. For details about HTTP and RTSP, please refer to https://
tools.ietf.org/html/rfc2612 and https://tools.ietf.org/html/rfc2326 .

Table 2-1 HTTP Operation Method

Method Description

POST Create resources. This method is only available for adding resource that does
not exist before.

GET Retrieve resources. This method cannot change the system status, only return
data as the response to the requester.

PUT Update resources. This method is usually for update the resource that already
exists, but it can also be used to create the resource if the specific resource
does not exist.

DELETE Delete resources.

Table 2-2 RTSP Operation Method

Method Description

OPTIONS Get the supported RTSP operation methods. See the request and response
message format below when interacting between client software and server.

OPTIONS %s RTSP/1.0\r\n //Request URL

CSeq:%u\r\n //Command No.
User-Agent:%s\r\n //Client software name
\r\n

/*Succeeded*/

RTSP/1.0 200 OK\r\n //Succeeded

CSeq: %u\r\n //Command No.
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Method Description

Public: %s\r\n //Supported operation methods
Date:%s\r\n //Date and time
\r\n
/*Failed*/
RTSP/1.0 4XX/5XX %s\r\n  //Failed
CSeq: %u\r\n //Command No.
Date:%s\r\n //Date and time
\r\n

DESCRIBE Transfer basic information by SDP (Session Description Protocol, see https://
tools.ietf.orqg/html/rfc2327 ) files, such as URL with SETUP command and so
on. See the request and response message format below when interacting
between client software and server.
DESCRIBE %s RTSP/1.0\r\n //URL
CSeq:%u\r\n //Command No.
Accept: application/sdp\r\n //The SDP description is accepted
Authorization:%s\r\n //Authentication information
User-Agent:%s\r\n //Client software name
\r\n
/*Succeeded*/
RTSP/1.0 200 OK\r\n //Succeeded or failed
CSeq: %u\r\n //Command No.
Content-Type: application/sdp\r\n //The SDP description exists behind the command
Content-Base:%s\r\n //URL
Content-Length: %d\r\n //The length of contents behind the command
\r\n
[content] //SDP description
/*Failed*/
RTSP/1.0 4XX/5XX %s\r\n //Failed
CSeq: %u\r\n //Command No.
\r\n

SETUP Interact the session information, such as transmission mode, port number,

and so on. See the request and response message format below when
interacting between client software and server.

SETUP %s RTSP/1.0\r\n //URL

CSeq:%u\r\n //Command No.

Authorization:%s\r\n //Authentication information

Session:%s\r\n //Session ID is only returned at the even number of times
Transport: %s\r\n //Transmission protocol

User-Agent:%s\r\nv //Client software name

\r\n

/*Succeeded*/

RTSP/1.0 200 OK \r\n //Succeeded
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Method Description

CSeq: %u\r\n
Session:%s\r\n //Session ID
Transport: s% //Transmission method
Date: s% //Date and time
/*Failed*/
RTSP/1.0 4XX/5XX %s\r\n //Failed
CSeq: %u\r\n //Command No.
\r\n

PLAY Start the stream transmission. See the request and response message format
below when interacting between client software and server.
PLAY %s RTSP/1.0\r\n  //URL
CSeq:%u\r\n //Command No.
Authorization:%s\r\n //Authentication information
Session:%s\r\n //Session ID
Range: npt=%f-%f\r\n //Determine the play range
User-Agent:%s\r\n //Client software name
\r\n
/*Succeeded*/
RTSP/1.0 200 OK \r\n //Succeeded
CSeq: %u\r\n
Session:%s\r\n
RTP-Info:%s
Date: %s
/*Failed*/
RTSP/1.0 4XX/5XX %s\r\n //Failed
CSeq: %u\r\n //Command No.
Session:%s\r\n
\r\n

PAUSE Pause the stream transmission.

TEARDOWN Stop the stream transmission. See the request and response message format

below when interacting between client software and server.

TEARDOWN %s RTSP/1.0\r\n //URL

CSeq: %u\r\n //Command No.
Authorization:%s\r\n //Authentication information
Session:%s\r\n //Session ID

User-Agent:%s\r\n //Client software name

\r\n

/*Succeeded*/

RTSP/1.0 200 OK \r\n //Succeeded

CSeq: %u\r\n
Session:%s\r\n
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Method Description

Date:%s\r\n
\r\n

/*Failed*/

RTSP/1.0 4XX/5XX %s\r\n //Failed
CSeq: %u\r\n //Command No.
Session:%s\r\n

\r\n

2.2 URL Format

URL (Uniform Resource Locator) is a further class of URIs, it can identify a resource and locate the
resource by describing its primary access mechanism.
The format of URL is defined as the follows: <protocol>://<host>[:port][abs_path [?query]].
protocol

Protocol types, i.e., HTTP (version 1.1) and RTSP (version 1.0).
host

Host name, IP address, or the FQDN (Fully Qualified Domain Name) of network devices.
port

Port number of host service for listening the connection status of TCP (Transmission Control
Protocol, see https://tools.ietf.org/html/rfc793 ) or UDP (User Datagram Protocol, see https://
tools.ietf.org/html/rfc768 ). If this field is not configured, the default port number will be
adopted. For HTTP, the default port number is 80, and for RTSP, the default port number is 554.

abs_path

Resource URI: /ServiceName/ResourceType/resource. Here, the ServiceName is ISAPI; the
ResourceType is predefined with upper camel case according to different functions , see details
in the following table; the resource is defined with lower camel case and can be extended in
actual applications. E.g., /ISAPI/System/Network/interfaces.

Predefined URI Model Description
/ISAP1/System/... System related resources

/ISAPI/Security/... Security related resources

/ISAPI/Streaming/... |Video streaming and management related resources
/ISAPI/Event... Event/alarm related resources

JISAPI/PTZCtrl/... PTZ control related resources

28


https://tools.ietf.org/html/rfc793
https://tools.ietf.org/html/rfc768
https://tools.ietf.org/html/rfc768

Intelligent Security API (General Application) Developer Guide

Predefined URI Model Description

/ISAPI/Image/... Video encoding and image related resources

/ISAP1/ContentMgmt/ |Storage management related resources

query
Strings for describing resources information, including related parameters. The parameter
names and values must be listed as the following format in this field: ?p1=v1&p2=v2&...&pn=vn.

EE Note

* To locate the connected device, when operating lower-level device via the URL, the query
field should be filled as ?devindex=uuid&pl=v1&p2=v2&...&pn=vn. The uuid (or guid) is a 32-
byte (128 bits) random number, which is unique and generated by operating system when
adding device, and its format is "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX"".

e For message in JSON format, the query field should be filled as ?
format=json&p1=v1&p2=v2&...&pn=vn. For details about message format, refer to the next
section below. E.g.,http://10.17.132.22/ISAPI/System/time?
foramt=json&devindex=550e8400e29b41d4a716446655440000.

2.3 Message Format

For ISAPI protocol, the request and response messages generated among the interaction between
devices and platform are data in XML format or JSON format.

[:@ Note

The message format here is only available for URLs based on HTTP.

XML Format

* For the previous integration, XML is a common format which may only cause a little changes in
the later integration.

¢ Generally, for configuration information, the Content-Type in the XML format message is
"application/xml; charset='"UTF-8""', see details below.

//Request Message
GET /ISAPI/System/status HTTP/1.1

//Response Message
HTTP/1.1 200 OK

Content-Type: application/xml; charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>
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<DeviceStatus version="2.0" xmIns="http://www.isapi.org/ver20/XMLSchema">

</DeviceStatus>

For data (e.g., firmware, configuration files), the Content-Type in the XML format message is
"application/octet-stream", see details below.

//Request Message
PUT /ISAPI/System/configurationData HTTP/1.1

Content-Type: application/octet-stream

[proprietary configuration file data content]

//Response Message
HTTP/1.1 200 OK

Content-Type: application/xml; charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>
<ResponseStatus version="2.0" xmlIns="http://www.isapi.org/ver20/XMLSchema">

</ResponseStatus>

JSON Format Message

¢ The leaf node (without any sub node) in the message is named by lower camel case, while the
non-leaf node in the message in named by upper camel case.

e To communicate by the messages in JSON format, the devices must support the public
specifications in http://www.ecma-international.orq/publications/files/ECMA-ST/
ECMA-404.pdf and HTTP with version 1.1.

EE] Note

JSON is a lightweight data format which is a subset of JavaScript language and is small, fast, and
easy to be parsed.

¢ Generally, for configuration information, the Content-Type of message is "application/json", see
the example below:

//Request message
GET /ISAPI/System/status HTTP/1.1

//Response message
HTTP/1.1 200 OK
Content-Type: application/json

"DeviceStatus":
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For data (e.g., firmware, configuration files), the Content-Type of message is "application/octet-
stream", see the example below:

//Request message
PUT /ISAPI/System/configurationData HTTP/1.1

Content-Type: application/octet-stream

[proprietary configuration file data content]

//Response message
HTTP/1.1 200 OK

Content-Type: application/json

"ResponseStatus":

2.4 Others

Time Format

The time format in the ISAPI protocol adopts ISO8601 standard (see details in http://
www.w3.org/TR/NOTE-datetime-970915 ), that is, YYY-MM-DDThh:mm:ss.sTZD (e.g.,
2017-08-16T20:17:06+08:00).

Namespace

For message in XML format, namespace is required. The following namespaces are available:
e xmlIns=http://www.isapi.org/ver20/XMLSchema

e xmlins:xs="http://www.w3.0rg/2001/XMLSchema"

e xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

e xmins:xlink="http://www.w3.0rg/1999/xlink"

Error Processing

During the integration applications of ISAPI protocol, when the error of URL based on HTTP
occurred, the ResponseStatus message (in XML or JSON format) which contains error code will be
returned. If the error of URL based on RTSP occurs, the corresponding status code will directly be
returned, for details, refer to https://tools.ietf.orqg/html/rfc2326 .
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Chapter 3 Security

This part mainly introduces the authentication, user permission, and encryption in the integration
applications of ISAPI.

3.1 Authentication

When communicating via ISAPI protocol, the digest of the session must be authenticated.

[:E] Note

e The authentication must based on HTTP Authentication: Basic and Digest Access Authentication,
see https://tools.ietf.org/html/rfc2617 for details.

* The request session must contain authentication information, otherwise, device will return 401
error code.

The message digest, which contains user name, password, specific nonce value, HTTP or RTSP
operation methods, and request URL, is generated by the MD5 algorithm, see the calculation rules
below.

gop=Undefined
Digest=MD5(MD5(A1):<nonce>:MD5(A2))

gop="auth:"
Digest=MD5(MD5(A1):<nonce>:<nc>:<cnonce>:<qop>:MD5(A2))

gop="auth-int:"
Digest=MD5(MD5(A1):<nonce>:<nc>:<cnonce>:<qop>:MD5(A2))

[:Ej Note

e The gop is a value for determining whether the authentication is required.

e Al and A2 are two data blocks required for digest calculation.
Al: Data block about security, which contains user name, password, security domain, random
number, and so on. If the digest calculation algorithm is MD5, Al=<user>:<realm>:<password>;
if the algorithm is MD5-sess, A1=MD5(<user>:<realm>:<password>):<nonce>:<cnonce>.
A2: Data block about message, such as URL, repeated requests, message body, and so on, it
helps to prevent repeated, and realize the resource/message tamper-proof. If the qop is not
defined or it is "auth:", A2=<request-method>:<uri-directive-value>; if the qop is "auth-int:",
A2=<request-method>:<uri-directive-value>:MD5(<request-entity-body>).

e The nonce is the random number generated by service, the following generation formula is
suggested: nonce = BASE64(time-stamp MD5(time-stamp ":" ETag ":" private-key)). The time-
stamp in the formula is the time stamp generated by service or the unique serial No.; the ETag is
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the value of HTTP ETag header in the request message; the priviate-key is the data that only
known by service.

If authentication failed, the device will return the XML_ResponseStatus_AuthenticationFailed
message, and the remaining authentication attempts will also be returned. If the remaining
attempts is 0, the user will be locked at the next authentication attempt.

3.2 User Permission

Three user types with different permissions are adopted in the security specifications to control
the access.
Administrator
The account of this user type is called "admin", which has the permissions to access all supported
resources. And it must be activated at any time.
Operator
The account of this user type has the permissions to access common resources and less advanced
resources, see details in the description of each resource.
Viewer

The account of this user type has the permissions to access common resources only, see details in
the description of each resource.

3.3 Encryption

Two encryption modes are available, including all information encryption (based on HTTPs) and
sensitive information (e.g., user name, password, card No. and so on) encryption.

EE Note

¢ The sensitive information varies with different applications, see details in the description of
protocol messages.

e Encryption will not affect the escape behavior of contents in XML format, which means that the
contents should be escaped before encrypting.

Encryption Capability
Before encrypting the information, the encryption capability of devices or client software should
be obtained via the URL: GET /ISAPI/Security/capabilities to know the available encryption
algorithm. The encryption algorithm information is returned by the securityVersion node in
response message XML_SecurityCap .
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EE] Note

Different values of securityVersion node correspond to different encrypted contents and
encryption modes. If node value is 1, it indicates that the encryption mode is AES128 CBC, and
only the password will be encrypted; if the node value is 2, the AES256 CBC mode is adopted, and
both the user name and password will be encrypted.

Encryption Flow

Flow of encrypting source data: Source Data = Encode by Base64 Method - Encrypt in AES128/
AEC256 CBC Mode .

DEJ Note

Encoding data by Base64 method is to be compatible with binary data and get the data size
before encrypting by AES128/AEC256 CBC mode (the data size is not real after encrypting as 0 will
be supplied).

Encryption Key

The key used for encryption is generated by iteratively encrypting the (Password
+"AaBbCcDd1234!@#S$") according to SHA256 algorithm. E.g., if the device password is
abcd1234, then the key is SHA(SHA(SHA("abcd1234AaBbCcDd1234!@#S"))...).

EE] Note

e The number of iterations is determined by device capability, see the node keylterateNum in
XML_SecurityCap message.

e |f the password is changed when generating the key, the previous password will be used.

e The device gets the key when it is authenticated, and the client software/system calculates the
key after logging in.

Encryption URL Format

The encryption modes are displayed by adding query parameters, i.e., security and iv, to the URL
(e.g., /ISAPI/xxx?security=1&iv=xxx).

EE Note

e The parameter security is the version No. of encryption scheme. When security does not exist,
it indicates that the data is not encrypted; when security=1, it indicates that the nodes of
sensitive information in the message are encrypted in AES128 CBC mode; when security=2, it
indicates that the nodes of sensitive information in the message are encrypted in AES256 CBC
mode.

e The parameter iv is the initialization vector, and it is required when security=1 or 2. The 16-
byte hexadecimal iv of AES128/AES256 CBC mode is generated by client software or system,
and it will be transformed to 32-byte characters when transmitting it to devices via URL. When
encrypting in AES128/AES256 CBC mode, loop encryption by data block size is not required,
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and after encrypting for once, the iv will be changed, so if there are two or more nodes to be
encrypted, you should copy the iv during encoding to make sure the iv is same for encrypting
each node.

e When you want to determine the value of security in the URL, you must compare the
encryption scheme version No. of client software and device. If the supported versions are
different, you should adopt the lower version. E.g., if the client software supports security=2,
the device supports security=1, then security=1 will be adopted.

Suggestion About Extension

If there are other existing nodes in the message are regarded as sensitive information, you can
add values to the parameter security in the URL, e.g., security=3 (encrypt added sensitive
information in AES128 CBC mode) and security=4 (encrypt added sensitive information in AES256
CBC mode).

3.3.1 Encrypt Stream

To improve the security of real-time or history stream from devices and comply with the laws and
regulations of some parts of oversea markets, we have provided the stream encryption function
based on AES algorithm to encrypt the stream.
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Steps

& device or channel supports encrypting
GET /ISAPI/System/capabilities

Poes the device supports encrypting EZVIZ strea
GET /ISAPI/System/Network/capabilities

Yes

\ 4 Yes
Set encryption key \ 4
PUT /ISAPI/Streaming/encryption/secretKey?format=json Enable EZVIZ stream encryption by logging in to Hik-

Connect and setting encryption key
PUT /ISAPI/System/Network/EZVIZ

Enable stream encryption
PUT /ISAPI/Streaming/encryption?format=json

&
<

Get real-time or history stream
Refer to Live View and Playback for details

v

Verify the encryption key
POST /ISAPI/System/Network/verificationCodeCheck

v

Receive the encrypted stream by PlayCtrl Library SDK APl and decrypt
the stream by the encryption key

l: No:
¢

Figure 3-1 Programming Flow of Encrypting Stream

EEJ Note

e For devices with Hisilicon chips, up to 16 channels' stream can be encrypted. If the number of
channels is larger than 16, the error "insufficient resources" will be returned when starting live
view or playback.

* For Sky series devices, all channels' stream can be encrypted.

e The PlayCtrl library will not check if the stream is encrypted. If the stream is encrypted, but the
decryption key is not configured or incorrect decryption key is configured, the display image will
be black.

e |f the encryption algorithm of the external stream is known, you can decrypt and play the stream
without the PlayCtrl library.

1. Get device capability or encryption capability to check if the device or channel supports stream
encryption by the request URL: GET /ISAPI/System/capabilities or /ISAPI/Streaming/
encryption/capabilities ?’format=json .
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- The node <isSupportEncryption> is not returned in the capability message XML_DeviceCap
or the value of node <enable> in the capability message JSON_EncryptionCap is "false":
perform the steps below.

a. Get network capability to check if the device supports encrypting EZVIZ stream by the
request URL: GET /ISAPI/System/Network/capabilities .

E@ Note

If the node <isSupportEZVIZ> is returned in the capability message XML_NetworkCap and
its value is "true", it indicates that encrypting EZVIZ stream is supported. Otherwise,
please end this task.

b. Log in to Hik-Connect and set encryption key to enable EZVIZ stream encryption by the
request URL: PUT /ISAPI/System/Network/EZVIZ .

- The node <isSupportEncryption> is returned in the capability message XML_DeviceCap and
its value is "true" or the value of node <enable> in the capability message
JSON_EncryptionCap is "true": the device or channel supports stream encryption, and
continue to perform the steps below.

a. Set encryption key by the request URL: PUT /ISAPI/Streaming/encryption/secretKey?
format=json .
b. Enable stream encryption by the request URL: PUT /ISAPI/Streaming/encryption?
format=json .
2. Get real-time or history stream, refer to Live View and Playback for details.
3. Verify the encryption key by the request URL: POST /ISAPI/System/Network/
verificationCodeCheck .

EE Note

To check if verifying verification code is supported, you can call the URL: GET /ISAPI/System/
Network/capabilities to get the device network capability ( XML_NetworkCap ). If supports, the
node <isSupportVerificationCodeCheck> is returned in the capability and its value is "true".

4. Receive the encrypted stream by calling encrypted stream callback function
(PlayM4_SetEncryptTypeCallBack) of PlayCtrl Library SDK and decrypt the stream by the
encryption key.

EE] Note

Refer to Cross-Platform PlayCtrl Library SDK User Manual for details of the encrypted stream
callback function and playing of the decrypted stream.

3.3.2 Encrypt Sensitive Information

Some sensitive information (such as user name, password, and so on) in the messages should be
encrypted to improve security during interaction with devices via ISAPI.
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Steps

( Start )

A 4

Get security capability to know encryption parameters
GET /ISAPI/Security/capabilities

A 4

Calculate and generate key for encryption and decryption

A 4

Generate initialization vector (iv)

A 4

Encrypt data using encryption key and iv

A 4

Decrypt encrypted data using encryption key and iv

\ 4
End

Figure 3-2 Programming Flow of Encrypting Sensitive Information

EEJ Note

Values of the following parameters in query parameters, XML messages, and JSON messages are
sensitive information that needs to be encrypted.

Table 3-1 Sensitive Information to be Encrypted

Format Parameters
Query identityKey (identity key, which is the key of the private face picture
library) and secretkey (secret key)
XML <userName> (user name), <password> (password), <loginPassword>

(login password), <snmpAuthenticationPassword> (SNMP
authentication password), <snmpPrivacyPassword> (SNMP
encryption password), <accountName> (account name),
<encryptionKey> (encryption key), <sharedKey> (shared key),
<Username> (user name), <passwd>(password), <name> (name),
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Format

Parameters

<authPasswd> (authentication password), <passWord> (password),
<key> (key), <tokenKey> (token key), <oldPwd> (old password),
<newPwd> (new password), and <terminalPwd> (terminal
password)

JSON

"userName" (user name), "password" (password), "loginPassword"
(login password), "snmpAuthenticationPassword" (SNMP
authentication password), "snmpPrivacyPassword" (SNMP
encryption password), "accountName" (account name),
"encryptionKey" (encryption key), "sharedKey" (shared key),
"Username" (user name), "passwd" (password), "authPasswd" (authe
password), "passWord" (password), "key" (key), "tokenKey" (token
key), "randomCode" (random code), "AK" (access key), "SK" (encryptic
key), "Card" (card No.), "Password" (password), "FingerPrint" (fingerp
"TemporaryPassword" (temporary password), "RemoteControl"

ntication

N
rint),

(remote control), and "WirelessIinfo" (wireless information)

1. Get the device security capability by the request URL: GET /ISAPI/Security/capabilities to know
the encryption parameters.

The security capability is returned in the message XML_SecurityCap . Nodes of encryption
parameters include <securityVersion> (encryption scheme version), <keylterateNum> (iteration
times), <islrreversible> (whether the password is irreversible), and <salt> (salt value).

DE] Note

The salt value will be returned only when the request URL contains the query parameter
username.

2. Calculate and generate the key for encryption and decryption according to the encryption
parameters.

If <islrreversible> is "true" and <salt> is also configured, the key is calculated and generated

by iteratively encrypting the value of (user name+salt+password) with SHA256 algorithm.

E@ Note

¢ The value of <salt> should be different for different users.
* The password encrypted by this method is irreversible.

If <islrreversible> is "false" or does not exist, and <salt> is null, the key is calculated and
generated by iteratively encrypting the password with SHA256 algorithm.

EE Note

The password encrypted by this method is reversible.

3. Generate a byte array containing 16 elements randomly as the initialization vector (iv) and
covert the byte array to character array.

4. Encrypt the data.
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1) Convert iv from character array to byte array.
2) Encode the data to be encrypted by using base64.
3) Set the AES key based on the encryption key and the encryption version.

[:E] Note

Currently, only AES-128 encryption is supported, which indicates that the securityVersion is
1.

4) Encrypt the data by using iv and AES key in AES-CBC mode.
5) Convert the encrypted data to character array.
5. Decrypt the encrypted data.
1) Convert iv from character array to byte array.
2) Convert the encrypted data from character array to byte array.
3) Set the AES key based on the encryption key and the encryption version.

EE Note

Currently, only AES-128 encryption is supported, which indicates that the securityVersion is
1.

4) Decrypt the encrypted data by using iv and AES key in AES-CBC mode.
5) Decode the decrypted data by using base64.

Example
Sample Code of Encrypting Sensitive Information

using System;

using System.Collections.Generic;
using System.Ling;

using System.Security.Cryptography;
using System.Text;

using System.Threading.Tasks;

namespace SystemManagement.InformationEncryption

{
class InfoEncryption
{
/// <summary>
/// Generate initialization vector (iv)
/// </summary>
/// <param name="strInitVector"></param>
/// <returns></returns>
public static void GetlnitVector(out string strinitVector)
{
byte[] szInitVector = new byte[16];
Random ra = new Random();
ra.NextBytes(szInitVector);
byte[] byHexAes = AESEncryption.converByteArrayToCharArray(szInitVector, szInitVector.Length);
strinitVector = Encoding.UTF8.GetString(byHexAes).ToLower();//This must be in lowercase.
}

/// <summary>
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/// Encrypt data with SHA256 algorithm. The data encrypted by this algorithm is reversible.
/// </summary>
/// <param name="strData"></param>
/// <returns></returns>
public static string sha256(string strData)
{
byte[] szData = Encoding.UTF8.GetBytes(strData);
byte[] szHash = SHA256Managed.Create().ComputeHash(szData);
byte[] szSha256 = AESEncryption.converByteArrayToCharArray(szHash, 32);//The standard algorithm is Hash. The
length 32 is set according to the sample document.
return Encoding.UTF8.GetString(szSha256);
}

/// <summary>
/// Encrypt (user name+salt+password) with SHA256 algorithm. The password encrypted by this algorithm is
irreversible.
/// </summary>
/// <param name="strUser"></param>
/// <param name="szSalt"></param>
/// <param name="strPassword"></param>
/// <returns></returns>
public static string calcSha256(string strUser, byte[] szSalt, string strPassword)
{
string strSrcData = strUser;
byte[] szRealSalt = new byte[64];//The size of the salt value is 64 bits.
if (szSalt.Length > 64)
{
return null;
}
Array.Copy(szSalt, szRealSalt, szSalt.Length);
strSrcData = strSrcData + Encoding.UTF8.GetString(szRealSalt) + strPassword;
return sha256(strSrcData);

}

/// <summary>
/// Generate encryption key
/// </summary>
/// <param name="strUserName"></param>
/// <param name="strSalt"></param>
/// <param name="strPassword"></param>
/// <param name="szOut"></param>
/// <param name="iKeylterateNum"></param>
/// <param name="blrreversible"></param>
/// <returns></returns>
public static void getEncryptKey(string strUserName, string strSalt, string strPassword, out byte[] szOut, int
iKeylterateNum, bool birreversible)

{

byte[] szSalt = null;

if (strSalt != null)

{

szSalt = Encoding.UTF8.GetBytes(strSalt);
}
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string strSrcData = string.Empty;
if (blrreversible && szSalt.Length > 0)
{
string strirrPsw = calcSha256(strUserName, szSalt, strPassword);
if (strirrPsw.Length > 64)
{
strSrcData = strirrPsw.Substring(0,64);
}
else
{
strSrcData = strirrPsw;
}
}
else
{
if (strPassword.Length > 64)
{
strSrcData = strPassword.Substring(0,64);
}
else
{
strSrcData = strPassword;
}

}
strSrcData +="AaBbCcDd1234! @#S";

if (iKeylterateNum <= 0)//Iterations
{
iKeylterateNum = 100;

}

//For the SHA256 iteration, iKeylterateNum represents the number of iterations returned by the capability set.
for (inti=0; i < iKeylterateNum; i++)
{

strSrcData = sha256(strSrcData);

}
byte[] szSHA256 = Encoding.UTF8.GetBytes(strSrcData);

//The result calculated with SHA256 algorithm is converted to a byte array for the last time.
byte[] szByteArray = AESEncryption.convertCharArrayToByteArray(szSHA256, szSHA256.Length);

if (szByteArray.Length > 32)

{
szOut = new byte[32];
Array.Copy(szByteArray, szOut, 32);

}

else

{
szOut = new byte[szByteArray.Length];
Array.Copy(szByteArray, szOut, szByteArray.Length);

}

}
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/// <summary>

/// Encrypt content (sensitive information)

/// </summary>

/// <param name="strInitVextor"></param>

/// <param name="szAESKey"></param>

/// <param name="strSrcContent"></param>

/// <param name="strOut"></param>

/// <param name="iSecurityVersion"></param>

/// <returns></returns>

public static void getEncryptContent(string strinitVextor, byte[] szAESKey, string strSrcContent, out string strOut, int
iSecurityVersion)

{
if (iSecurityVersion !=1)//1 refers to the AES-128 algorithm. Currently only 1 is supported.
{
strOut = strSrcContent;
return;
}

//Convert to UTF-8

byte[] szInitVextor = Encoding.UTF8.GetBytes(strinitVextor);

byte[] szInitVextorByteArray = AESEncryption.convertCharArrayToByteArray(szInitVextor, szInitVextor.Length);
byte[] szSrcBytes = Encoding.UTF8.GetBytes(strSrcContent);

string strSrcBase64 = Convert.ToBase64String(szSrcBytes);

//AES encryption

byte[] szAesData = AESEncryption.AesEncrypt(strSrcBase64, szAESKey, szInitVextorByteArray);
byte[] szOut = AESEncryption.converByteArrayToCharArray(szAesData, szAesData.Length);
strOut = Encoding.UTF8.GetString(szOut);

}

/// <summary>

/// Decrypt content (sensitive information)

/// </summary>

/// <param name="strInitVextor"></param>

/// <param name="szAESKey"></param>

/// <param name="strSrcContent"></param>

/// <param name="strOut"></param>

/// <param name="iSecurityVersion"></param>

/// <returns></returns>

public static void getDecryptContent(string strinitVextor, byte[] szAESKey, string strSrcContent, out string strOut, int
iSecurityVersion)

{
if (iSecurityVersion !=1)//1 refers to the AES-128 algorithm. Currently only 1 is supported.
{
strOut = strSrcContent;
return;
}

//Convert to UTF-8

byte[] szInitVextor = Encoding.UTF8.GetBytes(strinitVextor);

byte[] szInitVextorByteArray = AESEncryption.convertCharArrayToByteArray(szInitVextor, szInitVextor.Length);
byte[] szSrcBytes = Encoding.UTF8.GetBytes(strSrcContent);
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byte[] szSrcByteArray = AESEncryption.convertCharArrayToByteArray(szSrcBytes, szSrcBytes.Length);
string strAesData = AESEncryption.AesDecrypt(szSrcByteArray, szAESKey, szInitVextorByteArray);
byte[] szOut = Convert.FromBase64String(strAesData);
strOut = Encoding.UTF8.GetString(szOut);
}
}
}

EE Note

The sample code of the class AESEncryption is as shown below.

using System;

using System.Collections.Generic;
using System.lO;

using System.Ling;

using System.Security.Cryptography;
using System.Text;

using System.Threading.Tasks;

namespace SystemManagement.InformationEncryption
{
class AESEncryption
{
/// <summary>
/// Convert hexadecimal to binary
/// </summary>
/// <param name="chstr"></param>
/// <returns></returns>
public static byte hexToBinary(byte chstr)
{
char crtn ='\0';
if ('0' <= chstr) && ('9' >= chstr))

{crtn = (char)(chstr & 0xOF);

ilse if (('"A' <= chstr) && ('F' >= chstr))
{crtn = (char)(chstr - 'A' + 10);

ilse if (('a' <= chstr) && ('f' >= chstr))
{crtn = (char)(chstr - 'a' + 10);

ieturn (byte)crtn;

}

/// <summary>

/// Convert a character array to a byte array
/// </summary>

/// <param name="pSrc"></param>
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/// <param name="nSrcLen"></param>
/// <returns></returns>
public static byte[] convertCharArrayToByteArray(byte[] pSrc, int nSrcLen)
{
byte[] byChallengeDst2 = new byte[nSrcLen / 2];
for (inti=0;i<nSrcLen;i=i+2)
{
byChallengeDst2[i / 2] = (byte)(hexToBinary(pSrcli]) << 4);
byChallengeDst2[i / 2] += (byte)hexToBinary(pSrc[i + 1]);
}
return byChallengeDst2;

}

/// <summary>
/// Convert a byte array to a character array
/// </summary>
/// <param name="pSrc"></param>
/// <param name="nSrcLen"></param>
/// <returns></returns>
public static byte[] converByteArrayToCharArray(byte[] pSrc, int nSrcLen)
{

StringBuilder strB = new StringBuilder();

for (inti=0; i< nSrcLen; i++)

{

strB.Append(pSrc[i].ToString("x2"));//Here x must be in lowercase, which means converting to a lowercase
hexadecimal character.
}
return Encoding.UTF8.GetBytes(strB.ToString());

}

/// <summary>
/// Encrypt in AES-CBC mode
/// </summary>
/// <param name="strSrcContent"></param>
/// <param name="szAESKey"></param>
/// <param name="iv"></param>
/// <returns></returns>
public static byte[] AesEncrypt(string strSrcContent, byte[] szAESKey, byte[] iv)
{
RijndaelManaged rijndaelCipher = new RijndaelManaged();
rijndaelCipher.Mode = CipherMode.CBC;
rijndaelCipher.Padding = PaddingMode.Zeros;//The end is all-zero padding
rijndaelCipher.KeySize = 128;
rijndaelCipher.BlockSize = 128;
byte[] keyBytes = new byte[16];
int len = szAESKey.Length;
if (len > keyBytes.Length)
{
len = keyBytes.Length;
}
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}

System.Array.Copy(szAESKey, keyBytes, len);

rijndaelCipher.Key = keyBytes;

rijndaelCipher.lV = iv;

ICryptoTransform transform = rijndaelCipher.CreateEncryptor();

byte[] szSrcContent = Encoding.UTF8.GetBytes(strSrcContent);

byte[] szDstContent = transform.TransformFinalBlock(szSrcContent, 0, szSrcContent.Length);
return szDstContent;

/// <summary>

/// Decrypt in AES-CBC mode

/// </summary>

/// <param name="szSrcContent"></param>

/// <param name="szAESKey"></param>

/// <param name="iv"></param>

/// <returns></returns>

public static string AesDecrypt(byte[] szSrcContent, byte[] szAESKey, byte[] iv)

{

RijndaelManaged rijndaelCipher = new RijndaelManaged();
rijndaelCipher.Mode = CipherMode.CBC;
rijndaelCipher.Padding = PaddingMode.Zeros;//The end is all-zero padding
rijndaelCipher.KeySize = 128;
rijndaelCipher.BlockSize = 128;
byte[] keyBytes = new byte[16];
int len = szAESKey.Length;
if (len > keyBytes.Length)
{
len = keyBytes.Length;
}
System.Array.Copy(szAESKey, keyBytes, len);
rijndaelCipher.Key = keyBytes;
rijndaelCipher.lV = iv;
ICryptoTransform transform = rijndaelCipher.CreateDecryptor();
byte[] szDstContent = transform.TransformFinalBlock(szSrcContent, 0, szSrcContent.Length);

//After decrypting the last 16 bytes of the ciphertext, the decrypted data of the last 16 bytes will be checked.
//If the value of the last byte is 16, the 16-byte string data will be discarded.
//If the value of the last byte is smaller than 16, it indicates that the original text was padded during encryption.

The padding will be discarded.

}
}
}

for (inti = 0; i < szDstContent.Length; i++)
{
if (szDstContent[i] <= 16)
{
szDstContent[i] = 0;
}

}
//The \0 at the end needs to be removed.

return Encoding.UTF8.GetString(szDstContent).Replace("\0", "");
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3.4 Security Service

Management and Configuration

Get or set advanced parameters of security management

Request URL: GET or PUT /ISAPI/Security/advanced?format=json
Get or set security questions in batch

Request URL: GET or PUT /ISAPI/Security/questionConfiguration
Search for security logs

Request URL: POST /ISAPI/ContentMgmt/security/logSearch
Security Mode Level of Private Protocol

e Get configuration capability of security mode level of private protocol
Request URL: GET /ISAPI/Security/CommuMode/capabilities ’format=json
e Get parameters of security mode level of private protocol
Request URL: GET /ISAPI/Security/CommuMode?format=json
e Set parameters of security mode level of private protocol
Request URL: PUT /ISAPI/Security/CommuMode?format=json
Get capability of selecting certificate
Request URL: GET /ISAPI/Security/certificate/select/capabilities >format=json
Get or set parameters of selecting certificate
Request URL: GET or PUT /ISAPI/Security/certificate/select/<functinName>?format=json

Network Certificate

Get CA (Certificate Authority) certificate capability
Request URL: GET /ISAPI/Security/deviceCertificate/capabilities ?’format=json
Import network certificate to device
Request URL: PUT /ISAPI/Security/deviceCertificate
Import CA (Certificate Authority) certificate to device
Request URL: PUT /ISAPI/Security/deviceCertificate?customID=
Network Certificate Search
e Get capability of certificate search
Request URL: GET /ISAPI/Security/deviceCertificate/certificates/capabilities ?’format=json
¢ Search for certificate information in a batch
Request URL: GET /ISAPI/Security/deviceCertificate/certificates ?’format=json
¢ Search for information of a specific device certificate
Request URL: GET /ISAPI/Security/deviceCertificate/certificates/<customID>?format=json
Delete network certificate
Request URL: DELETE /ISAPI/Security/deviceCertificate/certificates/<ID> or /ISAPI/Security/
deviceCertificate/certificates/<customID>?format=json

Authentication Certificate

Get, generate, or delete certificate signature request
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Request URL: GET, PUT, or DELETE /ISAPI/Security/serverCertificate/certSignReq
Download authentication certificate
Request URL: GET /ISAPI/Security/serverCertificate/downloadCertSignReq
Get, install, or delete authentication certificate
Request URL: GET, PUT, or DELETE /ISAPI/Security/serverCertificate/certificate
Authentication Certificate Status Search
¢ Get status of one authentication certificate

Request URL: GET /ISAPI/Security/deviceCertificate/certificates/<ID>/status?format=json
e Get status of all authentication certificates

Request URL: GET /ISAPI/Security/deviceCertificate/certificates/status?format=json
Generate one authentication certificate
Request URL: PUT /ISAPI/Security/deviceCertificate/certificates/<ID>/recreate ?format=json
Generate all authentication certificates
Request URL: PUT /ISAPI/Security/deviceCertificate/certificates/recreate ?format=json

Client/Server Certificate

Get client/server certificate capability

Request URL: GET /ISAPI/Security/serverCertificate/capabilities >format=json
Generate PKCS#10 signature request of client/server certificate

Request URL: POST /ISAPI/Security/serverCertificate/certSignReq?customID=

Get or generate PKCS#10 signature request of client/server self-signed certificate
Request URL: GET or PUT /ISAPI/Security/serverCertificate/selfSignCert?customID=
Get information of multiple client/server certificates in a batch

Request URL: GET /ISAPI/Security/serverCertificate/certificates ?format=json

Get or delete information of a specific client/server certificate

Request URL: GET or DELETE /ISAPI/Security/serverCertificate/certificates/<customID>?
format=json

Import client/server certificate to device

Request URL: POST /ISAPI/Security/serverCertificate/certificate ?customID=

Export client/server certificate

Request URL: GET /ISAPI/Security/serverCertificate/downloadCertSignReq?customID=
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Chapter 4 Login

e Login by digest
Request URL: GET /ISAPI/Security/userCheck
e Lock for illegal login
Request URL: GET or PUT /ISAPI/Security/illegalLoginLock
* Get or set maximum failed login attempts
Request URL: GET or PUT /ISAPI/Security/loginLinkNum?format=json
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Chapter 5 Device Management

This chapter lists the request URLs for getting device information, managing network cameras,
getting the capabilities of network cameras, and so on.

¢ Get device capability

Request URL: GET /ISAPI/System/devicelnfo/capabilities
* Get device information

Request URL: GET /ISAPI/System/devicelnfo

5.1 Device Activation

5.1.1 Directly Activate Device

For the connected devices, you must activate them to make sure the device password is
reconfigured and the password string conforms to the security rule.
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Steps

Client Software Device

Generate public key

Send public key eencoded by Base64 method

ZReturn random string encrypted based on RSA algorithm and encoded by Base64 method-

Send activation password encryoted in AES128 CBC mode and encoded by Base64 methodp|

Decrypt and decode activation
password strings for verification

Figure 5-1 Direct Activation Sequence Diagram
1. Client software generates public and private key.

EEI Note

The size of public key is 1024 bits (128 bytes). When transforming to the hexadecimal string,
each byte corresponds to two characters (e.g., 127 - FF ), so the public key is transformed to a
256-byte string finally.

2. Client software encodes the public key (a 256-byte string) by Base64 method and sends it to

device.

Device decodes the encoded public key by Base64 method and generates random strings.

4. Device encrypts the random strings based on RSA algorithm and encodes the encrypted strings
by Base64 method.

5. Client software gets the encrypted and encoded random strings via the URL: POST /ISAPI/
Security/challenge .

6. Client software decodes the obtained random strings by Base64 method and decrypts the
random strings by using private key.

w
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7. Client software encrypts the activation password with the random strings in AES128 CBC mode
and encodes the password by Base64 method.

8. Client software sends the activation password strings to device via the URL: PUT /ISAPI/System/
activate .

[:E] Note

The sent activation password strings consist of first 16 characters of random strings and actual
password.

Example

If the first 16 characters of random strings is "aaaabbbbccccdddd”, and the actual password is
"Abc12345", the encrypted activation password strings is "aaaabbbbccccddddAbc12345".

9. Device decodes the activation password by Base64 method and decrypts the password with the
random string in AES128 CBC mode for verification.
10. Device starts activating and sends the activation result to client software.

5.1.2 Activate Network Camera via NVR

For network devices, except directly activating them, you can also activate them via NVR if they can
be searched on the same network domain of NVR.

Steps

1. Call /ISAPI/ContentMgmt/InputProxy/search by GET method to search for the online network
devices in the same network domain with the NVR.

2. Optional: Call /ISAPI/ContentMgmt/InputProxy/channels/activate/capabilities by GET
method to get the activation capability of network devices for reference.

3. Call /ISAPI/ContentMgmt/InputProxy/channels/activate by PUT method to activate the
searched online devices via NVR.

5.2 Reset Password by Setting Recovery Email

A recovery email is added or configured for resetting the password as required. The admin user can
set a recovery email after activating the device, and then receive the verification code from the
manufacturer via the recovery email to reset the device password.

Before You Start
Make sure you have activated the device.
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Steps

Get recovery email configuration capability |
:_ URL: GET /ISAPI/Security/email/parameter/capabilities?format=json

Get existing or configured recovery email parameters for reference
GET /ISAPI/Security/email/parameter?format=json

L ___ ; ____________ |
Set recovery email
PUT /ISAPI/Security/email/parameter?format=json
Get the QR code
GET /ISAPI/Security/email/qrCode ?format=json
Send the QR code to manufacturer service email address by any other
emails for verification No
Receive the verification code in the configured recovery email
Enter verification code for resetting password
PUT ISAPI/Security/emailCertification?format=json

<&
l

A
End

Figure 5-2 Programming Flow of Resetting Password by Setting Recovery Email

EEJ Note

You can reset password by other methods, such as answering security question, importing GUID
files, and so on. But all methods should be supported by device, so you should call the request
URL: GET /ISAPI/Security/extern/capabilities to get the other security capability

( XML_externSecurityCap ) before choosing method to reset password.

1. Check if the device supports setting recovery email by the request URL: GET /ISAPI/Security/
capabilities .

The security capability is returned in the message XML_SecurityCap .

If the node <isSupportSecurityEmail> exits in the returned message and its value is "true", it
indicates that setting recovery email is supported by the device, and you can continue to
perform the following steps; otherwise, end this task.

2. Optional: Get recovery email configuration capability by the request URL: GET /ISAPI/Security/
email/parameter/capabilities ?’format=json .
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N

The recovery email configuration capability is returned in the message JSON_SecurityEmailCap
by the output parameter pointer (IpOutputParam).

. Optional: Get the existing or configured recovery email parameters for reference by the request

URL: GET /ISAPI/Security/email/parameter?format=json .

. Set the recovery email for the device by the request URL: PUT /ISAPI/Security/email/

parameter?format=json .

. Get the QR code of the recovery email by the request URL: GET /ISAPI/Security/email/qrCode?

format=json .

. Send the QR code to manufacturer service email address by any other emails for verification.

Receive the verification code in the configured recovery email.
Enter the received verification code for resetting the device password by the request URL: PUT /
ISAPI/Security/emailCertification ?’format=json .

5.3 Online Upgrade Device

For the devices that can connect to Guarding Vision Server, you can online upgrade their firmware
via Guarding Vision Client, and get the upgrade progress. Besides, in the condition of bad network,
you can also enable automatic download of upgrade package in the background to improve the
upgrade speed.

Before You Start
Make sure you have activated the device.
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Steps

CStart (Log in to device))

Get device online upgrade capability
GET /ISAPI/System/onlineUpgrade/capabilities
T

Yes
v
Get connection status of online upgrade server L No-»]
GET /ISAPI/System/onlineUpgrade/server
T
Yes
F———————————— ~y_
Set online upgrade device parameters I
:. PUT /ISAPI/System/onlineUpgrade/deviceParameter?format=json J
Get information of new upgrade package
GET /ISAPI/System/onlineUpgrade/version
No

Download upgrade package
PUT /ISAPI/System/onlineUpgrade/downloadPackage ?format=json

v

Get upgrade package download progress
GET /ISAPI/System/onlineUpgrade/downloadPackage/status?format=json

v

Start upgrade when upgrade package is downloaded
PUT /ISAPI/System/onlineUpgrade/upgradeWithoutDownload?format=json

v

Get upgrade status
GET /ISAPI/System/onlineUpgrade/status

End <

Figure 5-3 Programming Flow of Online Upgrade Device
1. Check if the device support online upgrade via the URL: GET /ISAPI/System/onlineUpgrade/
capabilities .
The online upgrade capability set is returned in XML_OnlineUpgradeCap .

2. Get the connection status of online upgrade server via the URL: GET /ISAPI/System/
onlineUpgrade/server .

EEJ Note

Only when the node <connectStatus> is returned and values "true", you can go on for next step.
Otherwise, you should end this task.

The upgrade server connection status is returned in XML_OnlineUpgradeServer .

3. Optional: Set the device online upgrade parameters via the URL: PUT /ISAPI/System/
onlineUpgrade/deviceParameter?format=json .
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[:E] Note

Before setting the device online upgrade parameters, you can get these parameters via the URL:
GET /ISAPI/System/onlineUpgrade/deviceParameter?format=json .

. Get the new upgrade package information via the URL: GET /ISAPI/System/onlineUpgrade/
version .

. Download the upgrade package via the URL: PUT /ISAPI/System/onlineUpgrade/
downloadPackage?format=json .

. Optional: During downloading the upgrade package, you can perform the following operations.

Pause Download URL: PUT /ISAPI/System/onlineUpgrade/downloadPackage/pause?
format=json

Resume Download URL: PUT /ISAPI/System/onlineUpgrade/downloadPackage/resume?
format=json

Cancel Download URL: DELETE /ISAPI/System/onlineUpgrade/downloadPackage?
format=json

. Get the upgrade package download progress via the URL: GET /ISAPI/System/onlineUpgrade/

downloadPackage/status?format=json .

. Start upgrade when the upgrade package is downloaded via the URL: PUT /ISAPI/System/

onlineUpgrade/upgradeWithoutDownload?format=json .

. Get the upgrade status via the URL: GET /ISAPI/System/onlineUpgrade/status .

5.4 10T Devices Access

The loT devices here include access control terminal, security control panel, video intercom, analog
camera RF, etc. The NVR/DVR supports accessing loT devices for device management, status

search, event/alarm linkage, and alarm receiving. When the 10T devices are added to NVR/DVR, the
NVR/DVR can receive the alarm of 10T device, link the channel for recording, and receive the real-

time stream when alarm is triggered.

This chapter mainly introduces the methods of adding loT devices, and configuring event/alarm of

loT devices.

Application Scenario

—@Alarm is triggered

) ) 1 e @ Search for video, -
@Record video of linked channel7 AAANAZAA _upload alarm information VMS-42

!

: —@Send real-time stream
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5.4.1 Add loT Devices to NVR/DVR

For convenient management of 10T device, such as status searching, event/alarm linkage, alarm
receiving, and so on, you should add the IoT device to NVR/DVR first.

Before You Start
Make sure you have logged in to the device.

Steps

(Start (Login to device))

Get device capability
GET /ISAPI/System/capabilities
T

Yes
A 4

Set listening port of loT device
PUT /ISAPI/Security/adminAccesses/ID

v

Get supported loT devices types
GET /ISAPI/System/I0T/sourceSupport/capabilities ?format=json

v

Get information of loT devices which can be added
GET /ISAPI/System/IOT/search?format=json

v

Get loT device channel information
POST /ISAPI/System/IOT/sourceCapabilities?format=json

|[ __________ Get added IoT device information :
| GET /ISAPI/System/IOT/channels?format=json |
| GET /ISAPI/System/IOT/channels?format=json&devicelnductiveType= |

Add loT device to NVR/DVR
POST /ISAPI/System/IOT/channels?format=json

Get status of added loT device
GET /ISAPI/System/IOT/channels/<ID>/status?format=json
GET /ISAPI/System/I0T/channels/status?format=json&devicelnductiveType=
A 4

Get alarm statistics of added loT device
GET /ISAPI/System/IOT/channels/<ID>/alarmStatistics?format=json

End

Figure 5-4 Programming Flow of Adding loT Device to NVR/DVR

1. Get the device capability by the URL: GET /ISAPI/System/capabilities to check if the IoT device
access function is supported via the node <IOTCap>.
The device capability XML_DeviceCap is returned.

2. Configure listening port before adding the OPTEX and Luminite loT devices by the URL: PUT /
ISAPI/Security/adminAccesses/<ID> , and set the value of <protocol> in
XML_AdminAccessProtocol to "IOT".

3. Get the supported IoT devices types of device by the URL: GET /ISAPI/System/IOT/
sourceSupport/capabilities ?’format=json .

The supported loT devices types are returned in JSON_IOTSourceSupport .
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|

10

11.

12.

13.

14.

. Get information of IoT devices which can be added by the URL: GET /ISAPI/System/IOT/search?

format=json .
The IoT devices which can be added is returned in JSON_IOTSourcelist .

. Get the number of IoT device channels which can be added by the URL: POST /ISAPI/

System/I0T/sourceCapabilities ?format=json .
The supported source capability is returned in JSON_SourceCapabilities .

. Optional: Get the information of added loT devices.

- Get the information of added IoT devices by the URL: GET /ISAPI/System/I0OT/channels?
format=json .

- Get the information of added IoT devices according to inductive type by the URL: GET /ISAPI/
System/I0T/channels?format=json&devicelnductiveType= .

. Add the IoT device to NVR/DVR by the URL: POST /ISAPI/System/IOT/channels?format=json .
. Set the basic parameters of added loT device according to channel ID by the URL: PUT /ISAPI/

System/IOT/channels/<ID>/basicParam?format=json .

. Optional: Set the specified added loT device according to channel ID by the URL: PUT /ISAPI/

System/I0T/channels/<ID>?format=json .

[:E] Note

Before setting the specified |oT device, you can get the IoT device by the URL: GET /ISAPI/
System/I0T/channels/<ID>?format=json .

. Optional: Delete the added IoT device.

- Delete the specified loT channel by the URL: DELETE /ISAPI/System/IOT/channels/<ID>?
format=json .

- Delete all channels (video channel and 10T channel) of added IoT device by the URL: DELETE /
ISAPI/System/IOT/channels/<ID>/all?format=json .

Get the status of added IoT device.

- Get the status of added IoT device by the URL: GET /ISAPI/System/IOT/channels/status?
format=json .

- Get the status of added loT device according to inductive type by the URL: GET /ISAPI/
System/I0T/channels/status?format=json&devicelnductiveType= .

- Get the status of specified channel of added loT device by the URL: GET /ISAPI/System/IOT/
channels/<ID>/status?format=json

Get the alarm statistics of added IoT device according to channel ID by the URL: GET /ISAPI/

System/10T/channels/<ID>/alarmStatistics ?’format=json

Optional: Get the linked channel informaiton of added loT device by the URL: POST /ISAPI/

System/accessDevice/associatedChannel?format=json

Optional: Import or export the list of added IoT devices.

Import  Import the list of added loT devices by the URL: PUT /ISAPI/System/IOT/
channelConfig?format=json

Export Export the list of added loT devices by the URL: GET /ISAPI/System/IOT/
channelConfig?’format=json
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Example

PUT /ISAPI/System/IOT/channelConfig?format=json
Accept: text/html, application/xhtml+xml,
Accept-Language: us-EN

Content-Type: File/ Opaque Data

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW&64; Trident/5.0)
Accept-Encoding: gzip, deflate

Host: 10.10.36.29:8080

Content-Length: 9907

Connection: Keep-Alive

Cache-Control: no-cache

Content-Disposition: form-data; name="XX";
Content-Length: 9907

5.4.2 Configure Alarm of loT Device

When the 10T device is added to NVR/DVR, you can configure the alarm parameters such as arming
schedule, linkage method, OSD, and so on for receiving the alarm of loT device.

Before You Start

e Make sure you have logged in to the device.
e Make sure the loT device is added to NVR/DVR.
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Steps

o

CStart (Log in to device))

Get capability of event/alarm supported by loT device channel
GET /ISAPI/Event/IOT/channels/<ID>/capabilities ?format=json
T

Yes
\ 4
Get event/alarm linkage configuration capability of loT device
GET /ISAPI/Event/triggersCap/IOT

v

Get event/alarm configuration capability
GET /ISAPI/System/10T/channels/<ID>/<EventType>/capabilities?format=json

v

Set event/alarm parameters
PUT /ISAPI/System/IOT/channels/<ID>/<EventType>?format=json

v

Set arming schedule, linkage parameters, and OSD parameter
PUT /ISAPI/Event/schedules/<EventType>/<ID>
PUT /ISAPI/Event/triggers/ID
PUT /ISAPI/System/IOT/channels/<ID>/OSD?format=json

v

Receive data when alarm is triggered or event occurred
and process data in callback function
Alarm Type: 0x4993-COMM_VCA_ALARM

v

Search for picture of linked event/alarm
POST /ISAPI/SDT/Management/EventSearch?format=json

End

Figure 5-5 Programming Flow of Configuring Alarm of loT Device

. Get the IoT device channel capability by the URL: GET /ISAPI/Event/IOT/channels/<ID>/

capabilities?format=json .

The event capability supported by loT device channel is returned in
JSON_IOTChannelEventCap .

. Get the event/alarm linkage configuration capability of 10T device by the URL: GET /ISAPI/

Event/triggersCap/IOT .
The capability is returned in XML_IOTTriggersCap .

. Get the event configuration capability by the URL: GET /ISAPI/System/IOT/channels/<ID>/

<EventType>/capabilities ?’format=json .
The event configuration capability is returned in JSON_XXCap .

. Set the event/alarm parameters by the URL: PUT /ISAPI/System/IOT/channels/<ID>/

<EventType>?format=json .

. Set the arming schedule by the URL: PUT /ISAPI/Event/schedules/<EventType>/<ID>
. Set the event/alarm linkage parameters by the URL: PUT /ISAPI/Event/triggers/<ID> .
. Configure OSD.

60



Intelligent Security API (General Application) Developer Guide

1) Get the OSD configuration capability by the URL: GET /ISAPI/System/IOT/channels/
<ID>/0SD/capabilities ?’format=json .
2) Get the OSD parameters by the URL: GET /ISAPI/System/IOT/channels/<ID>/0SD?
format=json .
3) Set the OSD parameters by the URL: PUT /ISAPI/System/IOT/channels/<ID>/0SD?
format=json .
8. Receive event/alarm information.
- Receive event/alarm in arming mode, see details in Receive Alarm/Event in Arming Mode .
- Receive event/alarm in listening mode, see details in Receive Alarm/Event in Listening
Mode .
9. Search for the picture of linked event/alarm by the URL: POST /ISAPI/SDT/Management/
EventSearch?format=json .

[:E] Note

Before searching for event, you can get the event search capability by the URL: GET /ISAPI/SDT/
Management/EventSearch/capabilities ?’format=json .

10. Optional: Get linked channel of searched event by the URL: POST /ISAPI/System/IOT/
linkageChannels?format=json .
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Chapter 6 Device Maintenance

6.1 Basic

Shut Down, Reboot and Restore to Default Settings

e Shut down device

Request URL: PUT /ISAPI/System/shutdown?format=json
e Reboot device

Request URL: PUT /ISAPI/System/reboot
e Restore device to default settings

Request URL: PUT /ISAPI/System/factoryReset?mode=

Upgrade

* Get upgrade capability of peripherals' firmwares
Request URL: GET /ISAPI/System/AcsUpdate/capabilities
e Upgrade device's firmware
Request URL: PUT or POST /ISAPI/System/updateFirmware
e Upgrade slave device's firmware
Request URL: PUT or POST /ISAPI/System/updateFirmware?type=&id=
e Upgrade peripheral module's firmware
Request URL: PUT or POST /ISAPI/System/updateFirmware ?type=&moduleAddress=
e Get device upgrading status
Request URL: GET /ISAPI/System/upgradeStatus

Configuration File

* Get capability of exporting files from device

Request URL: GET /ISAPI/System/fileExport/capabilities ?’format=json
e Securely export files from device

Request URL: POST /ISAPI/System/fileExport?format=json

EE] Note

To check if exporting files from device is supported by the device, you can call GET /ISAPI/
System/capabilities to get the device capability ( XML_DeviceCap ). If supports, the node
<isSptFileExport> will be returned.

Algorithm Version

Get algorithm version information of device
Request URL: GET /ISAPI/System/algorithmsVersion
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6.1.1 Securely Export and Import Configuration Files

You can export configuration files of devices to back up basic device parameters (such as network
parameters, stream parameters, etc.) timely, and the configuration files will be encrypted with the
encryption key when being exported. If several devices adopt the same configuration, you can
import configuration files to configure multiple devices in a batch. The devices will decrypt the
encrypted configuration file using the encryption key which ensures that the configuration file

cannot be used by unauthorized devices.

Get device security capability to check whether it supports exporting
configuration files securely
GET /ISAPI/Security/capabilities

v

Export configuration files securely
GET /ISAPI/System/configurationData?secretkey=

v

Get device security capability to check whether it supports importing
configuration files securely
GET /ISAPI/Security/capabilities

v

Import configuration files securely
PUT /ISAPI/System/configurationData?secretkey=

Steps

End

Figure 6-1 Programming Flow of Securely Exporting and Importing Configuration Files

1. Call GET /ISAPI/Security/capabilities to get the device security capability for checking whether
the device supports securely exporting configuration files.

The device security capability is returned in the message XML_SecurityCap .

If this function is supported by the device, the node <isSupportConfigFileExport> will be
returned and its value is "true", then you can perform the following steps.

Otherwise, please end this task.

2. Call GET /ISAPI/System/configurationData?secretkey= to export the configuration file from the
device securely.
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[:E] Note

The query parameter secretKey is the sensitive information that should be encrypted for
transmission, and the parameter range to be encrypted is determined by the attributes "min"
and "max" of the node <cfgFileSecretKeyLenLimit> in message XML_SecurityCap . For details
about encrypting sensitive information, refer to Encrypt Sensitive Information .

. Call GET /ISAPI/Security/capabilities to get the device security capability for checking whether
the device supports securely importing configuration files.

The device security capability is returned in the message XML_SecurityCap .

If this function is supported by the device, the node <isSupportConfigFilelmport> will be
returned and its value is "true", then you can perform the following steps.

Otherwise, please end this task.

. Call PUT /ISAPI/System/configurationData?secretkey= to import the configuration file to the
device securely.

EE Note

e The query parameter secretKey is the sensitive information that should be encrypted for
transmission, and the parameter range to be encrypted is determined by the attributes "min"
and "max" of the field <cfgFileSecretKeyLenLimit> in the message XML_SecurityCap . For
details about encrypting sensitive information, refer to Encrypt Sensitive Information .

e The value of secretKey for importing the configuration file should be the same as that for
exporting the file. Otherwise, importing will fail.

6.2 Log

Log Search

e Search for logs

Request URL: POST /ISAPI/ContentMgmt/logSearch

e Export log files

Request URL: POST /ISAPI/ContentMgmt/logSearch/dataPackage

Serial Port Log Redirection

e Get configuration capability of serial port log redirection

Request URL: GET /ISAPI/System/serialLogCfg/capabilities ?>format=json

e Get or set parameters of serial port log redirection

Request URL: GET or PUT /ISAPI/System/serialLogCfg?format=json
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[:E] Note

To check if configuring serial port log redirection is supported by the device, you can call GET /
ISAPI/System/capabilities to get the device capability ( XML_DeviceCap ). If supports, the node
<isSptSerialLogCfg> will be returned.

Log Configuration

e Get log configuration capability

Request URL: GET /ISAPI/ContentMgmt/logConfig/capabilities
e Get or set log parameters

Request URL: GET or PUT /ISAPI/ContentMgmt/logConfig

6.3 Status

e Get device status capability
Request URL: GET /ISAPI/System/workingstatus/capabilities ?’format=json
e Get all statuses of device
Request URL: GET /ISAPI/System/workingstatus?format=json
e Channel Status
e Get status(es) of all channels or one channel
Request URL: GET or POST /ISAPI/System/workingstatus/chanStatus?format=json
e Get statuses of all channels by condition
Request URL: POST /ISAPI/System/Video/inputs/channels?format=json
e Get status of one channel by condition
Request URL: POST /ISAPI/System/Video/inputs/channels/<ID>?format=json

DE] Note

To check if getting channel status by condition is supported by device, you can call GET /ISAPI/
System/capabilities to get the device capability ( XML_DeviceCap ). If supports, the node
<isSupportFlexible> will be returned.

e Get status(es) of all HDDs or one HDD
Request URL: GET or POST /ISAPI/System/workingstatus/hdStatus?format=json

e Get triggered I/0O status
Request URL: GET /ISAPI/System/workingstatus/IOStatus?format=json

e Get CPU and memory status
Request URL: GET /ISAPI/System/status

e Upload status changes
Refer to Subscribe Alarm/Event in Arming Mode for integration process of uploading device
status changes, and the node <type> in the request message XML_SubscribeEvent for the URLs
(POST /ISAPI/Event/notification/subscribeEvent and PUT /ISAPI/Event/notification/
subscribeEvent/<ID> ) should be set to "statusChanged".
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The changes details can be obtained by calling the URL GET /ISAPI/Event/notification/
alertStream .

EE] Note

To check if getting device status and uploading status changes are supported by device, you can
call GET /ISAPI/System/capabilities to get the device capability ( XML_DeviceCap ). If supports,
the nodes <isSupportSimpleDevStatus>, <isSupportSimpleDevStatus>, and
<isSupportChangedUpload> will be returned and their values are "true".

6.4 Calibration

Accelerometer Zero Bias Calibration

e Get device capability to check if device supports accelerometer zero bias calibration
Request URL: GET /ISAPI/System/capabilities ; the device capability is returned in the message
XML_DeviceCap .
If supports, the node <isSupportZeroBiasCalibration> is returned in the message
XML_DeviceCap and its value is "true".

e Calibrate accelerometer zero bias
Request URL: PUT /ISAPI/System/zeroBiasCalibration/channels/<ID>?format=json

Installation Angle Calibration

e Get the device capability to check if device supports installation angle calibration
Request URL: GET /ISAPI/System/capabilities ; the device capability is returned in the message
XML_DeviceCap .
If supports, the node <isSupportinstallationAngleCalibration> is returned in the message
XML_DeviceCap and its value is "true".

* Get capability of installation angle calibration
Request URL: GET /ISAPI/System/installationAngleCalibration/channels/<ID>/capabilities?
format=json

e Get installation angle calibration status or calibrate installation angle
Request URL: GET or PUT /ISAPI/System/installationAngleCalibration/channels/<ID>?
format=json

6.5 Advanced

Automatic Maintenance

e Get configuration capability of automatic maintenance

Request URL: GET /ISAPI/System/autoMaintenance/capabilities?format=json
e Get or set parameters of automatic maintenance

Request URL: GET or PUT /ISAPI/System/autoMaintenance?’format=json
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EE] Note

To check if the device supports automatic maintenance, you can call the request URL: GET /ISAPI/
System/capabilities to get the device capability ( XML_DeviceCap ). If supports, the node
<isSupportAutoMaintenance> will be returned.

Device Diagnosis

* Get device diagnosis capability

Request URL: GET /ISAPI/System/diagnosis/capabilities?>format=json
¢ Diagnose device

Request URL: POST /ISAPI/System/diagnosis?format=json

EE Note

To check if configuring device diagnosis is supported by the device, you can call GET /ISAPI/
System/capabilities to get the device capability ( XML_DeviceCap ). If supports, the node
<isSptDiagnosis> will be returned.

Device Anti-Theft

e Get device anti-theft configuration capaiblity

Request URL: GET /ISAPI/System/quardAgainstTheft/capabilities
e Get or set device anti-theft parameters

Request URL: GET or PUT /ISAPI/System/guardAgainstTheft

[:BJ Note

To check if the anti-theft configuration is supported by the device, you can call GET /ISAPI/System/
capabilities to get the device capability ( XML_DeviceCap ). If this function is supported, the node
<isSupportGuardAgainstTheft> will be returned and its value is "true".

67



Intelligent Security API (General Application) Developer Guide

Chapter 7 User Management

You can add, edit, and delete users to manage for logging in to the device via ISAPI protocol. And
you can also assign permission to users according to actual needs.

Manage Users

¢ Add one user
Request URL: GET /ISAPI/Security/users
e Get, edit, or delete all users
Request URL: GET, PUT, or DELETE /ISAPI/Security/users
e Get, edit, or delete one user
Request URL: GET, PUT, or DELETE /ISAPI/Security/users/<ID>

User Permission

e Get guest's permission capability
Request URL: GET /ISAPI/Security/UserPermission/viewerCap
e Get operator's permission capability
Request URL: GET /ISAPI/Security/UserPermission/operatorCap
e Get administrator's permission capability
Request URL: GET /ISAPI/Security/UserPermission/adminCap
e Get User Permission
e Get permissions of all users
Request URL: GET /ISAPI/Security/UserPermission
e Get permission of one user
Request URL: GET /ISAPI/Security/UserPermission/<ID>
¢ Get local permission of one user
Request URL: GET /ISAPI/Security/UserPermission/<ID>/localPermission
e Get remote permission of one user
Request URL: GET /ISAPI/Security/UserPermission/<ID>/remotePermission
* Assign Permission
* Assign permission to all users
Request URL: PUT /ISAPI/Security/UserPermission
e Assign permission to one user
Request URL: PUT /ISAPI/Security/UserPermission/<ID>
¢ Assign local permission to one user
Request URL: PUT /ISAPI/Security/UserPermission/<ID>/localPermission
e Assign remote permission to one user
Request URL: PUT /ISAPI/Security/UserPermission/<ID>/remotePermission

Lock and Unlock User

e Get configuration capability of user locking and unlocking
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Request URL: GET /ISAPI/System/userLock/config/capabilities ?’format=json .
e Get information of all locked users
Request URL: GET /ISAPI/System/userLock/lockedUsers?format=json
* Get user locking parameter
Request URL: GET /ISAPI/System/userLock/config?format=json
e Lock user
Request URL: PUT /ISAPI/System/userLock/config?format=json
e Unlock user
Request URL: PUT /ISAPI/System/userLock/unlockUser?format=json

7.1 Configure Double Verification

Double verification helps to protect the critical video files of NVR/DVR by limiting playback and
download. The basic concept is that two users should always be required to start playback and
download. For example, when a normal user A (operator or guest) wants to play back the video of
a channel which requires double verification, he/she should ask a double verification user to enter
the correct user name and password for double verification.

Before You Start
Make sure you have logged in to the device.
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Steps

Get device security capability
GET /ISAPI/Security/capabilities

Enable double verification
PUT /ISAPI/Security/doubleVerification?format=json

Get all double verification users
GET /ISAPI/Security/doubleVerification/users?format=json

v

L e e e e e e e e e e e e = J

Add a double verification user
POST /ISAPI/Security/doubleVerification/users?format=json

Get a specified double verification user
GET /ISAPI/Security/doubleVerification/users/<ID>?format=json

v

L J

Edit a specified double verification user
PUT /ISAPI/Security/doubleVerification/users/<ID>?format=json

Get capability of permission configuration for double verification user

:_ GET /ISAPI/Security/doubleVerification/UsersPermission/capabilities?format=json

______________ o

.

Get and set the permission of a double verification user
GET /ISAPI/Security/doubleVerification/UsersPermission/<ID>?format=json
POST /ISAPI/Security/doubleVerification/UsersPermission/<ID>?format=json

End

Figure 7-1 Programming Flow of Configuring Double Verification
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[:E] Note

Only the admin can configure double verification.

The admin is not required for double verification.

The double verification user name and password is only for double verification, and cannot be
used for login.

. Optional: Get the device security capability via the URL: GET /ISAPI/Security/capabilities to

check whether the double verification function is supported.
The security capability XML_SecurityCap is returned.

. Enable double verification via the URL: PUT /ISAPI/Security/doubleVerification ?format=json

EE Note

Before enabling double verification, you can check whether double verification is enabled via
the URL: GET /ISAPI/Security/doubleVerification?format=json .

. Optional: Get the capability of double verification user configuration via the URL: GET /ISAPI/

Security/doubleVerification/users/capabilities ?’format=json .

. Add a double verification user via the URL: POST /ISAPI/Security/doubleVerification/users?

format=json .

[:@ Note

Before adding a double verification user, you can get all verification users via the URL: GET /
ISAPI/Security/doubleVerification/users?format=json .

The ID of added double verification user is returned in JSON_id .

. Edit a specified double verification user via the URL: PUT /ISAPI/Security/doubleVerification/

users/<ID>?format=json .

EE Note

Before editing the double verification user, you can get the user information via the URL: GET /
ISAPI/Security/doubleVerification/users/<ID>?format=json .

. Optional: Delete a specified double verification user via the URL: DELETE /ISAPI/Security/

doubleVerification/users/<ID>?format=json .

. Optional: Get the capability of permission configuration for double verification users via the

URL: GET /ISAPI/Security/doubleVerification/UsersPermission/capabilities >format=json .

. Set the permission of a specified double verification user via the URL: PUT /ISAPI/Security/

doubleVerification/UsersPermission/<ID>?format=json .

EE] Note

Before setting the permission of a double verification user, you can get the permission
parameters via the URL: GET /ISAPI/Security/doubleVerification/UsersPermission/<ID>?
format=json .
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What to do next
Configure the user permission, determine whether double verification are required for them
during playback and download.
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Chapter 8 Video and Audio

This part provides the request URLs to implement the video and audio related functions, such as
video search, live view, playback, two-way audio, control video in live view (e.g., focus and iris
adjustment), and so on.

8.1 Video Search and Downloading

The continuously recorded video files, or videos stored in the local storage of devices, or videos
recorded based on event/alarm or command, can be searched for playback as required. You can
also download the video files.

Search Video

¢ Get search conditions

Request URL: GET /ISAPI/ContentMgmt/search/profile
e Search video files

Request URL: POST /ISAPI/ContentMgmt/search

EE] Note

This URL is not only used to search video files, it can also be used to search any resources stored
in the device.

e Search video files by time
Request URL: POST /ISAPI/ContentMgmt/record/tracks/<ID>/dailyDistribution
e Search VCA Event
¢ Get capability of searching video files by VCA event
Request URL: GET /ISAPI/ContentMgmt/SmartSearch/capabilities
e Search video files by VCA event
Request URL: POST /ISAPI/ContentMgmt/SmartSearch

Download Video

e Get downloading capability
Request URL: GET /ISAPI/ContentMgmt/download/capabilities
e Download video files
Request URL: POST /ISAPI/ContentMgmt/download
e Get capability of exporting video or picture files to devices via USB
Request URL: GET /ISAPI/ContentMgmt/download/toUSB/capabilities ?’format=json
e Export video or picture files to devices via USB
Request URL: POST /ISAPI/ContentMgmt/download/toUSB?format=json
* Get progress of exporting video or picture files to devices via USB
Request URL: GET /ISAPI/ContentMgmt/download/toUSB/<taskld>/progress?format=json
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EE] Note

To check if exporting video or picture files to devices via USB is supported by the device, you can
call the request URL: GET /ISAPI/ContentMgmt/download/capabilities to get the downloading
capability ( XML_DownloadAbility ). If this function is supported, the node
<isSupportDownloadToUSB> will be returned and its value is "true".

8.1.1 VCA Search

After enabling dual-VCA on the camera, you can search video files for behavior analysis (such as
line crossing detection, intrusion detection, loitering detection, fast movement, and so on.) and
feature object (such as people, vehicles, human face, license plates, and so on), which is helpful for
searching quickly and locating alarm event.

Before You Start
Make sure you have activated the device.

Steps

| Get VCA management capability |
| GET /ISAPI/SDT/Management/capabilities?format=json |

Get VCA search capability
GET /ISAPI/SDT/Management/IntelligentSearch/capabilities?format=json

v

VCA search
POST /ISAPI/SDT/Management/IntelligentSearch?format=json

_______________ L A

| Export the VCA search result |
| POST /ISAPI/SDT/Management/IntelligentSearch/export?format=json |

Get the progress of exporting the VCA search result
GET /ISAPI/SDT/Management/IntelligentSearch/export/progress ?format=json&task|D=

= S E)p_ex;or_ti ng tﬁe VCKS;':] r? h Ees?lt _________ |
!_ PUT /ISAPI/SDT/Management/IntelligentSearch/export/stop?format=json |

Figure 8-1 Programming Flow of VCA Search
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1. Optional: Get the VCA management capability to check whether the VCA search function is
supported by request URL: GET /ISAPI/SDT/Management/capabilities >format=json .
The VCA management capability is returned in JSON_Cap_IntelliManagement .
If the node isSuportintelligentSearch exits in the returned message and its value is "true", it

indicates that VCA search is supported by the device, and you can continue to perform the
following steps; otherwise, end this task.

2. Get the VCA search capability by the request URL: GET /ISAPI/SDT/Management/
IntelligentSearch/capabilities ?format=json
The VCA capability is returned in JSON_IntelligentSearchCap .

3. Start VCA search by the request URL: POST /ISAPI/SDT/Management/intelligentSearch?
format=json .

[:@ Note

You should repeatedly call this URL until the node "progress" in returned message
JSON_IntelligentSearchResult values "100". It indicates the VCA search is completed.

The searched result will be returned in JSON_IntelligentSearchResult .

4. Export the searched result the request URL: POST /ISAPI/SDT/Management/intelligentSearch/
export?format=json .

The exporting task information is returned in JSON_VCASearchExportTaskinfo .

5. Get the progress of exporting VCA search result by the request URL: GET /ISAPI/SDT/
Management/IintelligentSearch/export/progress?format=json&taskiD= .

EE Note

Only when the node "progress" in returned message values "100", it indicates exporting is
completed.

The progress information is returned in JSON_VCASearchExportProgress .

6. Optional: Stop exporting the VCA search result by the request URL: PUT /ISAPI/SDT/
Management/intelligentSearch/export/stop ?format=json .

8.2 Live View and Playback

Live view helps to remotely get the real-time video or audio of monitoring area and know the
status of human, vehicle, object, and so on. During live view, you can record and store the
remarkable videos for remotely playback.

Live View

e Start or stop live view
Request URL: PLAY or TEARDOW
e Auto-Switch in Live View
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e Get configuration capability of live view auto-switch
Request URL: GET /ISAPI/System/Video/outputs/PreviewSwitch/capabilities
¢ Get configuration capability of live view auto-switch by video output
Request URL: GET /ISAPI/System/Video/outputs/PreviewSwitch/capabilities >videoOutType=
e Get or set parameters of live view auto-switch
Request URL: GET or PUT /ISAPI/System/Video/outputs/PreviewSwitch?
grouplD=&videoOutType=
Request URL: GET /ISAPI/System/Video/outputs/PreviewSwitch?
grouplD=&videoOutType=&previewFrameNo=

e Control in Live View

e Perform manual focus

Request URL: PUT /ISAPI/System/Video/inputs/channels/<ID>/focus
e Manually adjust iris

Request URL: PUT /ISAPI/System/Video/inputs/channels/<ID>/iris

Playback

e Start or stop playback
Request URL: PLAY or TEARDOW rtsp://<host>[:port]/ISAPI/Streaming/tracks/<ID>?
starttime=&endtime=

* Refresh video index before playback for instant playback
Request URL: PUT /ISAPI/ContentMgmt/record/control/manualRefresh/channels/<ID>

Example
Sample Code for Starting and Stopping Live View

Start Live View:

DESCRIBE rtsp://10.17.133.46:554/ISAPI/streaming/channels/101 RTSP/1.0
CSeq: 0

Accept:application/sdp

User-Agent:NKPlayer-1.00.00.081112

RTSP/1.0 401 Unauthorized

CSeq: 0

WWW-Authenticate: Digest realm="4419b66d2485", nonce="47f172cffadce6e6942bbdcfa5931d0f", stale="FALSE"
Date: Tue, Mar 14 2017 10:42:35 GMT

DESCRIBE rtsp://10.17.133.46:554/ISAPI/streaming/channels/101 RTSP/1.0
CSeq:1

Accept:application/sdp

Authorization: Digest username="admin",

realm="4419b66d2485",

nonce="47f172cffadce6e6942bbdcfa5931d0f",
uri="rtsp://10.17.133.46:554/ISAPI/streaming/channels/101",
response="da5deb4033515f74ed0483d2da3f7fe0"
User-Agent:NKPlayer-1.00.00.081112

RTSP/1.0 200 OK
CSeq: 1
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Content-Type: application/sdp
Content-Length: 604

v=0

0=-1489488155469547 1489488155469547 IN IP4 10.17.133.46
s=Media Presentation

e=NONE

b=AS:5100

t=00

a=control:*

m=video 0 RTP/AVP 96

c=IN IP4 0.0.0.0

b=AS:5000

a=recvonly

a=x-dimensions:1280,720

a=control:trackiD=1

a=rtpmap:96 H264,/90000

a=fmtp:96 profile-level-id=420029;

packetization-mode=1;
sprop-parameter-sets=Z2QAH6wWXKgFAFUhAAAHCAABX5CE=,
aP44sA==

m=audio O RTP/AVP 8

c=IN IP4 0.0.0.0

b=AS:50

a=recvonly

a=control:trackiD=2

a=rtpmap:8 PCMA/8000
a=Media_header:MEDIAINFO=494D4B48010200000400000111710110401FO000000FA00000000000000000000000000
0000000000;

a=appversion:1.0

SETUP rtsp://10.17.133.46:554/1SAPI/streaming/channels/101/trackiD=1 RTSP/1.0
CSeq:2

Authorization: Digest username="admin", realm="4419b66d2485",
nonce="47f172cffadce6e6942bbdcfa5931d0f",
uri="rtsp://10.17.133.46:554/ISAPI/streaming/channels/101",
response="db78bce6e6883ed2a7fb3adbd1631b1d"
Transport:RTP/AVP/UDP;unicast;client_port=20044-20045;ssrc=0
User-Agent:NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 2

Session: 846509115;timeout=60

Transport: RTP/AVP/UDP;unicast;client_port=20044-20045;ssrc=2933ec5a;server_port=8372-8373;mode="play"
Date: Tue, Mar 14 2017 10:42:35 GMT

SETUP rtsp://10.17.133.46:554/1SAPI/streaming/channels/101/trackiD=2 RTSP/1.0
CSeq:3

Authorization: Digest username="admin", realm="4419b66d2485",
nonce="47f172cffadce6e6942bbdcfa5931d0f",
uri="rtsp://10.17.133.46:554/ISAPI/streaming/channels/101",
response="db78bce6e6883ed2a7fb3adbd1631b1d"
Session:846509115;timeout=60
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Transport:RTP/AVP/UDP;unicast;client_port=20046-20047;ssrc=0
User-Agent:NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 3

Session: 846509115;timeout=60

Transport: RTP/AVP/UDP;unicast;client_port=20046-20047;ssrc=439bd478;server_port=8374-8375;mode="play"
Date: Tue, Mar 14 2017 10:42:35 GMT

PLAY rtsp://10.17.133.46:554/ISAPI/streaming/channels/101 RTSP/1.0
CSeq:4

Authorization: Digest username="admin",
realm="4419b66d2485",
nonce="47f172cffadce6e6942bbdcfa5931d0f",
uri="rtsp://10.17.133.46:554/ISAPI/streaming/channels/101",
response="66fceal521a99fba336fd0c4e444a732"
Session:846509115;timeout=60

Rate-Control:yes

Scale:1.000

User-Agent:NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 4

Session: 846509115

Scale: 1.0

RTP-Info: url=tracklD=1;seq=55143,url=trackiD=2;seq=38217
Date: Tue, Mar 14 2017 10:42:35 GMT

Stop Live View

TEARDOWN rtsp://10.17.133.46:554/ISAPI/streaming/channels/101 RTSP/1.0
CSeq: 5

Authorization: Digest username="admin",

realm="4419b66d2485",

nonce="47f172cffadce6e6942bbdcfa5931d0f",
uri="rtsp://10.17.133.46:554/ISAPI/streaming/channels/101",
response="31d5e172b87db528aa5b1dc07af3f530"
Session:846509115;timeout=60

User-Agent: NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 5

Session: 846509115

Date: Tue, Mar 14 2017 10:42:36 GMT

Example
Sample Code for Starting and Stopping Playback

Enable:

DESCRIBE rtsp://10.17.133.46:554/ISAPI/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z RTSP/1.0
CSeq:0

Accept:application/sdp
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User-Agent:NKPlayer-1.00.00.081112

RTSP/1.0 401 Unauthorized

CSeq: 0

WWW-Authenticate: Digest realm="4419b66d2485",
nonce="a0ecd9b1586ff9461f02f910035d0486",
stale="FALSE"

Date: Tue, Mar 14 2017 10:57:23 GMT

DESCRIBE rtsp://10.17.133.46:554/ISAPI/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z RTSP/1.0
CSeq:1

Accept:application/sdp

Authorization: Digest username="admin",
realm="4419b66d2485",
nonce="a0ecd9b1586ff9461f02f910035d0486",
uri="rtsp://10.17.133.46:554/ISAP|/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z",
response="1ebae505abbafd431fb433cec6e85189"
User-Agent:NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 1

Content-Type: application/sdp
Content-Length: 604

v=0

0=- 1489489043122939 1489489043122939 IN IP4 10.17.133.46
s=Media Presentation

e=NONE

b=AS:5100

t=00

a=control:*

m=video 0 RTP/AVP 96

c=IN IP4 0.0.0.0

b=AS:5000

a=recvonly

a=x-dimensions:1280,720

a=control:trackiD=1

a=rtpmap:96 H264,/90000

a=fmtp:96 profile-level-id=420029; packetization-mode=1; sprop-parameter-
sets=Z2QAH6WXKgFAFUhAAAHCAABX5CE=,aP44sA==

m=audio O RTP/AVP 8

c=IN IP4 0.0.0.0

b=AS:50

a=recvonly

a=control:trackiD=2

a=rtpmap:8 PCMA/8000
a=Media_header:MEDIAINFO=494D4B48010200000400000111710110401FO00000FA00000000000000000000000000
0000000000;

a=appversion:1.0
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SETUP rtsp://10.17.133.46:554/ISAPI/streaming/tracks/101?
starttime=20170313T2306527&endtime=20170314T025706Z/trackiD=1 RTSP/1.0
CSeq:2

Authorization: Digest username="admin",
realm="4419b66d2485",
nonce="a0ecd9b1586ff9461f02f910035d0486",
uri="rtsp://10.17.133.46:554/ISAP|/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z",
response="6a7a733b41908bd9549a4ac07c498509"
Transport:RTP/AVP/UDP;unicast;client_port=20056-20057;ssrc=0
User-Agent:NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 2

Session: 2049381566;timeout=60

Transport: RTP/AVP/UDP;unicast;client_port=20056-20057;ssrc=7d3c07bc;server_port=8220-8221;mode="play"
Date: Tue, Mar 14 2017 10:57:23 GMT

SETUP rtsp://10.17.133.46:554/ISAPI/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z/trackiD=2 RTSP/1.0
CSeq:3

Authorization: Digest username="admin",
realm="4419b66d2485",
nonce="a0ecd9b1586ff9461f02f910035d0486",
uri="rtsp://10.17.133.46:554/ISAPI/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z",
response="6a7a733b41908bd9549a4ac07c498509"
Session:2049381566;timeout=60
Transport:RTP/AVP/UDP;unicast;client_port=20058-20059;ssrc=0
User-Agent:NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 3

Session: 2049381566;timeout=60

Transport: RTP/AVP/UDP;unicast;client_port=20058-20059;ssrc=06557745;server_port=8226-8227;mode="play"
Date: Tue, Mar 14 2017 10:57:23 GMT

PLAY rtsp://10.17.133.46:554/ISAPI/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z RTSP/1.0
CSeq:4

Authorization: Digest username="admin",
realm="4419b66d2485",
nonce="a0ecd9b1586ff9461f02f910035d0486",
uri="rtsp://10.17.133.46:554/ISAP|/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z",
response="fb986d385a7d839052ec4f0b2b70c631"
Session:2049381566;timeout=60
Range:clock=20170313T2306527-20170314T025706Z
Rate-Control:yes

Scale:1.000

User-Agent:NKPlayer-1.00.00.081112
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RTSP/1.0 200 OK

CSeq: 4

Session: 2049381566

Scale: 1.000

RTP-Info: url=tracklD=1;seq=1,url=trackiD=2;seq=1
Date: Tue, Mar 14 2017 10:57:23 GMT

Pause:

PAUSE rtsp://10.17.133.46:554/ISAP|/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z RTSP/1.0
CSeq: 5

Authorization: Digest username="admin",
realm="4419b66d2485",
nonce="a0ecd9b1586ff9461f02f910035d0486",
uri="rtsp://10.17.133.46:554/ISAP|/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z",
response="d229c4d2419df553212bc7d74bbfd432"
Session:2049381566;timeout=60

User-Agent: NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 5

Session: 2049381566

Date: Tue, Mar 14 2017 10:57:24 GMT

Play in 2x Speed:

PLAY rtsp://10.17.133.46:554/ISAPI/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z RTSP/1.0
CSeq:6

Authorization: Digest username="admin",
realm="4419b66d2485",
nonce="a0ecd9b1586ff9461f02f910035d0486",
uri="rtsp://10.17.133.46:554/ISAPI/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z",
response="fb986d385a7d839052ec4f0b2b70c631"
Session:2049381566;timeout=60

Scale:2.000

User-Agent:NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 6

Session: 2049381566

Scale: 2.000

RTP-Info: url=tracklD=1;seq=1,url=trackiD=2;seq=1
Date: Tue, Mar 14 2017 10:57:24 GMT

Pause:

PAUSE rtsp://10.17.133.46:554/ISAP|/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z RTSP/1.0
CSeq: 7

Authorization: Digest username="admin",

realm="4419b66d2485",
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nonce="a0ecd9b1586ff9461f02f910035d0486",
uri="rtsp://10.17.133.46:554/ISAP|/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z",
response="d229c4d2419df553212bc7d74bbfd432"
Session:2049381566;timeout=60

User-Agent: NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 7

Session: 2049381566

Date: Tue, Mar 14 2017 10:57:25 GMT

Play in 4x Speed:

PLAY rtsp://10.17.133.46:554/ISAPI/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z RTSP/1.0
CSeq:8

Authorization: Digest username="admin",
realm="4419b66d2485",
nonce="a0ecd9b1586ff9461f02f910035d0486",
uri="rtsp://10.17.133.46:554/ISAPI/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z",
response="fb986d385a7d839052ec4f0b2b70c631"
Session:2049381566;timeout=60

Scale:4.000

User-Agent:NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 8

Session: 2049381566

Scale: 4.000

RTP-Info: url=tracklD=1;seq=1,url=trackiD=2;seq=1
Date: Tue, Mar 14 2017 10:57:25 GMT

Disable:

TEARDOWN rtsp://10.17.133.46:554/ISAPI|/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z RTSP/1.0
CSeq: 9

Authorization: Digest username="admin",
realm="4419b66d2485",
nonce="a0ecd9b1586ff9461f02f910035d0486",
uri="rtsp://10.17.133.46:554/ISAP|/streaming/tracks/101?
starttime=20170313T230652Z&endtime=20170314T025706Z",
response="50c86f44780a497ee07622b70c050bcd"
Session:2049381566;timeout=60

User-Agent: NKPlayer-1.00.00.081112

RTSP/1.0 200 OK

CSeq: 9

Session: 2049381566

Date: Tue, Mar 14 2017 10:57:28 GMT
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8.3 Start Two-Way Audio

Two-way audio function enables the voice talk of the camera. You can get not only the live video
but also the real-time audio from the camera. If the device has multiple two-way audio channels,
you can select the channel to start two-way audio.

Steps

Get parameters of all two-way audio channels |
I GET /ISAPI/System/TwoWayAudio/channels

Start two-way audio of a channel
PUT /ISAPI/System/TwoWayAudio/channels/<ID>/open
|
\ 2 L 4
Send audio data to device Receive audio data from device
PUT /ISAPI/System/TwoWayAudio/channels/<ID>/audioData GET /ISAPI/System/TwoWayAudio/channels/<ID>/audioData

[ < |
+‘
Stop two-way audio of a channel
PUT /ISAPI/System/TwoWayAudio/channels/<ID>/close

End

Figure 8-2 Programming Flow of Starting Two-Way Audio

1. Optional: Get parameters, including channel No., encoding mode, and so on, of all two-way
audio channels by the request URL: GET /ISAPI/System/TwoWayAudio/channels .

2. Specify a channel of device to start the two-way audio by the request URL: PUT /ISAPI/System/
TwoWayAudio/channels/<ID>/open

3. Perform the following operations to transmit the audio data between platform and device.

Send Audio Data to Device Request URL: PUT /ISAPI/System/TwoWayAudio/channels/

<ID>/audioData
Receive Audio Data from Request URL: GET /ISAPI/System/TwoWayAudio/channels/
Device <ID>/audioData

4. Stop two-way audio of the specific channel by the request URL: PUT /ISAPI/System/
TwoWayAudio/channels/<ID>/close .

8.4 Stream Encoding

The following request URLs are used for configuring encoding parameters of video and audio
stream by one channel or multiple channels.
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Encode Stream of Multiple Channels

e Get or set encoding parameters of multiple channels
Request URL: GET or PUT /ISAPI/Streaming/channels
e Get encoding status of multiple channels
Request URL: GET /ISAPI/Streaming/status

Encode Stream of One Channel

e Get encoding capability of one channel
Request URL: GET /ISAPI/Streaming/channels/<ID>/capabilities
e Get dynamic encoding capability of one channel
Request URL: GET /ISAPI/Streaming/channels/<ID>/dynamicCap .
* Get or set encoding parameters of one channel
Request URL: GET or PUT /ISAPI/Streaming/channels/<ID>
* Get encoding status of one channel
Request URL: GET /ISAPI/Streaming/channels/<ID>/status
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Chapter 9 Capture and Recording

For some remarkable views in the live view, you can manually capture the views or record the
video segments and save the captured pictures or videos to the configured storage. For recording,
you can also configure recording schedule to record videos continuously or based on command or
event.

Capture
Request URL: GET /ISAPI/Streaming/channels/<ID>/picture

Recording

e Get video track type
Request URL: GET /ISAPI/ContentMgmt/record/profile
e Set storage for recorded files
Request URL: /ISAPI/ContentMgmt/record/storageMounts

EE] Note

To check if setting recording storage is supported, you can call the request URL: GET /ISAPI/
ContentMgmt/capabilities to get the device storage management capability ( XML_RacmCap ).

e Recording Schedule
* Get configuration capability of a recording schedule
Request URL: GET /ISAPI/ContentMgmt/record/tracks/<ID>/capabilities
e Get all recording schedules
Request URL: GET /ISAPI/ContentMgmt/record/tracks
e Add a recording schedule
Request URL: POST /ISAPI/ContentMgmt/record/tracks
e Set a recording schedule
Request URL: PUT /ISAPI/ContentMgmt/record/tracks/<ID>
e Manual Recording

e Start manual recording

Request URL: POST /ISAPI/ContentMgmt/record/control/manual/start/tracks/<ID>
e Stop manual recording

Request URL: POST /ISAPI/ContentMgmt/record/control/manual/stop/tracks/<ID>
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Chapter 10 PTZ Control

PTZ control is to implement the panning, tilting, zoom functions of cameras, set presets for specific
monitoring areas to fast switch the cameras as needed, and group the user-defined presets as a
scanning track for patrol.

Basic PTZ Parameters

e Get PTZ control capability
Request URL: GET /ISAPI/PTZCtrl/channels/<ID>/capabilities
e Get or set zoom/focus coordinate parameters
Request URL: GET or PUT /ISAPI/PTZCtrl/channels/<ID>/zoomFocus
e Maximum Tilt Angle
e Get configuration capability of maximum tilt angle
Request URL: GET /ISAPI/PTZCtrl/channels/<ID>/maxelevation/capabilities
e Get or set parameters of maximum tilt angle
Request URL: GET or PUT /ISAPI/PTZCtrl/channels/<ID>/maxelevation .

* Get PTZ position information of current channel

Request URL: GET /ISAPI/PTZCtrl/channels/<ID>/save
e Set PTZ position information of current channel

Request URL: PUT /ISAPI/PTZCtrl/channels/<ID>/save ?format=json
e Get PTZ status of a specific channel

Request URL: GET /ISAPI/PTZCtrl/channels/<ID>/status

Other PTZ Parameters

e Lens

e |nitialize lens

Request URL: PUT /ISAPI/PTZCtrl/channels/<ID>/onepushfoucs/reset
e Get lens correction capability

Request URL: GET /ISAPI/PTZCtrl/channels/<ID>/lensCorrection/capabilities ?’format=json
¢ Get or set lens correction parameters

Request URL: GET or PUT /ISAPI/PTZCtrl/channels/<ID>/lensCorrection ?format=json

EE] Note

To check if the lens correction is supported by device, you can call the request URL: GET /
ISAPI/PTZCtrl/channels/<ID>/capabilities to get the PTZ control capability
( XML_PTZChanelCap ). If supports, the node <isSupportLensCorrection> will be returned.

* Get or set PTZ locking time duration
Request URL: GET or PUT /ISAPI/PTZCtrl/channels/<ID>/lockPTZ
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EE] Note

You can call the request URL: GET /ISAPI/PTZCtrl/channels/<ID>/capabilities to get the
supported locking time duration (<lockTime>) from the PTZ control capability
( XML_PTZChanelCap ).

e Get or set PTZ OSD parameters
Request URL: GET or PUT /ISAPI/PTZCtrl/channels/<ID>/PTZOSDDisplay

PTZ Auxiliaries Control

e Get or set all PTZ auxiliaries status
Request URL: GET or PUT /ISAPI/PTZCtrl/channels/<ID>/auxcontrols
e Get or set the status of single PTZ auxiliary
Request URL: GET or PUT /ISAPI/PTZCtrl/channels/<ID>/auxcontrols/<ID>

E-PTZ Parameters

e Get or set e-PTZ parameters

Request URL: GET or PUT /ISAPI/Image/channels/<ID>/EPTZ
o Get capability of switching e-PTZ mode

Request URL: GET /ISAPI/Image/channels/<ID>/EPTZ/mode/capabilities >format=json
e Get or set parameters of switching e-PTZ mode

Request URL: GET or PUT /ISAPI/Image/channels/<ID>/EPTZ/mode?format=json

87



Intelligent Security API (General Application) Developer Guide

Chapter 11 Storage Management

* Get capability of storing additional information

Request URL: GET /ISAPI/ContentMgmt/Storage/Extralnfo/capabilities
* Get or set parameters for storing additional information

Request URL: GET or PUT /ISAPI/ContentMgmt/Storage/Extralnfo

11.1 HDD Management

The HDD (Hard Disk Drive) is used for storage. Before storing information in HDD, you must format
it, and you can also reallocate its space for better storage management.

HDD Configuration

e Get HDD management capability
Request URL: GET /ISAPI/ContentMgmt/Storage/hdd/capabilities
e Get parameters of all HDDs
Request URL: GET /ISAPI/ContentMgmt/Storage/hdd
e Get or set parameters of one HDD
Request URL: GET or PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>
e Get parameters of all HDD quotas
Request URL: /ISAPI/ContentMgmt/Storage/quota
e Verify HDD encryption password
Request URL: PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/encryptVerfy?format=json

HDD Formatting

e Format all HDDs
Request URL: PUT /ISAPI/ContentMgmt/Storage/hdd/format
¢ Specify formatting type to format one HDD
Request URL: PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/format?formatType=
e Format multiple specified HDDs
Request URL: PUT /ISAPI/ContentMgmt/Storage/hdd/specifyHddFormat?format=json
* Format an encrypted HDD
Request URL: PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/encryptFormat?format=json
e Get formatting status of one HDD
Request URL: GET /ISAPI/ContentMgmt/Storage/hdd/<ID>/formatStatus

HDD Checking

* Get or set parameters for checking HDD status

Request URL: GET or PUT /ISAPI/ContentMgmt/Storage/hdd/SMARTTest/config
e Start checking HDD status

Request URL: PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/SMARTTest/start
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Get HDD checking status

Request URL: GET /ISAPI/ContentMgmt/Storage/hdd/<ID>/SMARTTest/status
Start checking bad sectors of a HDD

Request URL: PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/start
Get bad sector checking status of a HDD

Request URL: GET /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/status
Pause checking bad sectors of a HDD

Request URL: PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/pause
Resume checking bad sectors of a HDD

Request URL: PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/resume
Stop checking bad sectors of a HDD

Request URL: PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/stop

SHM (SkyHawk Health Management) Alarm Linkage

Get or set linkage parameters of HDD high temperature detection
Request URL: GET or PUT /ISAPI/Event/triggers/highHDTemperature
Get or set linkage parameters of HDD low temperature detection
Request URL: GET or PUT /ISAPI/Event/triggers/lowHDTemperature
Get or set linkage parameters of HDD impact detection

Request URL: GET or PUT /ISAPI/Event/triggers/hdimpact

Get or set linkage parameters of HDD bad sector detection

Request URL: GET or PUT /ISAPI/Event/triggers/hdBadBlock

Get or set linkage parameters of HDD severe fault detection

Request URL: GET or PUT /ISAPI/Event/triggers/severeHDFailure
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Chapter 12 Alarm/Event

When the alarm is triggered or the event occurred, if you have configured alarm/event uploading
parameters, you can receive and process the alarm/event information in the third-party platform
or system by calling the request URLs of ISAPI. Two modes are available for receiving alarms,
including arming mode and listening mode.

Arming Mode

When the alarm is triggered or event occurred, the third-party platform or system can send the
request URL to the device for getting the alarm/event stream, and then the device uploads the
response message with alarm/event information.

Listening Mode

When alarm is triggered or event occurred, the device uploads the alarm information
automatically, and then the third-party platform or system can receives the alarm/event by
configuring listening port of HTTP host server.

12.1 Receive Alarm/Event in Arming Mode

When alarm is triggered or event occurred, and the alarm/event linkage is configured, you can
send request message to device for getting the alarm/event stream, and then the device uploads
the corresponding response message, which contains alarm/event information.

Before You Start
Make sure you have configured alarm/event and triggered the alarm/event. For configuring alarm/
event parameters, refer to the some typical applications of alarm/event configuration.
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Steps

Configure alarm and trigger alarm

v

Get alarm stream

’ GET /ISAPI/Event/notification/alertStream

Yes: Reconnect
Heartbeat/Network timed out?

No
\ 4

Handle alarm

End

Figure 12-1 Programming Flow of Receiving Alarm/Event in Arming Mode

1. Call /ISAPI/Event/notification/alertStream by GET to get the alarm/event stream.
2. Check if the heartbeat receiving timed out or network disconnected.
- If the heartbeat keeps alive and the network still connected, perform the following step to
continue.
- If the heartbeat receiving timed out or network disconnected, perform the above step
repeatedly until reconnected.
3. Receive and process the alarm/event information.

Example
Sample Code of Receiving Alarm/Event in Arming Mode (without Binary Picture Data)

GET /ISAPI/Event/notification/alertStream HTTP/1.1
Host: data_gateway_ip
Connection: Keep-Alive

HTTP/1.1 401 Unauthorized

Date: Sun, 01 Apr 2018 18:58:53 GMT
Server:

Content-Length: 178

Content-Type: text/html

Connection: keep-alive

Keep-Alive: timeout=10, max=99
WWW-Authenticate: Digest qop="auth",
realm="IP Camera(C2183)",
nonce="4e5468694e7a42694e7a4d364f4449354d7a6b354d54513d",
stale="FALSE"

GET /ISAPI/Event/notification/alertStream HTTP/1.1
Authorization: Digest username="admin",
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realm="IP Camera(C2183)",
nonce="4e5468694e7a42694e7a4d364f4449354d7a6b354d54513d",
uri="/ISAPI/Event/notification/alertStream",
cnonce="3d183a245b8729121ae4ca3d41b90f18",

nc=00000001,

gop="auth",

response="f2e0728991bb031f83df557a8f185178"

Host: 10.6.165.192

HTTP/1.1 200 OK

MIME-Version: 1.0

Connection: close

Content-Type: multipart/mixed; boundary=<frontier>

--<frontier>
Content-Type: application/xml; charset="UTF-8"
Content-Length: text_length

<EventNotificationAlert/>
--<frontier>

EE Note

Some alarm data is in JSON format, so the Content-Type may be "application/xml" or "application/
json".

12.2 Receive Alarm/Event in Listening Mode

When alarm is triggered or event occurred, and the alarm/event linkage is configured, the device
uploads the alarm/event information automatically, you can receive the alarm/event by
configuring the listening port of HTTP host server.

Before You Start
Make sure you have configured alarm/event and triggered the alarm/event. For configuring alarm/
event parameters, refer to the some typical applications of alarm/event configuration.
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Steps

Configure alarm and trigger alarm

__________ -
r Get capability set of HTTP listening server |
| GET /ISAPI/Event/notification/httpHosts/capabilities |

Set the parameters of HTTP listening server

PUT /ISAPI/Event/notification/httpHosts

2
Detect whether the listening server is working normally
POST /ISAPI/Event/notification/httpHosts/<ID>/test

v

Receive alarm from HTTP listening server

POST http://<ipAddress>:<portNo>/<url>

End

Figure 12-2 Programming Manual of Receiving Alarm/Event in Listening Mode

1. Optional: Call /ISAPI/Event/notification/httpHosts/capabilities by GET method to get the
capability of HTTP listening server.

2. Call /ISAPI/Event/notification/httpHosts by PUT method to set the parameters (including
listening address and listening port) of HTTP listening server.

Dﬂ Note

Before setting the listening server, you'd better perform GET operation on the above URL to get
default or configured parameters for reference.

3. Call /ISAPI/Event/notification/httpHosts/<ID>/test by POST method to check if the listening
server is working normally.

4. Call http://ipAddress:portNo/url by POST method to receive the alarm/event information from
the listening server.

Example
Sample Code of Receiving Alarm/Event in Listening Mode

e with Binary Picture Data

//Request

POST requestUrl HTTP/1.1

Host: data_gateway_ip:port

Accept-Language: en-US

Date: YourDate

Content-Type: multipart/form-data;boundary=<frontier>
Content-Length: body_length

Connection: keep-alive

--<frontier>
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Content-Disposition: form-data; name="Event_Type"
Content-Type: text/xml
Content-Length: xml_length

<EventNotificationAlert/>

--<frontier>

Content-Disposition: form-data; name="Picture_Name"
Content-Length: image_length

Content-Type: image/pjpeg

[binary picture datal
--<frontier>--

//Response

HTTP/1.1 HTTP statusCode
Date: YourDate
Connection: close

e without Binary Picture Data

//Request

POST requestUrl HTTP/1.1
Host: data_gateway_ip:port
Accept-Language: en-US
Date: YourDate
Content-Type: text/xml;
Content-Length: text_length
Connection: Close

<EventNotificationAlert/>

//Response

HTTP/1.1 HTTP statusCode
Date: YourDate
Connection: close

EE Note

* The Host is the HTTP server domain name or IP address and port No.
e Some alarm data is in JSON format, so the Content-Type may be "text/xml" or "text/json".

12.3 Subscribe Alarm/Event in Arming Mode

For arming mode, the platform will connect to the devices automatically and send commands to
the devices for uploading alarm/event information when the alarm is triggered or event occurred.
To reduce the CPU and bandwidth usage of platform, and improve the device processing
performance, the platform can subscribe alarm/event types to receive alarm/event information as
required.
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Before You Start
Configure alarm/event and trigger the alarm/event. For configuring alarm/event parameters, refer
to the some typical applications of alarm/event configuration.

Configure alarm and trigger alarm

Steps

Get device capability to check if alarm/event subscription is supported
GET /ISAPI/System/capabilities; Node: <isSupportSubscribeEvent>

Get subscription capability to get supported alarm/event types
GET /ISAPI/Event/notification/subscribeEventCap
v
Enable alarm/event uploading
POST /ISAPI/Event/notification/subscribeEvent

[T~ 7 7 T Getsubscribed alarm/event types for reference |
| GET /ISAPI/Event/notification/subscribeEvent/<ID>

Set alarm/event type to subscribe
PUT /ISAPI/Event/notification/subscribeEvent/<ID>

v

Get alarm information
GET /ISAPI/Event/notification/alertStream <-|

Yes: Reconnect

Heartbeat/Network timed out?

No
A 4

Cancel subscribing alarm/event
PUT /ISAPI/Event/notification/unSubscribeEvent

End

Figure 12-3 Programming Flow of Subscribing Alarm/Event in Arming Mode

1. Get device capability to check if alarm/event subscription is supported by the request URL:
GET /ISAPI/System/capabilities .

The device capability is returned in the message XML_DeviceCap .

If the node <isSupportSubscribeEvent> is also returned in the message and its value is "true", it
indicates that alarm/event subscription is supported by device, and you can continue to
perform the following steps;

Otherwise, alarm/event subscription is not supported, please end the task.

2. Get subscription capability to get supported alarm/event types by the request URL: GET /ISAPI/
Event/notification/subscribeEventCap .

The alarm/event subscription capability is returned in the message XML_SubscribeEventCap .

3. Enable alarm/event uploading by the request URL: POST /ISAPI/Event/notification/
subscribeEvent .
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[:E] Note

The sub node <type> of event type list (EventList) in the request message XML_SubscribeEvent
for the URL can be set to different values (refer to Supported Alarm/Event Types for details) to
subscribe different types of alarm/event information.

. Optional: Get subscribed alarm/event types for reference by the request URL: GET /ISAPI/

Event/notification/subscribeEvent/<ID> .

. Set alarm/event type to subscribe by the request URL: PUT /ISAPI/Event/notification/

subscribeEvent/<ID> .

EE Note

The sub node <type> of event type list (EventList) in the request message XML_SubscribeEvent
for the URL can be set to different values (refer to Supported Alarm/Event Types for details) to
subscribe different types of alarm/event information.

. Receive the alarm/event information by the request URL: GET /ISAPI/Event/notification/

alertStream .

. Check if the heartbeat receiving timed out or network disconnected.

- If the heartbeat keeps alive and the network still connected, perform the following step to
continue.

- If the heartbeat receiving timed out or network disconnected, perform the above step
repeatedly until reconnected.

. Cancel subscribing alarm/event by the request URL: PUT /ISAPI/Event/notification/

unSubscribeEvent .

12.4 Configure Exception Alarm

To monitor the device status, you can configure the exception alarm, such as supply voltage
exception, PoE power exception, and so on. When the exception occurs, the configured linkage
action will be triggered and the alarm information will be uploaded automatically.

Supply Voltage Exception

Get configuration capability of alarm linkage action

Request URL: GET /ISAPI/Event/triggersCap

Get or set the linkage action of supply voltage exception alarm

Request URL: GET or PUT /ISAPI/Event/triggers/<ID> , and the <ID> in the URL is
"voltageinstable"

Receive supply voltage exception alarm in listening mode

Refer to Receive Alarm/Event in Listening Mode for details, the event type is "voltageinstable",
and the alarm information is returned in message JSON_EventNotificationAlert_voltageinstable
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EE] Note

To check if the device supports supply voltage exception alarm, you can call the request URL: GET /
ISAPI/Event/capabilities to get the device event capability ( XML_EventCap ). If supports, the node
<isSupportVoltagelnstable> will be returned.

12.5 Configure Certificate Expiry Alarm

Generally, the device certificate is only valid in a specific period of time. You can configure the
certificate expiry alarm to remind the user a few days in advance. When the certificate is expired,
the alarm will be triggered and uploaded automatically.
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Steps

( Start )

A 4

Get event capability of device
GET /ISAPI/Event/capabilities

A 4

Get event capability supported by channel
GET /ISAPI/Event/channels/<ID>/capabilities

A 4

Get configuration capability of certificate expiry alarm
GET /ISAPI/Security/deviceCertificate/certificateRevocation/capabilities ?format=json

A 4

Get parameters of certificate expiry alarm for reference
GET /ISAPI/Security/deviceCertificate/certificateRevocation?format=json

A 4

Set parameters of certificate expiry alarm
PUT /ISAPI/Security/deviceCertificate/certificateRevocation?format=json

A 4

Get existing or configured linkage parameters of certificate expiry alarm for reference
GET /ISAPI/Event/triggers/<ID>
GET /ISAPI/Event/triggers/<ID>/notifications

\ 4

Set linkage parameters of certificate expiry alarm
PUT /ISAPI/Event/triggers/<ID>
PUT /ISAPI/Event/triggers/<ID>/notifications

A 4

Receive certificate expiry alarm when it is triggered, refer to Receive Alarm/Event in Arming Mode and
Receive Alarm/Event in Listening Mode
eventType: certificateRevocation; Alarm Details: JSON_EventNotificationAlert_CertificateExpiryAlarm

A 4

End

Figure 12-4 Programming Flow of Configuring Certificate Expiry Alarm
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. Get the event capability of the device by the request URL: GET /ISAPI/Event/capabilities to
check whether the device supports certificate expiry alarm.

The event capability of the device is returned in the message XML_EventCap . If the certificate
expiry alarm is supported, the node <isSupportCertificateRevocation> will be returned and its
value is "true", then you can perform the following steps. Otherwise, please end this task.

. Get the event capability of the channel by the request URL: GET /ISAPI/Event/channels/<ID>/
capabilities to check whether the certificate expiry alarm is supported by the channel.

The event capability supported by the channel is returned in the message
XML_ChannelEventCap . If the certificate expiry alarm is supported, the node <eventType> will
be returned and it contains "certificateRevocation".

. Get the configuration capability of certificate expiry alarm by the request URL: GET /ISAPI/
Security/deviceCertificate/certificateRevocation/capabilities >format=json to know the
supported parameters of certificate expiry alarm that can be configured.

. Optional: Get the parameters of certificate expiry alarm by the request URL: GET /ISAPI/
Security/deviceCertificate/certificateRevocation?’format=json to get the existing or configured
parameters for reference.

. Set the parameters of certificate expiry alarm by the request URL: PUT /ISAPI/Security/
deviceCertificate/certificateRevocation?format=json .

. Optional: Get the linkage parameters of certificate expiry alarm by the request URL: GET /ISAPI/
Event/triggers/<ID> or /ISAPI/Event/triggers/<ID>/notifications to get the existing or
configured parameters for reference.

[:E] Note

The <ID> in the request URL refers to the channel No., and it should be set to the format
"certificateRevocation-<channellD>".

. Set the linkage parameters of certificate expiry alarm by the request URL: PUT /ISAPI/Event/
triggers/<ID> or /ISAPI/Event/triggers/<ID>/notifications .

EE Note

The <ID> in the request URL refers to the channel No., and it should be set to the format
"certificateRevocation-<channellD>".

. Optional: Receive the uploaded certificate expiry alarm in arming mode (see details in Receive
Alarm/Event in Arming Mode ) or in listening mode (see details in Receive Alarm/Event in
Listening Mode ) when the certificate is expired.

The certificate expiry alarm details are returned in the message
JSON_EventNotificationAlert_CertificateExpiryAlarmMsg , and the corresponding alarm type
(eventType) is "certificateRevocation".
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Chapter 13 Parameter Configuration

13.1 1/0 Settings

1/0 (Alarm Input and Output)

e Get I/O configuration capability

Request URL: GET /ISAPI/System/IO/capabilities .
e Get I/O status

Request URL: GET /ISAPI/System/IO/status

Alarm Input

¢ Get configuration capability of alarm inputs

Request URL: GET /ISAPI/System/I0/inputs/capabilities .
Get parameters of all alarm inputs

Request URL: GET /ISAPI/System/I0/inputs

e Get or set parameters of one alarm input

Request URL: GET or PUT /ISAPI/System/I0/inputs/<ID>

Get status of one alarm input

Request URL: GET /ISAPI/System/I0/inputs/<ID>/status

Alarm Input Configuration of Digital Channel

EE] Note

To check if the alarm input configuration of digital channel is supported, you can call the request
URL: GET /ISAPI/ContentMgmt/capabilities to get the device storage management capability
(XML_RacmCap ).

If this function is supported, the node <isSupportlOInputProxy> is returned and its value is
"true".

e Get or set alarm input parameters of all digital channels
Request URL: GET or PUT /ISAPI/ContentMgmt/IOProxy/inputs
e Added alarm input configuration of a specific digital channel
Request URL: POST /ISAPI/ContentMgmt/IOProxy/inputs
e Get or set alarm input parameters of a specific digital channel
Request URL: GET or PUT /ISAPI/ContentMgmt/IOProxy/inputs/<ID>
e Delete alarm input configuration of a specific digital channel
Request URL: DELETE /ISAPI/ContentMgmt/IOProxy/inputs/<ID>
e Get alarm input status of a specific digital channel
Request URL: GET /ISAPI/ContentMgmt/IOProxy/inputs/<ID>/status

Alarm Output

e Basic Alarm Output Parameters
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¢ Get configuration capability of alarm outputs
Request URL: GET /ISAPI/System/I0/outputs/capabilities
e Get parameters of all alarm outputs
Request URL: GET /ISAPI/System/IO/outputs
e Get or set parameters of one alarm output
Request URL: GET or PUT /ISAPI/System/I0/outputs/<ID>
e Get status of one alarm output
Request URL: GET /ISAPI/System/I0/outputs/<ID>/status
Supplement Light Alarm Output
e Get configuration capability of supplement light alarm outputs
Request URL: GET /ISAPI/Event/triggers/notifications/whiteLightAlarm/capabilities?
format=json
e Get or set parameters of supplement light alarm outputs
Request URL: GET or PUT /ISAPI/Event/triggers/notifications/whiteLightAlarm?format=json
Audible Alarm Output
e Get configuration capability of audible alarm outputs
Request URL: GET /ISAPI/Event/triggers/notifications/AudioAlarm/capabilities ?’format=json
e Get or set parameters of audible alarm outputs
Request URL: GET or PUT /ISAPI/Event/triggers/notifications/AudioAlarm?format=json
Manually trigger an alarm output
Request URL: PUT /ISAPI/System/I0/outputs/<ID>/trigger
Alarm Output Configuration of Digital Channel

EE] Note

To check if the alarm output configuration of digital channel is supported, you can call the
request URL: GET /ISAPI/ContentMgmt/capabilities to get the device storage management
capability ( XML_RacmCap ).

If this function is supported, the node <isSupportlOOutputProxy> is returned and its value is
"true".

e Get or set alarm output parameters of all digital channels
Request URL: GET or PUT /ISAPI/ContentMgmt/IOProxy/outputs
¢ Added alarm output configuration of a specific digital channel
Request URL: POST /ISAPI/ContentMgmt/IOProxy/outputs
e Get or set alarm output parameters of a specific digital channel
Request URL: GET or PUT /ISAPI/ContentMgmt/IOProxy/outputs/<ID>
e Delete alarm output configuration of a specific digital channel
Request URL: DELETE /ISAPI/ContentMgmt/IOProxy/outputs/<ID>
e Get alarm output status of a specific digital channel
Request URL: GET /ISAPI/ContentMgmt/IOProxy/outputs/<ID>/status
e Trigger alarm output of a specific digital channel
Request URL: PUT /ISAPI/ContentMgmt/IOProxy/outputs/<ID>/trigger
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EE] Note

The alarm details are uploaded by the message
XML_EventNotificationAlert_IOSensorAlarmMsg .

13.2 Video/Image Settings

Basic Image Parameters

Get image configuration capability

Request URL: GET /ISAPI/Image/channels/<ID>/capabilities .
Get or set image parameters of all channels

Request URL: GET or PUT /ISAPI/Image/channels

Get or set image parameters of one channel

Request URL: GET or PUT /ISAPI/Image/channels/<ID>

Get basic image parameters of all channels

Request URL: GET /ISAPI/Image/channels/<ID>/imageModes
Get basic image parameters of one channel

Request URL: GET /ISAPI/Image/channels/<ID>/imageMode/<ID>
Reset image parameters

Request URL: PUT /ISAPI/Image/channels/<ID>/reset
Restore to default image settings

Request URL: PUT /ISAPI/Image/channels/<ID>/restore

Camera Video/Image Parameters

Get or set day/night mode parameters

Request URL: GET or PUT /ISAPI/Image/channels/<ID>/ISPMode
Get or set image auto flip parameters

Request URL: GET or PUT /ISAPI/Image/channels/<ID>/ImageFlip
Get or set wide dynamic range (WDR) parameters

Request URL: GET or PUT /ISAPI/Image/channels/<ID>/WDR

Get or set backlight compensation (BLC) parameters

Request URL: GET or PUT /ISAPI/Image/channels/<ID>/BLC

Get or set day/night auto switch parameters

Request URL: GET or PUT /ISAPI/Image/channels/<ID>/IrcutFilter
Get or set 3-dimention digital noise reduction (3D DNR) parameters
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/noiseReduce
Get or set white balance (WB) parameters

Request URL: GET or PUT /ISAPI/Image/channels/<ID>/whiteBalance
Exposure

e Getorset exposure parameters
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Request URL: GET or PUT /ISAPI/Image/channels/<ID>/exposure
¢ Get or set shutter parameters in exposure mode

Request URL: GET or PUT /ISAPI/Image/channels/<ID>/shutter
¢ Get or set gain parameters in exposure mode

Request URL: GET or PUT /ISAPI/Image/channels/<ID>/gain

e Get or set sharpness parameters
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/sharpness
e Get or set defog parameters
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/dehaze
e Get or set image standard
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/powerLineFrequency
e Image Adjustment
e Get image adjustment capability
Request URL: GET /ISAPI/Image/channels/<ID>/color/capabilities
e Get or set image adjustment parameters
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/color
Get or set image rotate mode parameters
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/corridor

Other Video/Image Parameters

e Focus
¢ Get focus configuration capability
Request URL: GET /ISAPI/Image/channels/<ID>/focusConfiguration/capabilities
e Get or set focus parameters
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/focusConfiguration
e Perform regional focus
Request URL: PUT /ISAPI/Image/channels/<ID>/regionalFocus

EE] Note

To check if the regional focus is supported by device, you can call the request URL: GET to get
the image capability ( XML_ImageCap ). If supports, the node <isSupportRegionalFocus> will
be returned in the capability.

e Get or set target colorating parameters
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/Palettes
® On Screen Display (OSD)
e Get or set OSD parameters
Request URL: GET or PUT /ISAPI/System/Video/inputs/channels/<ID>/overlays
e Get or set text language of OSD
Request URL: GET /ISAPI/System/Video/inputs/OSDLanguage
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EE] Note

To check if the OSD language configuration is supported by device, you can call the request
URL: GET / to get the video capability ( XML_VideoCap ). If supports, the node
<0SDLanguage> will be returned.

e Stream Configuration for Displaying VCA Rules of Smart Events
e Get capability of configuring stream for displaying VCA rules of smart events
Request URL: GET /ISAPI/Streaming/channels/<ID>/smartOverlap/capabilities ?’format=json
e Get or set stream parameters for displaying VCA rules of smart events
Request URL: GET or PUT /ISAPI/Streaming/channels/<ID>/smartOverlap ?’format=json

DE] Note

To check if the stream configuration for displaying VCA rules of smart events is supported by the
device, you can call the request URL: GET /ISAPI/System/capabilities to get the device capability
( XML_DeviceCap ). If this function is supported, the node <supportSmartOverlapChannles> will
be returned and its value is "true".

e Target Enhancement

e Get target enhancement capability
Request URL: GET /ISAPI/Image/channels/<ID>/targetEnhancement/capabilities
e Get or set target enhancement parameters
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/targetEnhancement
* Privacy Mask
e Get configuration capability of privacy mask
Request URL: GET /ISAPI/System/Video/inputs/channels/<ID>/privacyMask/
privacyMaskCap
e Get or set privacy mask parameters
Request URL: GET or PUT /ISAPI/System/Video/inputs/channels/<ID>/privacyMask
e Get or set multiple privacy mask regions
Request URL: GET or PUT /ISAPI/System/Video/inputs/channels/<ID>/privacyMask/regions
e Get or set one privacy mask region
Request URL: GET or PUT /ISAPI/System/Video/inputs/channels/<ID>/privacyMask/regions/
<ID>
e Get or set video input mode parameters
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/capturemode
e Distortion Correction
e Get configuration capability of distortion correction
Request URL: GET /ISAPI/Image/channels/<ID>/lensDistortionCorrection/capabilities
e Get or set distortion correction parameters
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/lensDistortionCorrection
e Target Cropping
e Get configuration capability of target cropping
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Request URL: GET /ISAPI/Streaming/channels/<ID>/regionClip/capabilities
e Get or set target cropping parameters
Request URL: GET or PUT /ISAPI/Streaming/channels/<ID>/regionClip
e Temperature Range
e Get temperature range configuration capability
Request URL: GET /ISAPI/Image/channels/<ID>/tempRange/capabilities
e Get or set temperature range
Request URL: GET or PUT /ISAPI/Image/channels/<ID>/tempRange

13.3 Audio Settings

Basic Audio Configuration

e Get audio capability
Request URL: GET /ISAPI/System/Audio/capabilities
e Get dynamic audio capability by channel
Request URL: GET /ISAPI/System/Audio/channels/<ID>/dynamicCap
e Get parameters of all audio channels
Request URL: GET /ISAPI/System/Audio/channels
e Get parameters of a specific audio channel
Request URL: GET /ISAPI/System/Audio/channels/<ID>

Audio Input Configuration

¢ Get audio input capability of a specific channel

Request URL: GET /ISAPI/System/Audio/Audioln/channels/<ID>/capabilities
e Get or set audio input parameters of a specific channel

Request URL: GET or PUT /ISAPI/System/Audio/Audioln/channels/<ID>

Audio Output Configuration

e Get audio output capability of a specific channel

Request URL: GET /ISAPI/System/Audio/AudioOut/channels/<ID>/capabilities
e Get or set audio output parameters of a specific channel

Request URL: GET or PUT /ISAPI/System/Audio/AudioOut/channels/<ID>

13.4 Channel Settings

Basic Channel Parameters

e Get all channels' attributes
Request URL: GET /ISAPI/AUXInfo/attributes/Channels
e Get one channel's attributes
Request URL: GET /ISAPI/AUXInfo/attributes/Channels/<ID>
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Video Input Channel

e Get configuration capability by video input channel

Request URL: GET /ISAPI/System/Video/inputs/channels/<ID>/capabilities
e Get parameters of all video input channels

Request URL: GET /ISAPI/System/Video/inputs/channels?format=json
e Get parameters of one video input channel

Request URL: /ISAPI/System/Video/inputs/channels/<ID>?format=json

Video Output Channel

e Get parameters of all video outputs
Request URL: GET /ISAPI/System/Video/outputs
e Get configuration capability by video output channel
Request URL: GET /ISAPI/System/Video/outputs/channels/<ID>/capabilities
e Get parameters of all video output channels
Request URL: GET /ISAPI/System/Video/outputs/channels
* Get parameters of one video output channel
Request URL: GET /ISAPI/System/Video/outputs/channels/<ID>

Digital Channel

EE] Note

To check if the digital channel management or configuration is supported, you can call the request
URL: GET /ISAPI/ContentMgmt/capabilities to get the device storage management capability
(XML_RacmCap ).

e Get management capability of all digital channels

GET /ISAPI/ContentMgmt/InputProxy/channels/capabilities
e Get management capability of one digital channel

GET /ISAPI/ContentMgmt/InputProxy/channels/<ID>/capabilities
e Get supported number of digital channels

Request URL: POST /ISAPI/ContentMgmt/InputProxy/sourceCapability
e Get parameters of all digital channels

Request URL: GET /ISAPI/ContentMgmt/InputProxy/channels
e Get status of all digital channels

Request URL: GET /ISAPI/ContentMgmt/InputProxy/channels/status
e Get, add, or delete parameters of one digital channel

Request URL: GET, POST, or PUT /ISAPI/ContentMgmt/InputProxy/channels
e Get status of one digital channel

Request URL: GET /ISAPI/ContentMgmt/InputProxy/channels/<ID>/status
e Get or set control parameters of a digital channel

Request URL: GET or PUT /ISAPI/ContentMgmt/InputProxy/channels/<ID>/chanCtr|
e Reboot a digital channel
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Request URL: GET /ISAPI/ContentMgmt/InputProxy/channels/<ID>/reboot
e Check if port mapping is required for connecting to a digital channel
Request URL: POST /ISAPI/ContentMgmt/InputProxy/channels/<ID>/portMapParam

13.5 Peripherals Settings

¢ Get configuration capability of built-in supplement light

Request URL: GET /ISAPI/Image/channels/<ID>/SupplementLight/capabilities
e Get or set parameters of built-in supplement light

Request URL: GET or PUT /ISAPI/Image/channels/<ID>/SupplementLight

EE] Note

To check if configuring built-in supplement light is supported, you can call the request URL: GET /
ISAPI/Image/channels/<ID>/capabilities to get the image channel capability

( XML_Cap_ImageChannel ). If supports, the node <SupplementLight> will be returned in the
message.
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Chapter 14 System Configuration

14.1 Network Settings

This chapter lists the request URLs for communication and network configurations of devices,
including network interface settings, wireless network settings, network access settings, email
settings, and so on.

* Get network capability

Request URL: GET /ISAPI/System/Network/capabilities
e Import network certificate

Request URL: GET /ISAPI/Security/deviceCertificate
e Remotely get connection socket IP

Request URL: GET /ISAPI/System/Network/socketIP

EE] Note

To check if getting socket IP is supported by device, you can call the request URL: GET /ISAPI/
System/Network/capabilities to get the device capability ( XML_DeviceCap ). If supports, the
node <isSupportGetLinkSocketIP> will be returned.

e Network Self-Adaptive
¢ Get self-adaptive configuration capability
Request URL: GET /ISAPI/System/Network/adaption/capabilities ?’format=json
e Get self-adaptive parameters
Request URL: GET /ISAPI/System/Network/adaption?format=json&streamType=
e Set self-adaptive parameters
Request URL: PUT /ISAPI/System/Network/adaption?format=json&streamType=

[:E Note

To check if network self-adaptive configuration is supported, you can get the network
capability XML_NetworkCap by the request URL: /ISAPI/System/Network/capabilities . |f
supports, the node <Adaption> will be returned in the capability message.

14.1.1 Email

e Get email configuration capability

Request URL: GET /ISAPI/System/Network/mailing/capabilities
* Get or set parameters of multiple emails

Request URL: GET or PUT /ISAPI/System/Network/mailing
* Get or set parameters of one email
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Request URL: GET or PUT /ISAPI/System/Network/mailing/<ID>
Execute email test
Request URL: POST /ISAPI/System/Network/mailing/test

14.1.2 Network Access

Protocol Access

Get configuration capability of protocol access
Request URL: /ISAPI/Security/adminAccesses/capabilities
Get or set access parameters of multiple protocols
Request URL: GET or PUT /ISAPI/Security/adminAccesses
Get or set access parameters of one protocol
Request URL: GET or PUT /ISAPI/Security/adminAccesses/<ID>
802.1 Protocol Access
e Get 802.1 protocol access capability
Request URL: GET /ISAPI/System/Network/interfaces/<ID>/ieee802.1x/capabilities
* Get or set access parameters of 802.1 protocol
Request URL: GET or PUT /ISAPI/System/Network/interfaces/<ID>/ieee802.1x

Hik-Connect Access

Get or set access parameters of Hik-Connect
Request URL: GET or PUT /ISAPI/System/Network/EZVIZ

EE] Note

To check if the device supports accessing to Hik-Connect, you can call the request URL: GET /
ISAPI/System/Network/capabilities to get the network capability ( XML_NetworkCap ). If
supports, the node <isSupportEhome> will be returned in the capability and its value is "true".

Edit verification code for Hik-Connect
Request URL: PUT /ISAPI/System/Network/EZVIZ/secretKey?format=json

DE] Note

To check if the device supports editing verification code for Hik-Connect, you can call the request
URL: GET /ISAPI/System/Network/capabilities to get the network capability sets
XML_NetworkCap . If supports, the node <secretKey> will be returned.

EHome Server Access

Get configuration capability of EHome server access

Request URL: GET /ISAPI/System/Network/Ehome/capabilities
Get or set access parameters of EHome server

Request URL: GET or PUT /ISAPI/System/Network/Ehome
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e Get or set access parameters of EHome server according to the center ID
Request URL: GET or PUT /ISAPI/System/Network/Ehome ?centerID=
* Get configuration capability of report uploading method
Request URL: GET /ISAPI/SecurityCP/ReportCenterCfg/capabilities ?’format=json
e Get or set parameters of report uploading method
Request URL: GET or PUT /ISAPI/SecurityCP/ReportCenterCfqg/<ID>?format=json

[:E] Note

To check if the device supports accessing to EHome server, you can call the request URL: GET /
ISAPI/System/Network/capabilities to get the network capability ( XML_NetworkCap ). |f
supports, the node <isSupportEZVIZ> will be returned in the capability and its value is "true".

SSH Server Access

Get or set access parameters of SSH server
Request URL: GET or PUT /ISAPI/System/Network/ssh

EE Note

To check if the device supports accessing to SSH server, you can call the request URL: GET /ISAPI/
System/Network/capabilities to get the network capability ( XML_NetworkCap ). If supports, the
node <isSupportSSH> will be returned in the capability and its value is "true".

14.1.3 Network Interface

Network Interface

e Get configuration capability of one network interface
Request URL: GET /ISAPI/System/Network/interfaces/<ID>/capabilities
e Get information of multiple network interfaces
Request URL: GET /ISAPI/System/Network/interfaces
* Get or set parameters of one network interface
Request URL: GET or PUT /ISAPI/System/Network/interfaces/<ID>
e Get IP address of one network interface
Request URL: GET or PUT /ISAPI/System/Network/interfaces/<ID>/ipAddress

PoE

e Get configuration capability of PoE port

Request URL: GET /ISAPI/System/Network/POE/capabilities?’format=json
e Get or set PoE port parameters

Request URL: GET or PUT /ISAPI/System/Network/POE?format=json

UPnP

e Get or set UPnP parameters
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Request URL: GET or PUT /ISAPI/System/Network/UPnP
e Get or set parameters of all UPnP ports
Request URL: GET or PUT /ISAPI/System/Network/UPnP/ports
e Get or set parameters of one UPnP port
Request URL: GET or PUT /ISAPI/System/Network/UPnP/ports/<ID>
e Get mapping statuses of all UPnP ports
Request URL: GET /ISAPI/System/Network/UPnP/ports/status
e Get mapping status of one UPnP port
Request URL: GET /ISAPI/System/Network/UPnP/ports/<ID>/status

14.1.4 Wireless Network

Wi-Fi

e Get Wi-Fi configuration capability

Request URL: GET /ISAPI/System/Network/interfaces/<ID>/wireless/capabilities
e Get or set Wi-Fi parameters of one network interface

Request URL: GET or PUT /ISAPI/System/Network/interfaces/<ID>/wireless

Wireless Hotspot

* Get configuration capability of wireless hotspot
Request URL: GET /ISAPI/System/Network/interfaces/<ID>/wirelessServer/capabilities
e Get or set wireless hotspot parameters
Request URL: GET or PUT /ISAPI/System/Network/interfaces/<ID>/wirelessServer
e Get list of devices connected to hotspot
Request URL: GET
e Get information of a device connected to hotspot
Request URL: GET /ISAPI/System/Network/interfaces/<ID>/wireless/accessDevicelist/<ID>
¢ Get capability of devices connected to hotspot
Request URL: GET /ISAPI/System/Network/interfaces/<ID>/wireless/accessDevicelist/
capabilities
e Get hotspot list
Request URL: GET /ISAPI/System/Network/interfaces/<ID>/wireless/accessPointList
e Get one hotspot information
Request URL: GET /ISAPI/System/Network/interfaces/<ID>/wireless/accessPointList/<ID>

Wireless Dial

e Get configuration capability of wireless dial

Request URL: GET /ISAPI/System/Network/WirelessDial/Interfaces/<ID>/dial/capabilities
e Get or set wireless dial parameters

Request URL: GET or PUT /ISAPI/System/Network/WirelessDial/Interfaces/<ID>/dial
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14.1.5 Network Service

Software Service

* Get configuration capability of software service

Request URL: GET /ISAPI/System/Software/channels/<ID>/capabilities
* Get or set parameters of software service

Request URL: GET or PUT /ISAPI/System/Software/channels/<ID>

Session Initialization Protocol (SIP) Server

e Get SIP server capability
Request URL: GET /ISAPI/System/Network/SIP/<ID>/capabilities
e Get or set parameters of all SIP servers
Request URL: GET or PUT /ISAPI/System/Network/SIP
e Get or set parameters of one SIP server
Request URL: GET or PUT /ISAPI/System/Network/SIP/<ID>
¢ Get configuration capability of SIP server
Request URL: GET /ISAPI/System/Network/SIP/<ID>/SIPInfo/capabilities
e Get or set information of one SIP server
Request URL: GET or PUT /ISAPI/System/Network/SIP/<ID>/SIPInfo
e Get or set information of all SIP servers
Request URL: GET or PUT /ISAPI/System/Network/SIP/<ID>/SIPInfo/multilnfo

File Transfer Protocol (FTP) Server

e Get configuration capability of FTP server

Request URL: GET /ISAPI/System/Network/ftp/capabilities
e Get or set parameters of one FTP server

Request URL: GET or PUT /ISAPI/System/Network/ftp/<ID>
e Get or set parameters of all FTP servers

Request URL: GET or PUT /ISAPI/System/Network/ftp
e Perform FTP server test

Request URL: POST /ISAPI/System/Network/ftp/test

Dynamic Domain Name Server (DDNS)

e Get DDNS configuration capability

Request URL: GET /ISAPI/System/Network/DDNS/capabilities
e Get or set parameters of all DDNSs

Request URL: GET or PUT /ISAPI/System/Network/DDNS
e Get or set parameters of one DDNS

Request URL: GET or PUT /ISAPI/System/Network/DDNS/<ID>
e Get configuration capability of dynamic domain name
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Request URL: GET /ISAPI/System/Network/interfaces/<ID>/dynamicHostName/capabilities?
format=json

Get or set dynamic domain name

Request URL: GET or PUT /ISAPI/System/Network/interfaces/<ID>/dynamicHostName?
format=json

EE] Note

To check if setting dynamic domain name is supported, you can call the request URL: GET /ISAPI/
System/Network/capabilities to get the network capability ( XML_NetworkCap ). If supports,
the node <isSupportDynamicHostName> is returned and its value is "true".

Log Server

Get log server configuration capability

Request URL: GET /ISAPI/System/logServer/capabilities
Get or set log server parameters

Request URL: GET or PUT /ISAPI/System/logServer
Perform log server text

Request URL: POST /ISAPI/System/logServer/test

Static Routing

Get, set, or delete static routing parameters
Request URL: GET, PUT, or DELETE /ISAPI/System/Network/StaticRoute

14.2 Time Settings

This chapter lists the request URLs for device time configuration, including setting time, setting
time zone, and so on.

Get time configuration capability
Request URL: GET /ISAPI/System/time/capabilities

[:E] Note

To check if time configuration is supported, you can call the request URL: GET /ISAPI/System/
capabilities to get the device capability ( XML_DeviceCap ). If supports, the node
<isSupportTimeCap> will be returned.

Get or set time type

Request URL: GET or PUT /ISAPI/System/time/timeType ?format=json
Get or set time parameters

Request URL: GET or PUT /ISAPI/System/time

Get or set time zone

Request URL: GET or PUT /ISAPI/System/time/timeZone

Get or set local time parameters
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Request URL: GET or PUT /ISAPI/System/time/localTime
e NTP Server

Get NTP server capability

Request URL: GET /ISAPI/System/time/ntpServers/capabilities

Get, set, or delete multiple NTP servers

Request URL: GET, PUT, or DELETE /ISAPI/System/time/ntpServers

Get set, or delete one NTP server

Request URL: GET, PUT, or DELETE /ISAPI/System/time/ntpServers/<ID>
Add one NTP server

Request URL: POST /ISAPI/System/time/ntpServers

Execute NTP server test

Request URL: POST /ISAPI/System/time/ntpServers/test

14.3 System Diagnose

This chapter lists the request URLs for getting system diagnose information and the exporting
status.

e Get diagnose information
Request URL: GET /ISAPI/System/diagnosedData
e Get process of exporting diagnose information
URL: GET /ISAPI/System/diagnosedData/exportStatus

EE] Note

To check if getting disgnose information is supported, you can call the request URL: GET /ISAPI/
System/capabilities to get the device capability ( XML_DeviceCap >. If supports, the node
<isSupportDiagnosedData> will be returned.

14.4 Data Replenishment

In the condition of disconnection between platform and NVR, the NVR saves the data of people
counting, heat map, temperature, and vehicle. When the connection is resumed, the platform can
get the specified data from NVR during disconnection period.

People Counting Data Replenishment

e Get data replenishment capability of people counting
Request URL: GET /ISAPI/System/Video/inputs/channels/counting/collection/capabilities?
format=json
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EE] Note

Before getting people counting data replenishment capability, you should check whether this
function is supported by the device via the node <isSupportCountingCollection> in
XML_VideoCap , URL: GET /ISAPI/System/Video/capabilities .

e Perform data replenishment of people counting
Request URL: POST /ISAPI/System/Video/inputs/channels/counting/collection?format=json

Heat Map Data Replenishment

e Get data replenishment capability of heat map
Request URL: GET /ISAPI/System/Video/inputs/channels/heatMap/collection/capabilities?
format=json

DE] Note

Before getting people counting data replenishment capability, you should check whether this
function is supported by the device via the node <isSupportHeatmapCollection> in
XML_VideoCap , URL: GET /ISAPI/System/Video/capabilities .

e Perform data replenishment of heat map
Request URL: POST /ISAPI/System/Video/inputs/channels/heatMap/collection?format=json

Temperature Data Replenishment

e Get data replenishment capability of temperature
Request URL: GET /ISAPI/Thermal/temperature/collection/capabilities >format=json

[:E Note

Before getting temperature data replenishment capability, you should check whether this
function is supported by the device via the node <isSupportTemperatureCollection> in
XML_ThermalCap , URL: GET /ISAPI/Thermal/capabilities .

e Perform temperature data replenishment
Request URL: POST /ISAPI/Thermal/temperature/collection?format=json

Vehicle Detection Data Replenishment

e Get VCA search capability

Request URL: GET /ISAPI/SDT/Management/IntelligentSearch/capabilities ?>format=json
e Search for vehicle detection data

Request URL: POST /ISAPI/SDT/Management/IntelligentSearch?format=json

EE] Note

Before searching for vehicle detection data, you should check whether the device supports this
function. When the node <isSupportintelligentSearch> is returned in device capability sets
XML_DeviceCap , and values "true".
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Chapter 15 Request URL

The intelligent security API in request URL format for realizing the functions in this manual are
listed here for reference. You can search for the URLs and view their definitions.

15.1 /ISAPI/AUXInfo

15.1.1 /ISAPI/AUXInfo/attributes/Channels

Get the attributes of channels.

Request URL Definition
Table 15-1 GET /ISAPI/AUXInfo/attributes/Channels

Method GET

Description Get the attributes of channels.
Query None.

Request None.

Response XML_ChannelinfolList

15.1.2 /ISAPI/AUXInfo/attributes/Channels/<ID>

Get the attributes of a specific channel according to channel ID.

Request URL Definition

Table 15-2 GET /ISAPI/AUXInfo/attributes/Channels/<ID>

Method GET

Description Get the attributes of a specific channel according to channel ID.
Query None.

Request None.

Response XML_Channelinfo
Remarks

The <ID> in the request URL is the channel ID.
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15.2 /ISAPI/ContentMgmt

15.2.1 /ISAPI/ContentMgmt/capabilities

Get storage capability.

GET /ISAPI/ContentMgmt/capabilities

Method GET

Description Get storage capability.
Query None.

Request None.

Response Succeeded: XML_RacmCap

Failed: XML_ResponseStatus

15.2.2 /ISAPI/ContentMgmt/download

Download the file via plug-in.

Request URL Definition

Table 15-3 GET /ISAPI/ContentMgmt/download

Method GET

Description Download the file.

Query security: the version No. of encryption scheme. When security does
not exist, it indicates that the data is not encrypted; when security is
1, it indicates that the nodes of sensitive information in the message
are encrypted in AES128 CBC mode; when security is 2, it indicates
that the nodes of sensitive information in the message are encrypted
in AES256 CBC mode.
iv: the initialization vector, and it is required when security is 1 or 2.

Request XML_downloadRequest

Response File
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15.2.3 /ISAPI/ContentMgmt/download/capabilities

Get the downloading capability sets.

Request URL Definition
Table 15-4 GET /ISAPI/ContentMgmt/download/capabilities

Method GET

Description Get the downloading capability sets.

Query None.

Request None.

Response Succeeded: XML_DownloadAbility
Failed: XML_ResponseStatus

15.2.4 /ISAPI/ContentMgmt/download/toUSB/<taskld>/progress?format=json

Get the progress of exporting files to devices via USB.

Request URL Definition
Table 15-5 GET /ISAPI/ContentMgmt/download/toUSB/<taskld>/progress?format=json

Method GET
Description Get the progress of exporting files to devices via USB.
Query format: determine the format of request or response message.
Request None.
Response Succeeded: JSON_Progressinfo
Failed: JSON_ResponseStatus

Remarks

The <taskld> in the request URL refers to the task ID, and it is returned in the message
JSON_ExporttoUSB_TaskiInfo after calling the request URL: POST /ISAPI/ContentMgmt/download/
toUSB?format=json .

15.2.5 /ISAPI/ContentMgmt/download/toUSB/capabilities?format=json

Get the capability of exporting files to devices via USB.
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Request URL Definition
Table 15-6 GET /ISAPI/ContentMgmt/download/toUSB/capabilities?format=json

Method GET
Description Get the capability of exporting files to devices via USB.
Query format: determine the format of request or response message.
Request None.
Response Succeeded: JSON_Cap_Exportinfo
Failed: JSON_ResponseStatus

15.2.6 /ISAPI/ContentMgmt/download/toUSB?format=json

Export files to devices via USB.

Request URL Definition

Table 15-7 POST /ISAPI/ContentMgmt/download/toUSB?format=json

Method POST
Description Export files to devices via USB.
Query format: determine the format of request or response message.
Request JSON_Exportinfo
Response Succeeded: JSON_ExporttoUSB_Taskinfo
Failed: JSON_ResponseStatus

15.2.7 /ISAPI/ContentMgmt/InputProxy/channels

Operations about management of all digital channels.

Request URL Definition
Table 15-8 GET /ISAPI/ContentMgmt/InputProxy/channels
Method GET
Description Get parameters of all digital channels.
Query None.
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Request None.
Response XML_InputProxyChannellist
Table 15-9 PUT /ISAPI/ContentMgmt/InputProxy/channels

Method PUT
Description Set parameters of all digital channels.
Query None.
Request XML_InputProxyChannellist
Response XML_ResponseStatus

Table 15-10 POST /ISAPI/ContentMgmt/InputProxy/channels
Method POST
Description Add a digital channel.
Query None.
Request XML_InputProxyChannel
Response XML_ResponseStatus

15.2.8 /ISAPI/ContentMgmt/InputProxy/channels/<ID>

Operations about management of a specific digital channel.

Request URL Definition

Table 15-11 GET /ISAPI/ContentMgmt/InputProxy/channels/<ID>
Method GET
Description Get parameter of a specific digital channel.
Query None.
Request None.
Response Succeeded: XML_InputProxyChannel

Failed: XML_ResponseStatus

Table 15-12 PUT /ISAPI/ContentMgmt/InputProxy/channels/<ID>
Method PUT
Description Set parameters of a specific digital channel.
Query None.
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Request XML_InputProxyChannel

Response XML_ResponseStatus

Table 15-13 DELETE /ISAPI/ContentMgmt/InputProxy/channels/<ID>

Method DELETE

Description Delete a specific digital channel.
Query None.

Request None.

Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the digital channel ID.

15.2.9 /ISAPI/ContentMgmt/InputProxy/channels/<ID>/capabilities

Get management capability of a specific digital channel.

Request URL Definition
Table 15-14 GET /ISAPI/ContentMgmt/InputProxy/channels/<ID>/capabilities

Method GET
Description Get management capability of a specific digital channel.
Query None.
Request None.
Response Succeeded: XML_Cap_InputProxyChannel
Failed: XML_ResponseStatus

Remarks
The <ID> in the request URL refers to the digital channel ID.

15.2.10 /ISAPI/ContentMgmt/InputProxy/channels/<ID>/chanCtrl

Get or set control parameters of a specific channel.
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Request URL Definition
Table 15-15 GET /ISAPI/ContentMgmt/InputProxy/channels/<ID>/chanCtrl

Method GET
Description Get control parameters of a specific channel.
Query None.
Request None.
Response Succeeded: XML_ChanCtrl
Failed: XML_ResponseStatus

Table 15-16 PUT /ISAPI/ContentMgmt/InputProxy/channels/<ID>/chanCtrl

Method PUT

Description Set control parameters of a specific channel.
Query None.

Request XML_ChancCtrl

Response XML_ResponseStatus

Remarks

The <ID> in the request URL refers to the channel ID.

15.2.11 /ISAPI/ContentMgmt/InputProxy/channels/<ID>/portMapParam

Check if port mapping is required for connecting to camera.

Request URL Definition
Table 15-17 POST /ISAPI/ContentMgmt/InputProxy/channels/<ID>/portMapParam

Method POST

Description Check if port mapping is required for connecting to camera according
to the IP address of terminal.

Query None.
Request XML_PortMapParam
Response Succeeded: XML_PortMapParamRet

Failed: XML_ResponseStatus

122



Intelligent Security API (General Application) Developer Guide

Remarks
The <ID> in the request URL refers to the channel ID.

15.2.12 /ISAPI/ContentMgmt/InputProxy/channels/<ID>/reboot

Reboot a specific channel.

Request URL Definition
Table 15-18 GET /ISAPI/ContentMgmt/InputProxy/channels/<ID>/reboot

Method GET

Description Reboot a specific channel.
Query None.

Request None.

Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the channel ID.

15.2.13 /ISAPI/ContentMgmt/InputProxy/channels/<ID>/status

Get status of a specific digital channel.

Request URL Definition
Table 15-19 GET /ISAPI/ContentMgmt/InputProxy/channels/<ID>/status

Method GET

Description Get status of a specific digital channel.
Query None.

Request None.

Response XML _InputProxyChannelStatus
Remarks

The <ID> in the request URL refers to the digital channel ID.

123



Intelligent Security API (General Application) Developer Guide

15.2.14 /ISAPI/ContentMgmt/InputProxy/channels/activate

Activate the network devices.

Request URL Definition

Table 15-20 PUT /ISAPI/ContentMgmt/InputProxy/channels/activate

Method PUT

Description Activate the network devices.
Query None

Request XML_VideoSourceActivation
Response XML_ResponseStatus

15.2.15 /ISAPI/ContentMgmt/InputProxy/channels/activate/capabilities

Get capability of activating network devices.

Request URL Definition

Table 15-21 GET /ISAPI/ContentMgmt/InputProxy/channels/activate/capabilities

Method GET

Description Get capability of activating network devices.

Query None

Request None.

Response Succeeded: XML_VideoSourceActivationCapability

Failed: XML_ResponseStatus

15.2.16 /ISAPI/ContentMgmt/InputProxy/channels/capabilities

Get management capability of all digital channels.

Request URL Definition

Table 15-22 GET /ISAPI/ContentMgmt/InputProxy/channels/capabilities

Method GET
Description Get management capability of all digital channels.
Query None.
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Request

None.

Response

15.2.17 /ISAPI/ContentMgmt/InputProxy/channels/status

Get status of all digital channels.

Request URL Definition

Table 15-23 GET /ISAPI/ContentMgmt/InputProxy/channels/status

Method GET

Description Get status of all digital channels.
Query None.

Request None.

Response XML_InputProxyChannelStatusList

15.2.18 /ISAPI/ContentMgmt/InputProxy/search

Search for network cameras in the LAN (Local Area Network) that can be connected.

Request URL Definition

Table 15-24 GET /ISAPI/ContentMgmt/InputProxy/search

Method GET

Description Search for network cameras in the LAN (Local Area Network) that can
be connected.

Query None.

Request None.

Response Succeeded: XML_VideoSourcelist

Failed: XML_ResponseStatus

15.2.19 /ISAPI/ContentMgmt/InputProxy/sourceCapability

Get supported number of digital channels.
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Request URL Definition
Table 15-25 POST /ISAPI/ContentMgmt/InputProxy/sourceCapability

Method POST

Description Get supported number of digital channels.
Query None.

Request XML_sourceDescriptor

Response XML_sourceCapability

15.2.20 /ISAPI/ContentMgmt/IOProxy/inputs

Operations about the alarm input configuration of all digital channels.

Request URL Definition

Table 15-26 GET /ISAPI/ContentMgmt/IOProxy/inputs

Method GET
Description Get the alarm input parameters of all digital channels.
Query None.
Request None.
Response Succeeded: XML_IOProxylnputPortList
Failed: XML_ResponseStatus

Table 15-27 PUT /ISAPI/ContentMgmt/IOProxy/inputs
Method PUT
Description Set the alarm input parameters of all digital channels.
Query None.
Request XML_IOProxylnputPortlList
Response XML_ResponseStatus

Table 15-28 POST /ISAPI/ContentMgmt/IOProxy/inputs
Method POST
Description Add the alarm input configuration of a specific digital channel.
Query None.
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Request

XML_IOProxyinputPort

Response

XML_ResponseStatus

15.2.21 /ISAPI/ContentMgmt/IOProxy/inputs/<ID>

Operations about the alarm input configuration of a specific digital channel.

Request URL Definition

Table 15-29 GET /ISAPI/ContentMgmt/IOProxy/inputs/<ID>
Method GET
Description Get the alarm input parameters of a specific digital channel.
Query None.
Request None.
Response Succeeded: XML_IOProxyinputPort
Failed: XML_ResponseStatus
Table 15-30 PUT /ISAPI/ContentMgmt/IOProxy/inputs/<ID>
Method PUT
Description Set the alarm input parameters of a specific digital channel.
Query None.
Request XML_IOProxylnputPort
Response XML_ResponseStatus
Table 15-31 DELETE /ISAPI/ContentMgmt/IOProxy/inputs/<ID>
Method DELETE
Description Delete the alarm input configuration of a specific digital channel.
Query None.
Request None.
Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the digital channel No.
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15.2.22 /ISAPI/ContentMgmt/IOProxy/inputs/<ID>/status

Get the alarm input status of a specific digital channel.

Request URL Definition
Table 15-32 GET /ISAPI/ContentMgmt/IOProxy/inputs/<ID>/status

Method GET
Description Get the alarm input status of a specific digital channel.
Query None.
Request None.
Response Succeeded: XML_IOPortStatus
Failed: XML_ResponseStatus

Remarks
The <ID> in the request URL refers to the digital channel No.

15.2.23 /ISAPI/ContentMgmt/IOProxy/outputs

Operations about the alarm output configuration of all digital channels.

Request URL Definition
Table 15-33 GET /ISAPI/ContentMgmt/IOProxy/outputs

Method GET
Description Get the alarm output parameters of all digital channels.
Query None.
Request None.
Response Succeeded: XML_IOProxyOutputPortList
Failed: XML_ResponseStatus

Table 15-34 PUT /ISAPI/ContentMgmt/IOProxy/outputs

Method PUT
Description Set the alarm output parameters of all digital channels.
Query None.
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Request XML_IOProxyOutputPortList
Response XML_ResponseStatus
Table 15-35 POST /ISAPI/ContentMgmt/IOProxy/outputs
Method POST
Description Add the alarm output configuration of a specific digital channel.
Query None.
Request XML_IOProxyOutputPort
Response XML_ResponseStatus

15.2.24 /ISAPI/ContentMgmt/IOProxy/outputs/<ID>

Operations about the alarm output configuration of a specific digital channel.

Request URL Definition

Table 15-36 GET /ISAPI/ContentMgmt/IOProxy/outputs/<ID>

Method GET
Description Get the alarm output parameters of a specific digital channel.
Query None.
Request None.
Response Succeeded: XML_IOProxyOutputPort
Failed: XML_ResponseStatus
Table 15-37 PUT /ISAPI/ContentMgmt/IOProxy/outputs/<ID>
Method PUT
Description Set the alarm output parameters of a specific digital channel.
Query None.
Request XML_IOProxyOutputPort
Response XML_ResponseStatus
Table 15-38 DELETE /ISAPI/ContentMgmt/IOProxy/outputs/<ID>
Method DELETE
Description Delete the alarm output configuration of a specific digital channel.
Query None.
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Request None.
Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the digital channel No.

15.2.25 /ISAPI/ContentMgmt/IOProxy/outputs/<ID>/status

Get the alarm output status of a specific digital channel.

Request URL Definition

Table 15-39 GET /ISAPI/ContentMgmt/IOProxy/outputs/<ID>/status

Method GET
Description Get the alarm output status of a specific digital channel.
Query None.
Request None.
Response Succeeded: XML_IOPortStatus
Failed: XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the digital channel No.

15.2.26 /ISAPI/ContentMgmt/IOProxy/outputs/<ID>/trigger

Trigger alarm output of a specific digital channel.

Request URL Definition
Table 15-40 PUT /ISAPI/ContentMgmt/IOProxy/outputs/<ID>/trigger

Method PUT

Description Trigger alarm output of a specific digital channel.
Query None.

Request XML_IOPortData

Response XML_ResponseStatus

Remarks

The <ID> in the request URL refers to the digital channel No.
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15.2.27 /ISAPI/ContentMgmt/logConfig

Get or set log parameters.

Request URL Definition

Table 15-41 GET /ISAPI/ContentMgmt/logConfig

Method GET

Description Get log parameters.

Query None.

Request None.

Response Succeeded: XML_LogConfig

Failed: XML_ResponseStatus

Table 15-42 PUT /ISAPI/ContentMgmt/logConfig

Method PUT

Description Set log parameters.

Query None.

Request XML_LogConfig

Response XML_ResponseStatus

15.2.28 /ISAPI/ContentMgmt/logConfig/capabilities

Get log configuration capability.

Request URL Definition

Table 15-43 GET /ISAPI/ContentMgmt/logConfig/capabilities

Method GET

Description Get log configuration capability.
Query None.

Request None.

Response Succeeded: XML_Cap_LogConfig

Failed: XML_ResponseStatus
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15.2.29 /ISAPI/ContentMgmt/logSearch

Search for log files.

Request URL Definition

Table 15-44 POST /ISAPI/ContentMgmt/logSearch

Method POST

Description Search for log files.

Query None.

Request XML_CMSearchDescription
Response Succeeded: XML_CMSearchResult

Failed: XML_ResponseStatus

15.2.30 /ISAPI/ContentMgmt/logSearch/dataPackage

Export device log files.

Request URL Definition

Table 15-45 POST /ISAPI/ContentMgmt/logSearch/dataPackage

Method POST

Description Export device log files.

Query None.

Request XML_CMSearchDataPackage

Response Succeeded: XML_CMSearchDataPackageResult

Failed: XML_ResponseStatus

15.2.31 /ISAPI/ContentMgmt/record/control/manualRefresh/channels/<ID>

Refresh the video mode manually before playback.

Request URL Definition

Table 15-46 PUT /ISAPI/ContentMgmt/record/control/manualRefresh/channels/<ID>
Method PUT
Description Refresh the video mode manually before playback.
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Query None.

Request None.

Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the channel No.

15.2.32 /ISAPI/ContentMgmt/record/control/manual/start/tracks/<ID>

Start manual recording.

Request URL Definition
Table 15-47 POST /ISAPI/ContentMgmt/record/control/manual/start/tracks/<ID>

Method POST

Description Start manual recording.
Query None.

Request None.

Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the recording channel ID.

15.2.33 /ISAPI/ContentMgmt/record/control/manual/stop/tracks/<ID>

Stop manual recording of a specific channel.

Request URL Definition
Table 15-48 POST /ISAPI/ContentMgmt/record/control/manual/stop/tracks/<ID>

Method POST

Description Stop manual recording of a specific channel.
Query None.

Request None.

Response XML_ResponseStatus

Remarks

The <ID> in the request URL refers to the recording channel ID.
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15.2.34 /ISAPI/ContentMgmt/record/profile

Get video track type.

Request URL Definition

Table 15-49 GET /ISAPI/ContentMgmt/record/profile

Method GET

Description Get video track type.

Query None.

Request None.

Response Succeeded: XML_CMSRecordProfile
Failed: XML_ResponseStatus

15.2.35 /ISAPI/ContentMgmt/record/storageMounts

Set recording storage parameters.

Request URL Definition

Table 15-50 PUT /ISAPI/ContentMgmt/record/storageMounts

Method PUT

Description Set recording storage parameters, including root directory, size, and
so on.

Query None.

Request XML_MountlList

Response XML_ResponseStatus

15.2.36 /ISAPI/ContentMgmt/record/tracks

Operations about recording schedule configuration.

Request URL Definition

Table 15-51 GET /ISAPI/ContentMgmt/record/tracks

Method GET

Description Get all recording schedules.
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Query None.
Request None.
Response Succeeded: XML_TrackList
Failed: XML_ResponseStatus

Table 15-52 PUT /ISAPI/ContentMgmt/record/tracks
Method PUT
Description Set all recording schedules.
Query None.
Request XML_TrackList
Response XML_ResponseStatus

Table 15-53 POST /ISAPI/ContentMgmt/record/tracks
Method POST
Description Add a recording schedule.
Query None.
Request XML_Track
Response XML_ResponseStatus

15.2.37 /ISAPI/ContentMgmt/record/tracks/<ID>

Operations about a recording schedule.

Request URL Definition

Table 15-54 GET /ISAPI/ContentMgmt/record/tracks/<ID>

Method GET

Description Get a recording schedule.
Query None.

Request None.

Response Succeeded: XML_Track

Failed: XML_ResponseStatus
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Table 15-55 PUT /ISAPI/ContentMgmt/record/tracks/<ID>

Method PUT

Description Set a recording schedule.
Query None.

Request XML_Track

Response XML_ResponseStatus

Table 15-56 DELETE /ISAPI/ContentMgmt/record/tracks/<ID>

Method DELETE

Description Delete a recording schedule.
Query None.

Request None.

Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the recording schedule ID.

15.2.38 /ISAPI/ContentMgmt/record/tracks/<ID>/capabilities

Get the configuration capability of the recording schedule.

Request URL Definition
Table 15-57 GET /ISAPI/ContentMgmt/record/tracks/<ID>/capabilities
Method GET
Description Get the configuration capability of the recording schedule.
Query None.
Request None.
Response Succeeded: XML_Cap_Track
Failed: XML_ResponseStatus

Remarks

The <ID> in the request URL refers to the recording schedule ID.
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15.2.39 /ISAPI/ContentMgmt/record/tracks/<ID>/dailyDistribution

Search recorded video files by date.

Request URL Definition
Table 15-58 POST /ISAPI/ContentMgmt/record/tracks/<ID>/dailyDistribution

Method POST

Description Search recorded video files by date.
Query None.

Request XML_trackDailyParam

Response XML _trackDailyDistribution
Remarks

The <ID> in the request URL refers to the recording channel ID.

15.2.40 /ISAPI/ContentMgmt/search

Search for specified resources.

Request URL Definition
Table 15-59 GET or POST /ISAPI/ContentMgmt/search

Method GET or POST

Description Search for specific resources.

Query None.

Request XML_CMSearchDescription

Response Succeeded: XML_CMSearchResult
Failed: XML_ResponseStatus

Example
Sample Code for Searching Video Files Stored in Device

POST /ISAPI/ContentMgmt/search HTTP/1.1

Host: 10.17.132.49

Content-Length: 493

Connection: Keep-Alive

Authorization: Digest username="admin",
realm="DS-2CD2F12FWD-IWS",
nonce="4e7a46474e305a454d5445365a4445314e6a51345a54413d",
uri="/ISAPI/ContentMgmt/search",
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cnonce="ce22590094d2f2bb352fc3c4cd2alca3",
nc=00000019,
response="ad6f2c23636f25c6db5911a113375ea9",
gop="auth"

<?xml version="1.0" encoding="utf-8"?>
<CMSearchDescription>
<searchID>C77384AD-66A0-0001-E7C2-1151F04F90B0</searchID>
<trackIDList>
<tracklD>101</trackID>
</trackIDList>
<timeSpanlList>
<timeSpan>
<startTime>2017-03-13T16:00:00Z</startTime>
<endTime>2017-03-16T15:59:59Z</endTime>
</timeSpan>
</timeSpanlList>
<maxResults>40</maxResults>
<searchResultPostion>0</searchResultPostion>
<metadatalist>
<metadataDescriptor>//recordType.meta.std-cgi.com</metadataDescriptor>
</metadatalList>
</CMSearchDescription>

HTTP/1.1 200 OK

Date: Wed, 15 Mar 2017 09:40:02 GMT
Connection: close

Content-Length: 1649

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<CMSearchResult version="2.0" xmIns="http://www.isapi.com/ver20/XMLSchema">
<searchID>{C77384AD-66A0-0001-E7C2-1151F04F90B0}</searchID>
<responseStatus>true</responseStatus>
<responseStatusStrg>0K</responseStatusStrg>
<numOfMatches>29</numOfMatches>
<matchlList>
<searchMatchltem>
<sourcelD>{0000000000-0000-0000-0000-000000000000}</sourcelD>
<tracklD>101</trackiD>
<timeSpan>
<startTime>2017-03-14T10:32:01Z</startTime>
<endTime>2017-03-14T10:40:42Z</endTime>
</timeSpan>
<mediaSegmentDescriptor>
<contentType>video</contentType>
<codecType>H.264-BP</codecType>
<playbackURI>rtsp://10.17.132.49/Streaming/tracks/101/?
starttime=20170314T103201Z&amp;endtime=20170314T104042Z&amp;name=ch01_08000000016000000&amp;size
=260358144</playbackURI>
</mediaSegmentDescriptor>
<metadataMatches>
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<metadataDescriptor>recordType.meta.isapi.com/timing</metadataDescriptor>
</metadataMatches>
</searchMatchltem>
<searchMatchltem>
<sourcelD>{0000000000-0000-0000-0000-000000000000}</sourcelD>
<tracklD>101</trackID>
<timeSpan>
<startTime>2017-03-14T10:40:42Z</startTime>
<endTime>2017-03-14T10:53:14Z</endTime>
</timeSpan>
<mediaSegmentDescriptor>
<contentType>video</contentType>
<codecType>H.264-BP</codecType>
<playbackURI>rtsp://10.17.132.49/Streaming/tracks/101/?
starttime=20170314T104042Z&amp;endtime=20170314T105314Z&amp;name=ch01_08000000017000000&amp;size
=260603904</playbackURI>
</mediaSegmentDescriptor>
<metadataMatches>
<metadataDescriptor>recordType.meta.isapi.com/timing</metadataDescriptor>
</metadataMatches>
</searchMatchltem>
</matchlList>
</CMSearchResult>

15.2.41 /ISAPI/ContentMgmt/search/profile

Get video search conditions.

Request URL Definition
Table 15-60 GET /ISAPI/ContentMgmt/search/profile

Method GET

Description Get video search conditions.

Query None.

Request None.

Response Succeeded: XML_CMSearchProfile
Failed: XML_ResponseStatus

15.2.42 /ISAPI/ContentMgmt/security/logSearch

Search for security logs.
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Request URL Definition
Table 15-61 POST /ISAPI/ContentMgmt/security/logSearch

Method POST

Description Search for security logs.

Query None.

Request XML_CMSearchDescription

Response Succeeded: XML_CMSearchResult
Failed: XML_ResponseStatus

15.2.43 /ISAPI/ContentMgmt/SmartSearch

Search for video files by VCA event.

Request URL Definition
Table 15-62 POST /ISAPI/ContentMgmt/SmartSearch

Method POST

Description Search for video files by VCA event.
Query None.

Request XML_SmartSearchDescription
Response XML_SmartSearchResult

15.2.44 /ISAPI/ContentMgmt/SmartSearch/capabilities

Get capability of searching videos by VCA event.

Request URL Definition
Table 15-63 GET /ISAPI/ContentMgmt/SmartSearch/capabilities

Method GET

Description Get capability of searching videos by VCA event.
Query None.

Request None.

Response Succeeded: XML_Cap_SmartSearchDescription
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‘ Failed: XML_ResponseStatus

15.2.45 /ISAPI/ContentMgmt/Storage/Extrainfo

Operations about the configuration for storing additional information.

Request URL Definition

Table 15-64 GET /ISAPI/ContentMgmt/Storage/Extralnfo

Method GET
Description Get the parameters for storing additional information.
Query None.
Request None.
Response Succeeded: XML_Extrainfo
Failed: XML_ResponseStatus

Table 15-65 PUT /ISAPI/ContentMgmt/Storage/Extralnfo
Method PUT
Description Set the parameters for storing additional information.
Query None.
Request XML_Extralnfo
Response XML_ResponseStatus

15.2.46 /ISAPI/ContentMgmt/Storage/Extralnfo/capabilities

Get the capability of storing additional information.

Request URL Definition

Table 15-66 GET /ISAPI/ContentMgmt/Storage/Extralnfo/capabilities

Method GET

Description Get the capability of storing additional information.
Query None.

Request None.

Response Succeeded: XML_Cap_Extralnfo

Failed: XML_ResponseStatus
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15.2.47 /ISAPI/ContentMgmt/Storage/hdd

Get configuration parameters of all HDDs.

Request URL Definition

Table 15-67 GET /ISAPI/ContentMgmt/Storage/hdd

Method GET

Description Get configuration parameters of all HDDs.
Query None.

Request None.

Response Succeeded: XML_hddList

Failed: XML_ResponseStatus

15.2.48 /ISAPI/ContentMgmt/Storage/hdd/<ID>

Get and set parameters for a specific HDD.

Request URL Definition

Table 15-68 GET /ISAPI/ContentMgmt/Storage/hdd/<ID>

Method GET
Description Get parameters for a specific HDD.
Query None.
Request None.
Response Succeeded: XML_hdd
Failed: XML_ResponseStatus
Table 15-69 PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>
Method PUT
Description Set parameters for a specific HDD.
Query None.
Request XML_hdd
Response XML_ResponseStatus
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Remarks
The <ID> in the request URL refers to the HDD ID.

15.2.49 /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/pause

Pause checking bad sectors of a HDD.

Request URL Definition
Table 15-70 PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/pause

Method PUT

Description Pause checking bad sectors of a HDD.
Query None.

Request None.

Response XML_ResponseStatus

Remarks

The <ID> in the request URL refers to the HDD No.

15.2.50 /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/resume

Resume checking dad sectors of a HDD.

Request URL Definition
Table 15-71 PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/resume

Method PUT

Description Resume checking dad sectors of a HDD.
Query None.

Request None.

Response XML_ResponseStatus

Remarks

The <ID> in the request URL refers to the HDD No.
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15.2.51 /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/start

Start checking bad sectors of a HDD.

Request URL Definition

Table 15-72 PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/start

Method PUT

Description Start checking bad sectors of a HDD.
Query None.

Request XML_BadSectorsTest

Response XML_ResponseStatus

Remarks

The <ID> in the request URL refers to the HDD No.

15.2.52 /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/status

Get bad sector checking status of a HDD.

Request URL Definition

Table 15-73 GET /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/status

Method GET

Description Get bad sector checking status of a HDD.

Query None.

Request None.

Response Succeeded: XML_BadSectorsTestStatus
Failed: XML_ResponseStatus

Remarks

The <ID> in the request URL refers to the HDD No.

15.2.53 /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/stop

Stop checking bad sectors of a HDD.
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Request URL Definition

Table 15-74 PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/BadSectorsTest/stop

Method PUT

Description Stop checking bad sectors of a HDD.
Query None.

Request None.

Response XML_ResponseStatus

Remarks

The <ID> in the request URL refers to the HDD No.

15.2.54 /ISAPI/ContentMgmt/Storage/hdd/<ID>/encryptFormat?format=json

Format an encrypted HDD.

Request URL Definition

Table 15-75 PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/encryptFormat?format=json

Method PUT

Description Format an encrypted HDD.

Query security: the version No. of encryption scheme. When security does
not exist, it indicates that the data is not encrypted; when security is
1, it indicates that the nodes of sensitive information in the message
are encrypted in AES128 CBC mode; when security is 2, it indicates
that the nodes of sensitive information in the message are encrypted
in AES256 CBC mode.
iv: the initialization vector, and it is required when security is 1 or 2.
format: determine the format of request or response message.

Request JSON_EncryptFormat

Response JSON_ResponseStatus

Remarks

The <ID> in the request URL refers to the HDD ID.
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15.2.55 /ISAPI/ContentMgmt/Storage/hdd/<ID>/encryptVerfy?format=json

Verify the HDD encryption password.

Request URL Definition

Table 15-76 PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/encryptVerfy?format=json

Method PUT

Description Verify the HDD encryption password.

Query security: the version No. of encryption scheme. When security does
not exist, it indicates that the data is not encrypted; when security is
1, it indicates that the nodes of sensitive information in the message
are encrypted in AES128 CBC mode; when security is 2, it indicates
that the nodes of sensitive information in the message are encrypted
in AES256 CBC mode.
iv: the initialization vector, and it is required when security is 1 or 2.
format: determine the format of request or response message.

Request JSON_EncryptVerfy

Response JSON_ResponseStatus

Remarks

The <ID> in the request URL refers to the HDD ID.

15.2.56 /ISAPI/ContentMgmt/Storage/hdd/<ID>/formatStatus

Get the formatting status of a specific HDD.

Request URL Definition

Table 15-77 GET /ISAPI/ContentMgmt/Storage/hdd/<ID>/formatStatus

Method GET
Description Get the formatting status of a specific HDD.
Query None.
Request None.
Response Succeeded: XML_formatStatus
Failed: XML_ResponseStatus
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Remarks
The <ID> in the request URL refers to the HDD ID.

15.2.57 /ISAPI/ContentMgmt/Storage/hdd/<ID>/format?formatType=

Format a specific HDD according to the specified formatting type. This URL is only available for SD
card.

Request URL Definition
Table 15-78 PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/format?formatType=

Method PUT
Description Format a specific HDD according to the specified formatting type.
Query formatType: formatting type, the available values are "EXT4" and

"FAT32". But if you adopt the default formatting type "FAT32", this
guery parameter is not required in the URL.

Request None.
Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the HDD ID.

15.2.58 /ISAPI/ContentMgmt/Storage/hdd/SMARTTest/config

Operations about the configuration of HDD SMART status detection.

Request URL Definition
Table 15-79 GET /ISAPI/ContentMgmt/Storage/hdd/SMARTTest/config

Method GET
Description Get the parameters of HDD SMART status detection.
Query None.
Request None.
Response Succeeded: XML_SMARTTestConfig
Failed: XML_ResponseStatus
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Table 15-80 PUT /ISAPI/ContentMgmt/Storage/hdd/SMARTTest/config

Method PUT

Description Set the parameters of HDD SMART status detection.
Query None.

Request XML_SMARTTestConfig

Response XML_ResponseStatus

15.2.59 /ISAPI/ContentMgmt/Storage/hdd/<ID>/SMARTTest/start

Start checking HDD status.

Request URL Definition

Table 15-81 PUT /ISAPI/ContentMgmt/Storage/hdd/<ID>/SMARTTest/start

Method PUT

Description Start checking HDD status.
Query None.

Request XML_HDDSMARTTest
Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the HDD No.

15.2.60 /ISAPI/ContentMgmt/Storage/hdd/<ID>/SMARTTest/status

Get HDD checking status.

Request URL Definition

Table 15-82 GET /ISAPI/ContentMgmt/Storage/hdd/<ID>/SMARTTest/status

Method GET

Description Get HDD checking status.

Query None.

Request None.

Response Succeeded: XML_SMARTTestStatus
Failed: XML_ResponseStatus
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Remarks
The <ID> in the request URL refers to the HDD No.

15.2.61 /ISAPI/ContentMgmt/Storage/hdd/capabilities

Get HDD management capability.

Request URL Definition
Table 15-83 GET /ISAPI/ContentMgmt/Storage/hdd/capabilities

Method GET

Description Get HDD management capability.

Query None.

Request None.

Response Succeeded: XML_Cap_hddList
Failed: XML_ResponseStatus

15.2.62 /ISAPI/ContentMgmt/Storage/hdd/format

Format all HDDs.

Request URL Definition
Table 15-84 PUT /ISAPI/ContentMgmt/Storage/hdd/format

Method PUT

Description Format all HDDs.
Query None.

Request None.

Response XML_ResponseStatus

15.2.63 /ISAPI/ContentMgmt/Storage/hdd/specifyHddFormat?format=json

Specify multiple HDDs to be formatted.
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Request URL Definition
Table 15-85 PUT /ISAPI/ContentMgmt/Storage/hdd/specifyHddFormat?format=json

Method PUT

Description Specify multiple HDDs to format.

Query format: determine the format of request or response message.
Request JSON_HddFormatList

Response JSON_ResponseStatus

15.2.64 /ISAPI/ContentMgmt/Storage/quota

Get parameters of all HDD quotas.

Request URL Definition
Table 15-86 GET /ISAPI/ContentMgmt/Storage/quota

Method GET

Description Get parameters of all HDD quotas.

Query None.

Request None.

Response Succeeded: XML_diskQuota
Failed: XML_ResponseStatus

15.3 /ISAPI/Event

15.3.1 /ISAPI/Event/capabilities

Get the device event capability set.

Request URL Definition
Table 15-87 GET /ISAPI/Event/capabilities

Method GET
Description Get the device event capability set.
Query None.
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Request

None.

Response

Succeeded: XML_EventCap
Failed: XML_ResponseStatus

15.3.2 /ISAPI/Event/channels/<ID>/capabilities

Get event capabilities supported by the channel.

Request URL Definition

Table 15-88 GET /ISAPI/Event/channels/<ID>/capabilities

Method GET
Description Get event capabilities supported by the channel.
Query None.
Request None.
Response Succeeded: XML_ChannelEventCap
Failed: XML_ResponseStatus
Remarks

The <ID> in the URL refers to the channel ID.

15.3.3 /ISAPI/Event/I0T/channels/<ID>/capabilities?format=json

Get the event capabilities supported by loT device channel.

Request URL Definition

Table 15-89 GET /ISAPI/Event/I0T/channels/<ID>/capabilities?format=json

Method GET

Description Get the event capabilities supported by loT device channel.
Query format: determine the format of request or response message.
Request None.

Response Succeeded: JSON_IOTChannelEventCap

Filed: JSON_ResponseStatus
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15.3.4 /ISAPI/Event/notification/alertStream

Get the uploaded heartbeat or alarm/event information.

Request URL Definition
Table 15-90 GET /ISAPI/Event/notification/alertStream

Method GET

Description Get the heartbeat or uploaded alarm/event information.
Query None.

Request None.

Response Option 1: XML_EventNotificationAlert_AlarmEventinfo or

XML_EventNotificationAlert_Heartbeatinfo
Option 2: JSON_EventNotificationAlert_Alarm/Eventinfo

DEJ Note

The messages here only show the format of alarm/event
information to be uploaded. For details, refer to the corresponding
alarm/event configuration chapters.

Remarks

o After calling this URL, a persistent connection is set up between the device and the platform, and
the alarm or event information will be uploaded from device continuously once the alarm is
triggered or event occurred.

* You can check if the XML response message is the heartbeat information according to the nodes
<eventType> and <eventState>. If the values of these two node are "videoloss" and "inactive",
respectively, the returned message is the heartbeat information.

15.3.5 /ISAPI/Event/notification/httpHosts

Get or set parameters of all listening servers, add a listening server, and delete all listening servers.

Request URL Definition
Table 15-91 GET /ISAPI/Event/notification/httpHosts

Method GET

Description Get parameters of all listening servers.
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Query security: the version No. of encryption scheme. When security does
not exist, it indicates that the data is not encrypted; when security is
1, it indicates that the nodes of sensitive information in the message
are encrypted in AES128 CBC mode; when security is 2, it indicates
that the nodes of sensitive information in the message are encrypted
in AES256 CBC mode.

Request None.

Response Succeeded: XML_HttpHostNotificationlList
Failed: XML_ResponseStatus

Table 15-92 PUT /ISAPI/Event/notification/httpHosts

Method PUT

Description Set parameters of all listening servers.

Query security: the version No. of encryption scheme. When security does
not exist, it indicates that the data is not encrypted; when security is
1, it indicates that the nodes of sensitive information in the message
are encrypted in AES128 CBC mode; when security is 2, it indicates
that the nodes of sensitive information in the message are encrypted
in AES256 CBC mode.

Request XML_HttpHostNotificationList

Response XML_ResponseStatus

Table 15-93 POST /ISAPI/Event/notification/httpHosts

Method POST

Description Add a listening server.

Query security: the version No. of encryption scheme. When security does
not exist, it indicates that the data is not encrypted; when security is
1, it indicates that the nodes of sensitive information in the message
are encrypted in AES128 CBC mode; when security is 2, it indicates
that the nodes of sensitive information in the message are encrypted
in AES256 CBC mode.

Request XML_HttpHostNotification

Response XML_ResponseStatus

Table 15-94 DELETE /ISAPI/Event/notification/httpHosts
Method DELETE
Description Delete all listening servers.
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Query None.
Request None.
Response XML_ResponseStatus

15.3.6 /ISAPI/Event/notification/httpHosts/<ID>/test

Check if the listening server is working normally.

Request URL Definition
Table 15-95 POST /ISAPI/Event/notification/httpHosts/<ID>/test

Method POST
Description Check if the listening server is working normally.
Query None.
Request XML_HttpHostNotification
Response Succeeded: XML_HttpHostTestResult
Failed: XML_ResponseStatus

Remarks
The <ID> in the request URL refers to the listening server ID.

15.3.7 /ISAPI/Event/notification/httpHosts/capabilities

Get the configuration capabilities of all listening servers.

Request URL Definition

Table 15-96 GET /ISAPI/Event/notification/httpHosts/capabilities
Method GET
Description Get the configuration capabilities of all listening servers.
Query None.
Request None.
Response Succeeded: XML_HttpHostNotificationCap

Failed: XML_ResponseStatus
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15.3.8 /ISAPI/Event/notification/subscribeEvent

Subscribe events/alarms in arming mode.

Request URL Definition
Table 15-97 POST /ISAPI/Event/notification/subscribeEvent

Method POST

Description Subscribe events/alarms in arming mode.

Query None.

Request XML_SubscribeEvent

Response Succeeded: XML_SubscribeEventResponse or
XML_EventNotificationAlert_SubscriptionHeartbeat or Alarm/
Event Details Message
Failed: XML_ResponseStatus

Remarks

The XML_EventNotificationAlert_SubscriptionHeartbeat and Alarm/Event Details Message is
uploaded repeatedly, and the default time interval of uploading heartbeat information is 30s.

15.3.9 /ISAPI/Event/notification/subscribeEvent/<ID>

Operations about configuring alarm/event subscription parameters.

Request URL Definition
Table 15-98 GET /ISAPI/Event/notification/subscribeEvent/<ID>

Method GET
Description Get alarm/event subscription parameters.
Query None.
Request None.
Response Succeeded: XML_SubscribeEvent
Failed: XML_ResponseStatus

Table 15-99 PUT /ISAPI/Event/notification/subscribeEvent/<ID>

Method PUT

Description Set alarm/event subscription parameters.
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Query None.

Request XML_SubscribeEvent
Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the subscription No. which is returned by the device. After
the persistent connection for receiving events or alarms in arming mode is closed, the device will

release the resource used by the <ID>.

15.3.10 /ISAPI/Event/notification/subscribeEventCap

Get event/alarm subscription capability.

Request URL Definition
Table 15-100 GET /ISAPI/Event/notification/subscribeEventCap

Method GET

Description Get event/alarm subscription capability.

Query None.

Request None.

Response Succeeded: XML_SubscribeEventCap
Failed: XML_ResponseStatus

15.3.11 /ISAPI/Event/notification/unSubscribeEvent

Cancel subscribing alarm/event.

Request URL Definition
Table 15-101 PUT /ISAPI/Event/notification/unSubscribeEvent

Method PUT

Description Cancel subscribing alarm/event.
Query None.

Request None.

Response XML_ResponseStatus
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15.3.12 /ISAPI/Event/schedules/<EventType>/<ID>

Operations about arming schedule of specified event type.

Request URL Definition

Table 15-102 GET /ISAPI/Event/schedules/<EventType>/<ID>

Method GET
Description Get the arming schedule of specified event type.
Query None.
Request None.
Response Succeeded: XML_Schedule
Failed: XML_ResponseStatus

Table 15-103 PUT /ISAPI/Event/schedules/<EventType>/<ID>
Method PUT
Description Set the arming schedule of specified event type.
Query None.
Request XML_Schedule
Response XML_ResponseStatus
Remarks

The <EventType> in the URL is defined as the specified event type.
The <ID> in the URL is defined as the ID of channel, which is triggered by alarm.

15.3.13 /ISAPI/Event/triggers/hdBadBlock

Operations about the linkage configuration of the HDD bad sector detection.

Request URL Definition

Table 15-104 GET /ISAPI/Event/triggers/hdBadBlock

Method GET
Description Get the linkage parameters of the HDD bad sector detection.
Query None.
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Request None.
Response Succeeded: XML_EventTrigger
Failed: XML_ResponseStatus

Table 15-105 PUT /ISAPI/Event/triggers/hdBadBlock
Method PUT
Description Set the linkage parameters of the HDD bad sector detection.
Query None.
Request XML_EventTrigger
Response XML_ResponseStatus

15.3.14 /ISAPI/Event/triggers/hdimpact

Operations about the linkage configuration of the HDD impact detection.

Request URL Definition

Table 15-106 GET /ISAPI/Event/triggers/hdimpact
Method GET
Description Get the linkage parameters of the HDD impact detection.
Query None.
Request None.
Response Succeeded: XML_EventTrigger

Failed: XML_ResponseStatus

Table 15-107 PUT /ISAPI/Event/triggers/hdimpact
Method PUT
Description Set the linkage parameters of the HDD impact detection.
Query None.
Request XML_EventTrigger
Response XML_ResponseStatus

15.3.15 /ISAPI/Event/triggers/highHDTemperature

Operations about the linkage configuration of the HDD high temperature detection.
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Request URL Definition

Table 15-108 GET /ISAPI/Event/triggers/highHDTemperature

Method GET
Description Get the linkage parameters of the HDD high temperature detection.
Query None.
Request None.
Response Succeeded: XML_EventTrigger
Failed: XML_ResponseStatus

Table 15-109 PUT /ISAPI/Event/triggers/highHDTemperature
Method PUT
Description Set the linkage parameters of the HDD high temperature detection.
Query None.
Request XML_EventTrigger
Response XML_ResponseStatus

15.3.16 /ISAPI/Event/triggers/lowHDTemperature

Operations about the linkage configuration of the HDD low temperature detection.

Request URL Definition

Table 15-110 GET /ISAPI/Event/triggers/lowHDTemperature
Method GET
Description Get the linkage parameters of the HDD low temperature detection.
Query None.
Request None.
Response Succeeded: XML_EventTrigger

Failed: XML_ResponseStatus

Table 15-111 PUT /ISAPI/Event/triggers/lowHDTemperature
Method PUT
Description Set the linkage parameters of the HDD low temperature detection.
Query None.
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Request

XML_EventTrigger

Response

XML_ResponseStatus

15.3.17 /ISAPI/Event/triggers/severeHDFailure

Operations about the linkage configuration of the HDD severe fault detection.

Request URL Definition

Table 15-112 GET /ISAPI/Event/triggers/severeHDFailure

Method GET
Description Get the linkage parameters of the HDD severe fault detection.
Query None.
Request None.
Response Succeeded: XML_EventTrigger
Failed: XML_ResponseStatus

Table 15-113 PUT /ISAPI/Event/triggers/severeHDFailure
Method PUT
Description Set the linkage parameters of the HDD severe fault detection.
Query None.
Request XML_EventTrigger
Response XML_ResponseStatus

15.3.18 /ISAPI/Event/triggers/<ID>

Operations about linkage action configuration of an alarm.

Request URL Definition

Table 15-114 GET /ISAPI/Event/triggers/<ID>

Method GET

Description Get the linkage actions of an alarm.
Query None.

Request None.

Response Succeeded: XML_EventTrigger
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Failed: XML_ResponseStatus
Table 15-115 PUT /ISAPI/Event/triggers/<ID>
Method PUT
Description Set the linkage actions for an alarm.
Query None.
Request XML_EventTrigger
Response XML_ResponseStatus

Table 15-116 DELETE /ISAPI/Event/triggers/<ID>

Method DELETE

Description Delete the linkage actions of an alarm.
Query None.

Request None.

Response XML_ResponseStatus

Remarks

The <ID> in the request URL is defined as the No. of the alarm triggered channel. For example, if
the No. of the video input channel triggered by face capture alarmis 1, the <ID> is "faceSnap-1".

15.3.19 /ISAPI/Event/triggers/<ID>/notifications

Operations about configurations of alarm/event linkage actions.

Request URL Definition

Table 15-117 GET /ISAPI/Event/triggers/<ID>/notifications
Method GET
Description Get the configuration parameters of alarm/event linkage actions.
Query None.
Request None.
Response Succeeded: XML_EventTriggerNotificationList

Failed: XML_ResponseStatus
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Table 15-118 PUT /ISAPI/Event/triggers/<ID>/notifications

Method PUT

Description Set the configuration parameters for alarm/event linkage actions.
Query None.

Request XML_EventTriggerNotificationList

Response XML_ResponseStatus

Table 15-119 DELETE /ISAPI/Event/triggers/<ID>/notifications

Method DELETE

Description Delete the configuration parameters of alarm/event linkage actions.
Query None.

Request None.

Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to No. of alarm triggered channel.

15.3.20 /ISAPI/Event/triggersCap/IOT

Get the alarm linkage configuration capability of 10T device.

Request URL Definition

Method
Description
Query
Request

Response

Table 15-120 GET /ISAPI/Event/triggersCap/I10T

GET

Get the alarm linkage configuration capability of loT device.
None.

None.

XML_IOTTriggersCap

15.3.21 /ISAPI/Event/triggers/notifications/AudioAlarm?format=json

Operations about audible warning configuration.
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Request URL Definition

Table 15-121 GET /ISAPI/Event/triggers/notifications/AudioAlarm?format=json

Method GET

Description Get parameters of audible warning.

Query format: determine the format of request or response message.
alarmType: alarm type, including "behavior"-behavior analysis,
"thermometry"-thermometry, "dynamicFire"-fire detection,
"smokingMode"-smoke detection.

Request None.

Response JSON_AudioAlarm

EE] Note

For example, if you want to get the audible warning parameters of thermometry, the request URL
is: GET /ISAPI/Event/triggers/notifications/AudioAlarm?format=json&alarmType=thermometry

Table 15-122 PUT /ISAPI/Event/triggers/notifications/AudioAlarm?format=json

Method PUT

Description Set parameters of audible warning.

Query format: determine the format of request or response message.
Request JSON_AudioAlarm

Response JSON_ResponseStatus

15.3.22 /ISAPI/Event/triggers/notifications/AudioAlarm/capabilities?format=json

Get audible warning configuration capability.

Request URL Definition

Table 15-123 GET /ISAPI/Event/triggers/notifications/AudioAlarm/capabilities?format=json

Method GET

Description Get audible warning configuration capability.

Query format: determine the format of request or response message.
Request None.

Response JSON_AudioAlarmCap
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15.3.23 /ISAPI/Event/triggers/notifications/whiteLightAlarm?format=json

Operations about configuration of supplement light alarm linkage.

Request URL Definition

Table 15-124 GET /ISAPI/Event/triggers/notifications/whiteLightAlarm?format=json

Method GET

Description Get parameters of supplement light alarm linkage.

Query format: determine the format of request or response message.
Request None.

Response JSON_WhiteLightAlarm

Table 15-125 PUT /ISAPI/Event/triggers/notifications/whiteLightAlarm?format=json

Method PUT

Description Set parameters of supplement light alarm linkage.

Query format: determine the format of request or response message.
Request JSON_WhiteLightAlarm

Response

15.3.24 /ISAPI/Event/triggers/notifications/whiteLightAlarm/capabilities?

format=json
Get the configuration capability of supplement light alarm linkage.

Request URL Definition
Table 15-126 GET /ISAPI/Event/triggers/notifications/whiteLightAlarm/capabilities?format=json

Method GET

Description Get the configuration capability of supplement light alarm linkage.
Query format: determine the format of request or response message.
Request None.

Response JSON_WhiteLightAlarmCap
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15.3.25 /ISAPI/Event/triggersCap

Get configuration capability of alarm linkage actions.

Request URL Definition
Table 15-127 GET /ISAPI/Event/triggersCap

Method GET
Description Get configuration capability of alarm linkage actions.
Query None.
Request None.
Response Succeeded: XML_EventTriggersCap
Failed: XML_ResponseStatus

15.3.26 http://ipAddress:portNo/url

Listening sever sends alarm information to alarm center.

Request URL Definition
Table 15-128 POST http://ipAddress:portNo/url

Method POST
Description Listening sever sends alarm information to alarm center.
Query None.
Request None.
Response Succeeded: XML_EventNotificationAlert_AlarmEventinfo or
JSON_EventNotificationAlert_Alarm/Eventinfo
Failed: XML_ResponseStatus

Remarks
The default port number in the URL is 80, so the URL without port No. is also valid.
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15.4 /ISAPI/Image

15.4.1 /ISAPI/Image/channels

Operations about image configuration of all channels.

Request URL Definition

Table 15-129 GET /ISAPI/Image/channels

Method GET
Description Get image parameters of all channels.
Query None.
Request None.
Response Succeeded: XML_ImageChannellist
Failed: XML_ResponseStatus
Table 15-130 PUT /ISAPI/Image/channels
Method GET
Description Set image parameters of all channels.
Query None.
Request XML_ImageChannellist
Response XML_ResponseStatus

15.4.2 /ISAPI/Image/channels/<ID>

Operations about image configuration of a specific channel.

Request URL Definition

Table 15-131 GET /ISAPI/Image/channels/<ID>

Method GET

Description Get image parameters of a specific channel.
Query None.

Request None.

Response Succeeded: XML_ImageChannel
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Failed: XML_ResponseStatus

Table 15-132 PUT /ISAPI/Image/channels/<ID>

Method PUT

Description Set image parameters of a specific channel.
Query None.

Request XML_ImageChannel

Response XML_ResponseStatus

Remarks

The <ID> in the request URL refers to the channel ID.

15.4.3 /ISAPI/Image/channels/<ID>/BLC

Operations about BLC (Blacklist Compensation) configuration of a specific channel.

Request URL Definition

Table 15-133 GET /ISAPI/Image/channels/<ID>/BLC

Method GET
Description Get BLC (Blacklist Compensation) parameters of a specific channel.
Query None.
Request None.
Response Succeeded: XML_BLC
Failed: XML_ResponseStatus

Table 15-134 PUT /ISAPI/Image/channels/<ID>/BLC
Method PUT
Description Set BLC (Blacklist Compensation) parameters of a specific channel.
Query None.
Request XML_BLC
Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the channel ID.
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15.4.4 /ISAPI/Image/channels/<ID>/capabilities

Get image configuration capability of a specific channel.

Request URL Definition
Table 15-135 GET /ISAPI/Image/channels/<ID>/capabilities

Method GET

Description Get image configuration capability of a specific channel.
Query None.

Request None.

Response XML_Cap_ImageChannel

Remarks

The <ID> in the request URL refers to the channel No.

15.4.5 /ISAPI/Image/channels/<ID>/capturemode

Operations about video input mode configuration of a specific channel.

Request URL Definition
Table 15-136 GET /ISAPI/Image/channels/<ID>/capturemode

Method GET

Description Get video input modes of a specific channel.
Query None.

Request None.

Response Succeeded: XML_CaptureMode

Failed: XML_ResponseStatus

Table 15-137 PUT /ISAPI/Image/channels/<ID>/capturemode

Method PUT

Description Set video input mode of a specific channel.
Query None.

Request XML_CaptureMode

Response XML_ResponseStatus
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Remarks
The <ID> in the request URL refers to the channel ID.

15.4.6 /ISAPI/Image/channels/<ID>/color

Operations about the image adjustment parameters of a specific channel.

Request URL Definition
Table 15-138 GET /ISAPI/Image/channels/<ID>/color

Method GET

Description Get the image adjustment parameters of a specific channel.
Query None.

Request None.

Response Succeeded: XML_Color

Failed: XML_ResponseStatus

Table 15-139 PUT /ISAPI/Image/channels/<ID>/color

Method PUT

Description Set the image adjustment parameters of a specific channel.
Query None.

Request XML_Color

Response XML_ResponseStatus

Remarks

The <ID> in the request URL refers to the channel No.

15.4.7 /ISAPI/Image/channels/<ID>/color/capabilities

Get the image adjustment capability of a specified channel.

Request URL Definition
Table 15-140 GET /ISAPI/Image/channels/<ID>/color/capabilities

Method GET
Description Get the image adjustment capability of a specified channel.
Query None.
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Request None.
Response XML_Cap_Color
Remarks

The <ID> in the request URL refers to the channel No.

15.4.8 /ISAPI/Image/channels/<ID>/corridor

Operations about image rotate mode configuration of a specific channel.

Request URL Definition

Table 15-141 GET /ISAPI/Image/channels/<ID>/corridor

Method GET
Description Get image rotate mode of a specific channel.
Query None.
Request None.
Response Succeeded: XML_corridor
Failed: XML_ResponseStatus

Table 15-142 PUT /ISAPI/Image/channels/<ID>/corridor
Method PUT
Description Get image rotate mode of a specific channel.
Query None.
Request XML_corridor
Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the channel ID.

15.4.9 /ISAPI/Image/channels/<ID>/dehaze

Operations about defog mode configuration of a specific channel.
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Request URL Definition

Table 15-143 GET /ISAPI/Image/channels/<ID>/dehaze

Method GET
Description Get defog mode parameters of a specific channel.
Query None.
Request None.
Response Succeeded: XML_Dehaze
Failed: XML_ResponseStatus

Table 15-144 PUT /ISAPI/Image/channels/<ID>/dehaze
Method PUT
Description Set defog mode parameters of a specific channel.
Query None.
Request XML_Dehaze
Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the channel ID.

15.4.10 /ISAPI/Image/channels/<ID>/EPTZ

Get or set the e-PTZ configuration.

Request URL Definition

Table 15-145 GET /ISAPI/Image/channels/<ID>/EPTZ

Method GET

Description Get the e-PTZ parameters.
Query None.

Request None.

Response Succeeded: XML_EPTZ

Failed: XML_ResponseStatus
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Table 15-146 PUT /ISAPI/Image/channels/<ID>/EPTZ

Method PUT

Description Set the e-PTZ parameters.
Query None.

Request XML_EPTZ

Response XML_ResponseStatus
Remarks

The <ID> in the request URL refers to the channel No.

15.4.11 /ISAPI/Image/channels/<ID>/EPTZ/mode/capabilities?format=json

Get the capability of switching e-PTZ mode.

Request URL Definition

Table 15-147 GET /ISAPI/Image/channels/<ID>/EPTZ/mode/capabilities?format=json

Method GET
Description Get the capability of switching e-PTZ mode.
Query format: determine the format of request or response message.
Request None.
Response Succeeded: JSON_EPTZModeCap
Failed: JSON_ResponseStatus
Remarks

The <ID> in the request URL ref